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S L R A o

NCITOJIB3YEMbBIE COKPAIIIEHUA
OI'OC — denepanbHbIN TOCYAAPCTBEHHBIA 00pa30BaTENIbHBIN CTaHAAPT
I1C — IIpodeccuonanbHbIN CTaHAAPT
K3 — KonkypcHoe 3ananue
NJI — UadpacTpyKTypHBIH JTUCT
NKC — UndopmaninoHHO KOMMYHHKAITHOHHAS! CUCTEMA
KC — KoMmnrsroTepHas ceTb

OC — OnepanmonHas cucrema



1.0CHOBHBIE TPEBOBAHUSA KOMIIETEHLIUA
1.1. O6mue cBegeHUs1 0 TPeOOBAHUAX KOMIIETEHIIMHU

TpebGoBanus KOMIIETCHIIUH (TK) «CeteBoe 151 CHCTEMHOE
aJIMAHHCTPUPOBAHUE» ONPENECISIOT 3HAHUSI, yMEHHUS, HABBIKU U TPYI0BbIE (PYHKIIUH,
KOTOpBIE J€XaT B OCHOBE HaumOoJiee aKTyallbHbIX TpeOoBaHUM paboTojaTeneit
OTpaciH.

[lenpto COpEeBHOBAHMN MO KOMIIETEHLHUU SIBISETCA AEMOHCTPALUs JTyYIIUX
MPAKTUK U BBICOKOTO YPOBHSI BBIIIOJIHEHUS] pabOThI IO COOTBETCTBYIOLIEH paboyeit
CHELMATIBHOCTU WM MPO(ECCUN.

TpeboBaHusi KOMIIETEHUMHU SBJISIOTCA PYKOBOACTBOM Ui IOATOTOBKH
KOHKYPEHTOCIOCOOHBIX, BHICOKOKBATM(PUIIMPOBAHHBIX CIEHUAINUCTOB / pabouux H
y4dacTusi UX B KOHKypcax Ipo¢eCcCUOHaIbHOIO MacTEPCTRA.

B copeBHOBaHMAX 1O KOMIIETEHIIMM NPOBEPKA 3HAHWW, YMEHUMN, HABBIKOB U
TPYJIOBbIX (DYHKIMI  OCYIIECTBISETCS IOCPEACTBOM OLEHKH  BBINOJIHEHUS
MPAKTUYECKON PabOTHI.

TpeOoBaHUA KOMIETEHIMU pa3/IeNieHbl HA YETKHE pa3fesbl ¢ HOMEpaMH U
3aroJIOBKaMM, Ka)KJIOMY pas3zelly Ha3Hau4€H MPOLEHT OTHOCHUTEIBHON Ba)KHOCTH,

cymMMa KOTOphIX coctasiisieT 100.

1.2. IlepeueHn npogecCHOHAIBHBIX 32124 CHEIHATHCTA

10 KOMIICTCHIINHN «CeTeBoe M CHCTEMHOE AIMHUHUCTPUPOBAHUC»

Ilepeyenp BHIOB NpOo(heCCHOHATBHON AESITEIBHOCTH, YMEHHH, 3HAHUI | MpOo(eCCHOHATBHBIX TPYIOBBIX

¢ysxumit criermanucta (u3 @I'OC/IIC/ETKC) 6a3upyercsi Ha TpeOOBAaHNAX COBPEMEHHOTO PHIHKA TPYyJAa K JaHHOMY

CIICIHUAITUCTY.
Tabmuma 1
Ilepedyensb npogeccnoHANBbHBIX 32124 CHEHUAINCTA
Ne BasknHocTh
Paznen o
n/n B %
BoinosineHue paGoT Mo BbISIBJEHUI0O M YCTPAHEHMI0) MHIMIEHTOB B
HHPOPMANMOHHO-KOMMYHHKAIIMOHHBIX CHCTEMAX
1 CroenuanucT JOJKEH 3HATh U ITIOHUMATh: 20
— JluueH3uoHHble TpeOOBaHUS IO HACTPOHKE M SKCIUTyaTalluu
YCTaHABIMBAEMOT'O MPOTPAMMHOTO 00ECTICUCHHS




n/n

Pa3znea

BaxHocTh
B %

OCHOBBI  apXUTEKTyphl, YCTPOHCTBA ¥  (PYHKIIMOHUPOBAHUS
BBIYHCIUTEIBHBIX CHCTEM

[TpuHIMIBI OpraHU3aIlMU, COCTAB U CXEMbI Pa0OTHI OMEPAIlMOHHBIX
CHCTEM

CrangapTel HHOOPMAIIMOHHOTO B3aUMOJICHCTBUS CHCTEM
PermaMeHTBI IPOBEJICHUS npoQUIaKTHYECKHMX  pabdoT  Ha
aJIMUHHUCTPUPYEMON HH(HOPMAITMOHHO-KOMMYHHUKAIIMOHHOW CUCTEME
WHCTpyKIMK 1O YCTAaHOBKE aIMUHUCTPUPYEMBIX CETCBBIX YCTPOHCTB
WHCcTpyknMu 1O OKCIUTyaTalldd  aIMUHUCTPUPYEMBIX  CETEBBIX
YCTPOMCTB

WHCTpyKIIMM TIO YCTaHOBKE aJIMHUHUCTPHPYEMOTO IPOTPAMMHOTO
obecreyeHus

WHCTpyKIMK 1O 3KCIUTyaTallMd aJMHUHUACTPUPYEMOTO MIPOrPAMMHOTO
obOecreyeHus

TpeOoBanwust OXpaHbl TPyAa MPH PAdOTE C allapaTHBIMK, IPOTPAMMHO-
anmapaTHBIMA W TPOTPAMMHBIMU CPEJCTBAMHU aJIMHHHUCTPHPYEMOM
WH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHOW CUCTEMBI.

CHCI_[I/IaJII/ICT HAOJIKCH YMCTh!

WnenTudunupoBath WHIUAEHTHI, BO3HHUKAIOIIME NPU YCTaHOBKE
IPOrpaMMHOT0 OOecIiedyeHus, U MPUHUMATh pelIieHue 00 U3MEHEHUH
MIPOLIEAYPBI YCTAHOBKH

OneHuBaTh CTENEHb KPUTUYHOCTH MHIUAEHTOB IpH  paboTe
MPUKIIQJHOTO MPOrPaMMHOT0 0OecreueHus

VY CTpaHATh BO3ZHUKAIOIINE UHIUIEHTHI

Jloxann3oBaTh 0TKa3 U MHUIMUPOBATh KOPPEKTUPYIOLINE ACHCTBUSA
[Tonb30BaThcss HOPMAaTUBHO-TEXHUYECKON JOKYMEHTAIMEe B 00JacTH
MH(POKOMMYHUKAMOHHBIX TEXHOJIOTUI

[Tpon3BOANT, MOHMTOPUHI AJAMHUHUCTPUPYEMOM HH(POPMAIMOHHO-
KOMMYHHMKAIIUOHHON CUCTEMBI

Kondurypuposarsb onepannoHHbIe CUCTEMBI CETEBBIX YCTPONCTB
[Tonb30BaTbcs ~ KOHTPOJIBHO-U3MEPUTENBHBIMU — TIpubopamMu U
anmnaparypou

JIoKyMeHTHUpOBaTh YYETHYIO HHpOpManuio 00 HCIOIh30BaHUH
CETEBBIX PECYPCOB COIJIACHO YTBEPKICHHOMY IpaQuKy

O0ecneyenne padoTbl TeXHUYECKHX U NPOrPAMMHBIX CpelCTB

HH(OPMALMOHHO-KOMMYHUKAIMOHHBIX CHCTEM

CHCL[I/IaJ'II/ICT JOJIXKCH 3HAaTh U ITIOHUMAThb

OO6mre npuHIHIB! QYHKIIMOHHPOBAHUS alllIapaTHBIX, TPOTPAMMHBIX U
MIPOrpaMMHO-AMIAPATHBIX CPEICTB AAMUHUCTPUPYEMON CETH
ApXxuTeKkTypa  anmapaTHbBIX, MPOrPaMMHBIX U  MPOTrPaMMHO-
anmnapaTHBIX CPEJCTB aIMUHUCTPUPYEMOM CeTH

25




n/n

Pa3znea

BaxHocTh
B %

WNHcTpyKuny 10 yCTaHOBKE aJIMUHUCTPUPYEMBIX CETEBBIX YCTPONCTB;
WHcTpykuMu 1O 3KCILTyaTalldd  aJMUHUCTPUPYEMBIX  CETEBBIX
YCTPOMCTB

WHCeTpykuMM 1O YCTAaHOBKE aJIMUHUCTPUPYEMOIO IPOrPaMMHOIO
obecrieyeHus

WNHcTpykuny 1o 3KCIlyataluy aJMUHUCTPUPYEMOTO IPOrpaMMHOIO
obecrnieueHus

[IpoTOKOJIBI KaHAIBHOIO, CETEBOIO, TPAHCIIOPTHOIO M IPHUKIIATHOTO
YPOBHEHN MOJIENN B3aUMOJIEUCTBUS OTKPBITBIX CUCTEM

ba3zoBas sTanoHHast MOJENb B3aMMOJIEHCTBHS OTKPBITBIX CUCTEM;
MexayHapoaHble CTaHAAPThI JIOKAJIbHBIX BBIUUCIUTEIbHBIX CETEH;
Mopnenu MH(POPMALMOHHO-TEIIEKOMMYHHUKAITMOHHON CeTH
«HHTEpHET»

PernamenTel  mpoBeneHHs — NpPOPHIAKTUYECKUX ~ paboT  Ha
aJIMMHHUCTpHUPYEMON HH(HOPMAITMOHHO-KOMMYHHUKAIIHOHHON cCUCTEME
Y CTpoiCTBO U PUHILIUI PAOOTHI KAOEIbHBIX U CETEBBIX aHATN3aTOPOB
Cpencta rirybokoro anann3a HHGOPMaIMOHHO-KOMMYHUKAITHOHHOM
CUCTEMBbI

Mertpuxu MPOU3BOIUTEITBHOCTH aIMUHUCTPUPYEMOI
MH(}OPMALMOHHO-KOMMYHHUKAIIMOHHOM CHCTEMBI

PernamenTel  mpoBeneHHs ~— NpOPHIAKTUYECKUX  paboT  Ha
aJIMUHUCTPUPYEMOI HH(OPMAIIMOHHO-KOMMYHHUKALIMOHHOM cucteme
TpeGoBaHust OxXpaHbl TpyJda TpH padOTe C CETEBOM ammaparypoun
aJIMUHUCTPUPYEMOI NH(POPMALIMOHHO-KOMMYHHUKALIMOHHOM CUCTEMBI

Crenuanuct 10JKeH YMETh:

Hcnonp3oBaTh COBPCMCHHBIC MCTOALI KOHTPOJIA MPOU3BOAUTCILHOCTH
MH(POPMAIMOHHO-KOMMYHUKALIMOHHOM CUCTEMBI

AHanu3upoBaTh cooOLIeHHs 00 omMOKax B CETEBBIX YCTPOMCTBaX M
OTIEpaIIMOHHBIX CUCTEMAX

Jlokanu3oBaTk OTKa3 1 MHULIMAPOBATh KOPPEKTUPYIOINE AEUCTBHUS,
[IpuMeHATH TpOrpaMMHO-aNIAapaTHBIE CPEACTBA Uil AUArHOCTUKH
OTKa30B 1 OMIMOOK CETEBBIX YCTPOHCTB

[IpuMeHATH IITATHBIE MPOrPaMMHO-AIIIApaTHBIE CPEACTBA IS
KOHTPOJSI ~ IPOU3BOJUTENBHOCTH  CETEBOM  HMHQPaCTPyKTYyphl
MH(OPMALIOHHO-KOMMYHHUKAIIMOHHOM CHCTEMBI

[IpuMeHATh BHEIMIHME MPOrPaMMHO-AIIIApaTHBIE CPEACTBA IS
KOHTPOJISI ~ TPOMU3BOJUTEIBHOCTH  CETEBOM  HMH(PACTPYKTYpHI
MH(OPMALIMOHHO-KOMMYHHUKAIIMOHHOM CHCTEMBI

Peasn3auusi cxeMbl pe3epBHOI0 KONMPOBAHMS, APXUBHPOBAHHUSA H
BOCCTAHOBJIEHHS] KOH(QUIypauuii TeXHHYeCKMX M TPOrpaMMHBIX
cpeactB  MH(OPMAIMOHHO-KOMMYHHKAIIMOHHBIX  CHCTeM IO
YTBEp:KIeHHBbIM IIaHAM
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n/n

Pa3znea

BaxHocTh
B %

CHCHI/IaJII/ICT JOJIDKCH 3HAaTh U IOHUMATh.

OO61ue npuHIUIB! QYHKIMOHUPOBAHUS allIapaTHBIX, IPOrPAMMHBIX U
MIPOrpaMMHO-aNnapaTHbIX CpEeICTB aIMUHUCTPUPYEMOI
MH()OPMAMOHHO-KOMMYHHUKAIITHOHHOW CHCTEMBI

ApXUTEKTypa  almapaTHbIX, MOPOrpaMMHBIX W  HPOrpaMMHO-
anmapaTHBIX  CPEACTB  aIMUHUCTPUPYEMOH  HMH(OPMAIOHHO-
KOMMYHUKAITMOHHOW CHCTEMBbI

HNHcTpykuMu 1Mo yCTaHOBKE aJMUHUCTPUPYEMBIX CETEBBIX YCTPOMNCTB
MH()OPMATMOHHO-KOMMYHHUKAITHOHHOW CHCTEMBI

NHcTpykumu 10 SKCIUTyaTallid  aJIMUHUCTPUPYEMBIX  CETEBBIX
yCTPOMCTB HH(POPMAIIMOHHO-KOMMYHUKAIITMOHHON CHCTEMBI
NHcTpyKiuM 10 YCTaHOBKE aJIMHUHHCTPUPYEMOTO IMPOTPAMMHOIO
obecrnieueHus

WNHcTpyKuuu no 3KCIUTyaTaluv aAMUHUCTPUPYEMOTO MPOTPAMMHOIO
obecrniedeHus

[IpoTOKOJIBI KaHANBHOIO, CETEBOI0, TPAHCIOPTHOIO M IPHUKIAJTHOTO
YPOBHEW MOJIEJIA B3aUMOJICHCTBHS OTKPBITBIX CUCTEM

bazoBas 3TanoHHas MoOJeIb B3aUMOACHCTBUSA OTKPBITBIX CHUCTEM IS
yIIpaBJICHUS CETEBBIM TpapUKOM

MexayHapoaHble CTaHIAPTHI JJOKAIBHBIX BEIYUCIUTEIBHBIX CeTel
PernamenTel  mpoBeneHHs ~— NpOPHIAKTUYECKUX  paboT  Ha
aIMMHHUCTpHUpPYEMON HH(HOPMAITMOHHO-KOMMYHHUKAIIHOHHOW CHCTEME
TpeboBanust oxpaHbl Tpyda NpU paboTe C ceTeBOil ammapaTypou
aIMMHHUCTpHUpPYEMON HH(HOPMAITMOHHO-KOMMYHUKAIIMOHHOM CUCTEMBI

CHCI_[I/IH.JII/ICT JAOJIKCH YMCTh!

Hcnonp30Bath mpoLeaypsl BOCCTAHOBJICHUS JaHHBIX

OmnpenensaTb TOUKW BOCCTAHOBJICHUS JaHHBIX; paboTaTh C cepBepaMu
ApPXMBUPOBAHMS U CPEICTBAMH YIIPABJIECHUS ONEPALMOHHBIX CHCTEM
[Tonb30BaThcss HOPMAaTUBHO-TEXHUYECKON JOKYMEHTAIMe B 00JacTu
MH()OKOMMYHHUKAIIMOHHBIX TEXHOJIOTUN

BbINoNMHATE TJIaHOBOE apXHWBHPOBAHHE MPOTPAMMHOI0 OOecredeHus
M0JIb30BATEIBCKUX YCTPOICTB COrNIacHO rpaduKy

BHecenne u3MeHeHMH B TeXHM4YeCKMe M NPOrpamMMHbIe CpeacTBa

I/IH(l)OpMalIl/lOHHO-KOMMyHI/IKaHI/[OHH])IX CUCTEM II0 YTBEPKACHHOMY

iany pador

CHCL[I/IaJ'II/ICT JOJIKCH 3HAaTh U ITIOHHUMATh:

OO1u11e NpUHIHMITEL PYHKIIMOHUPOBAHUS alllapaTHBIX, IPOTPAMMHBIX U
MIPOrpaMMHO-AIIaPaTHBIX CPEICTB aAMUHUCTPUPYEMON CETH

OCHOBBI ~ apXHUTEKTYpbl, YyCTpoiicTBa ¥  (PYHKIHMOHUPOBAHHS
BBIYHCIIUTEIBHBIX CUCTEM
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n/n

Pa3znea

BaxHocTh
B %

NHcTpyKuMu Mo yCTaHOBKE aIMUHUCTPUPYEMBIX CETEBBIX YCTPOICTB;
NHctpykumu 10 3KCIUTyaTalld  aJIMUHUCTPUPYEMBIX  CETEBBIX
YCTPOMCTB

NHcTpykuMu 10 yCTaHOBKE aJIMUHUCTPUPYEMOTO MPOrPaMMHOTO
obecrieyeHus

JlunieH3MOHHBIE TpeOOBaHHWS TI0O HACTPOWKE YCTAaHABIMBACMOIO
MIPOrpPaMMHOTO o0ecreueHus

HNHcTpykuuu mo 3KCIuTyatauv aMUHUCTPUPYEMOTO MPOTPAMMHOIO
o0ecrniedeHus

TunoBble NPUYMHBI HMHLIMACHTOB, BO3HUKAIOUIMX IPH YCTAHOBKE
MIPOrpPaMMHOTO OOecTeueHus

CrangapTel HHOOPMALIMOHHOTO B3aUMOJICHCTBUS CHCTEM

[IpoTOoKOIBI KaHAIBHOI'O, CETEBOI0, TPAHCHOPTHOTO U MPHUKJIIATHOIO
YPOBHEW MOJIEJIA B3AUMOJICHCTBHS OTKPBITBIX CUCTEM

[IpuHuMnIBl OpraHu3auu, COCTaB U CXEMbl PaOOThI OMEPAIMOHHBIX
CUCTEM

TpeGoBaHust OxpaHbl TpyJda MpH padOTE C CETEBOM ammaparypou
aIMMHHUCTpUPYEMON HH(POPMAITMOHHO-KOMMYHUKAIIMOHHOM CUCTEMBI

CHCI_[I/IH.JII/ICT JAOJIKCH YMCTh:

HUcnonp3oBaTh COBPCMCHHBIC MCTOAbI KOHTPOJIA MPOU3BOAUTCILHOCTH
MH(OPMAIMOHHO-KOMMYHHUKAITHOHHON CHUCTEMBI

AHanu3upoBaTh cooOLIeHHs1 00 omMOKax B CETEBBIX YCTPOMCTBAX M
OIEPALMOHHBIX CUCTEMAX

CoOnronate mpoleaypy YCTaHOBKM HPUKIAJAHOTO MPOTPaMMHOTO
oOecriedeHrss B COOTBETCTBHHM C TpeOOBaHMSAMHU OpTraHU3ALNU-
MIPOU3BOIUTEIIS

NnentudunupoBaTh WHIUACHTH, BO3HUKAIOIIME IPH YCTAaHOBKE
IporpaMmMHOIO O6€CH€‘ICHI/I$I, W IIPpUHUMATh PCIICHHUE 11O U3MCHCHUIO
NpOLEAYPHI YCTAaHOBKU

[IpuMeHsITh TpOTrpaMMHO-aNNapaTHbIe CPEACTBA S AHATHOCTUKH
OTKa30B 1 OMIMOOK CETEBBIX YCTPOICTB

[IpuMeHATH IITATHBIE MPOrPaMMHO-AIIIApaTHBIE CPEACTBA IS
KOHTpOJISI ~ TIPOM3BOJUTENBHOCTH  CETEBOH  HH(PACTPYKTYpHI
MH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHOM CHCTEMBI

[IpuMeHATH BHEMIHME MPOrPaMMHO-AIIIApaTHBIE CPEACTBA IS
KOHTPOJISI ~ TIPOM3BOJUTEIBHOCTH  CETEBOH  HH(PACTPYKTYpHI
MH(OPMALIOHHO-KOMMYHHUKAIIMOHHOM CHCTEMBI

Cobnromate TMpoleaypy YCTAaHOBKH MPHUKIAJIHOTO MPOTPAMMHOTO
obOecrieueHUsT B COOTBETCTBHM C TPEOOBAHHMSAMH OpraHU3alUN-
MIPOU3BOIUTEIS

BepexxkiauBoe npou3BoacTBO

CHCI_[I/IEL]'II/ICT JOJDKCH 3HAaTh U IIOHUMATh:




— Ipunnunst (bYHKIIMOHUPOBAHUS MH(POPMALMOHHO-

KOMMYHHUKAIIUOHHBIX CUCTCMbI

Crenuanmct T0JKEH YMETh:

— BpmonHATE  MepompusATHS ~— MOJEPHH3AUMH  HMH(OPMAIMOHHO-
KOMMYHUKAIIHOHHONH CHCTEMBI, CHOCOOCTBYIOIIHE COKPAILICHHIO
AJIEKTPOIOTpeOIeHUS

Oxpana Tpyaa 5

Crienuanuct J0JKeH 3HaTh U [IOHUMATh!
— TpeboBanus oxpaHbl Tpyla IpU paboTe ¢ CETeBOM ammapaTypoit
aIMIHUACTPUPYEMON HH(YOPMALMOHHO-KOMMYHHUKAIIMOHHON CHCTEMBI

Crnennanuct JOKEH yMETh:
— Ilonp30oBaTbcs HOPMATUBHO-TEXHUYECKOH TOKyMeHTalueil B o01acti
MH(POKOMMYHUKALMOHHBIX TEXHOJIOTUI

1.3. TpeGoBanus Kk cxeme OlleHKH
Cymma 0aioB, MPUCYKAACMBIX IO KaKIOMY AacleKTy, JOJDKHA IOIMajaTh
B IMAITa30H OaJJIOB, ONPEIESICHHBIX JUIS KaXIOTO pasleia KOMIICTCHIIUH,
0003HAUYCHHBIX B TPEOOBAHUAX M YKa3aHHBIX B TaOiHIIC 2.

Taomuma 2

Martpuna nepecuera TpeGOBaHUI KOMIIETEHIIMU B KPUTEPHUHU OLlEeHKH




1.4. Cnienudukanusi OeHKA KOMIIETEHINH

Ouenka KoukypcHOro 3amanusi OyJeT OCHOBBIBATBCS Ha KPUTEPHSX,

yKa3aHHBIX B Ta0mIie 3.

Ta0muna 3

OneHKka KOHKYPCHOT0 3a/IaHUSA

Onucanne Meronuku Oyzmer paspaboTraHa Trpymnmoi
npoBepku B J1-2

Onucanne Meronuku Oyzner paszpaOoTaHa TpymHmnoin
npoBepku B J[-2.

OueHMBaeMbI€ ACTIEKThl UMEIOT Pa3HbIi BEC B 3aBUCUMOCTHU
OT UX cJI0XHOCTH. CXeMa OIEHKH MOCTPOeHa TaK, YTOOBI
Ka)Xblil aCEKT OLEHUBAJICS TOJIBKO OJMH pa3. Hampumep,
B 3a/IaHUU [IPEAINCHIBAETCS HACTPOUTh KOPPEKTHBIE UMEHA
JUISL BCEX YCTPOWCTB, JAHHBIH acleKT OyleT OIeHEH B
NEPBbI JI€Hb TOJIBKO OAMH pa3 MU IOBTOPHAs OLEHKa
JAHHOTO achekTa NpoBOAUThCA He Oyaer. OauHaKOBBIE
MYHKTBI MOTYT OBITh TPOBEPEHBI M OLIEHEHBI 0OJIbIIE, YeM |
pa3, eciau s WX BBINOJHEHUS NPUMEHSIOTCS pa3HbIe
HACTPOMKM WMJIM OHM BBINOJHSIOTCS Ha pa3HbIX Kiaccax
ycrpoiicTs. IIponeaypa oleHKU pe3yJIbTaTOB BBINOJHEHUS
3aaHus OyJeT MPOU3BOAUTHCS B KOHIE JHS KOHKPETHOTO
MOJTYJISL.

Onucanne Meronuku Oyzaer paszpaboTaHa Tpymnmnoi
npoBepkHu B J[-2.

OneHMBaeMbI€ ACTIEKThl UMEIOT Pa3HbIi BEC B 3aBUCUMOCTHU
OT uX cioxHOCTH. CXeMa OLIEHKH MOCTPOEHA TaK, YTOOBI
Ka)KJblil aceKT OLEHUBAJICS TOJIBKO OJMH pa3. Hampumep,
B 3aJIaHUU TIPEAMUCHIBACTCS HACTPOUTh KOPPEKTHHIE UMEHA
JUIST BCEX YCTPOWCTB, JAHHBIM acMeKT OyJeT OICHEH B
MEePBBI JIGHb TOJIBKO OJWMH pa3 M TIOBTOPHAs OIlEHKa
JTAHHOTO acmekTa MpoBOAUThCA He Oyaer. OaMHaKOBBIE
MYHKTBI MOTYT OBITh TPOBEPEHBI M OIEHEHBI OOJbIIe, YeM |
pa3, eciau s UX BBINOJIHEHUS NPUMEHSIOTCS pa3Hble
HAaCTPOWKM WJIM OHU BBINOJIHAIOTCS Ha Pa3HbIX KJaccax
ycTporictB. IIpouenypa oLeHKH pe3yabTaTOB BBITOJIHEHUS
3aJaHus Oy/IeT MPOM3BOJUTHCA B KOHIIE JTHS KOHKPETHOTO

MOTYJISI.
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1.5. Conep:xaHue KOHKYPCHOI0 3aaHUSA

OO6mas nmpoAoKUTEILHOCTh KOHKYpCHOTO 3amaHus’: 16 yacoB

KosnuecTBO KOHKYPCHBIX THEW: 3 THS

Bne 3aBucuMoCTH OT KONMuecTBa MoAyJiel, K3 BKIItOUaeT OLieHKY M0 KaXA0MYy
U3 pa3ziesoB TpeOOBAaHUN KOMITCTEHITUN.

OneHka 3HaHUI KOHKYpCaHTa MPOBOJIUTCS Yepe3 MPAKTHUECKOE BBIMOJHECHHE
KonkypcHoro 3amanus. B jomnonHeHwe MOTyT yUMTBIBATbCA — TpeOOBaHUS

paboToaresnei 1yl IPOBEPKU TEOPETUUECKUX 3HAHUM / OLIEHKU KBaTu(DUKAIIUH.

1.5.1. Pa3paGoTka/BbI00p KOHKYPCHOTO 3a1aHUS

KonkypcHoe 3amaHue cOCTOMT M3 3 MOJYJeH, BKIIIOYAeT OOS3aTEIbHYIO K
BBITIOJIHEHUIO YacTh (MHBapUaHT) — 2 MOAYJIEH, U BapUaTUBHYIO 4acTh — | MOIYJIb.
OO011ee KOIMYECTBO OAJIJIOB KOHKYPCHOI'O 3aJJaHUs MO BCEM MOAYJSIM COCTABIISIET
100.

OOsi3arenbHass K BBINIOJHEHUIO YacTh (MHBApUAHT) BBITIOJNHSIETCS BCEMU
permoHamMu 0e€3 HUCKJIIOYEHMsI Ha BCEX YPOBHSX UEMIMOHATOB. BapuaTtuBHasi 4acTh
MOKET TIOJIBEpraThCsi U3MEHEHHUSAM, B 3aBUCHMOCTH OT MOTPEOHOCTEH peruoHa B
TEXHOJIOTHUSX U CHELUATUCTaX.

B cimydae ecnin HM OIMH U3 MOAYJIEN BapUaTHBHOM YaCTH HE MOAXOIUT MOJ
3anmpoc padorojaTenis KOHKPETHOTO pErMoHa, TO BapUaTHUBHBIN(E) MOIYJb(H)
dbopmupyeTcsa(r0Tcsi) PErMOHOM CaMOCTOSITEJIbHO T0J] 3alpoc padoTojaTers.
HckntouaTh BapUATHBHYIO 4YacTh M3 KOHKYPCHOTO 3aJaHUs  3alperiaceTcs.
JlommyckaeTcsi oObeAMHEHUE BapUATUBHBIX MOMAYJEH, OIHAKO oO0Iee Bpems,
OTBEJICHHOE Ha BBIMIOJIHEHUE BAPUATUBHOTO(BIX) MOAYJIsi(€i) M KOJIMYECTBO OaJIJIOB B
KpUTEpHUSX OICHKM 1o acnektaM He wu3MmeHsotcs ([Ipuwnoxenune 2. Marpuna

KOHKYPCHOTO 3aJ]aHusl).

1 .
Vkasvieaemca cymmapnoe epems na evinonnenue 6cex mooyneti K3 oOnum KonKypcanmonm.
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1.5.2. CTpykTypa MoayJ/ieid KOHKYPCHOI0 3a1aHUS

Moayab A. AyauTt (BapuaTuB)

Bpems Ha BbIOJIHeHHe MoayJIsi: 4 yaca

3aganus:

PykoBOACTBO, B JMIIE HEMOCPEACTBEHHOIO HayaJlbHUKA, MOCTABWIO BaM
3aJlayy — IIPOM3BECTU HE3aBUCUMYIO OIIEHKY pE3YyJIbTaTOB  BBIITOJIHEHHUS
KBAIM(PUKALMOHHOTO HCIBITAHUS Balllero BO3MOXHOTO Koyuterd. KomrmiekT
JOKYMEHTAIUU ISl TIPOBEJICHUS MCHBITAHUSA BKIIOYAET B Ce0sl HEMOCPEICTBEHHO
3aJJaHue U HabOp OLIEHOYHBIX BeAOMOCTEW. B Bamem pacnopsbkeHuu Oyner ¥ To U
npyroe. [lomumo 3Toro, otaen kaapoB TpeOyeT OT HauaJbHUKA OTAEINA, a 3HAYUT U
OH OT BacC, 3aJI0OKyMEHTHPOBATh OLEHKY, COCTAaBUB OTYET B TEKCTOBOM JOKYMEHTE
¢opmata ODT, rme kaxnaplii U3 acnekTOB OLEHKM (MO HOMEpaM acleKTOB
OLICHOYHOT0 JIUCTa) OyAeT UMETh MOATBEPKICHHE, B BUJE CHUMKA (DparMeHTa SKpaHa
¢ HH(pOpMalMei, HA OCHOBAHUH KOTOPOW Bbl IPUHSUIIA CBOE PEIICHHUE U NOSICHEHUS K
Hed. YBbI, BapuaHTa OTMETUTH BBHIMIOJHEHWE ITYHKTOB 3aJlaHus, HE TJIAIS Ha
MH(PACTPYKTYpy BaM HE OCTABHJIM — B HEKOTOPOM CMBICJIE 3TO U Ballla aTTeCTalus,
caMu MIPOCUJIY TIOBBIIICHUS U TpubaBKku K okiany. [1aGion u TpeboBaHus K OTUETY

PpacCIIOJIOKCHBI Ha pa60qu CTOJIC TCKYHICTO IMOJIB30BAaTCIIA.
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Moayas b. Hacrpoilka TeXHHYeCKMX H MNPOrpPpaMMHBIX CpPeacTB
HH(POPMALMOHHO-KOMMYHUKAIMOHHBIX CHCTeM (MHBAPHUAHT)

Bpems Ha BbINOJIHEHHE MOAYJIsSI: 7 4acoOB

3apanus:

CxeMa NOAKJIIOYCHUSA

isp

rtr-a
office.ssa2026.region

/ cod.ssa2026.region

fw-cod

1

cli-cod sw2-cod swil-cod

tt
TRAL

sip-cod srvl-cod srv2-cod admin-cod
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isp

L-1
netl netz
cod.ssa2026.region office.ssa2026.region
swl-a
net2
net3
sw2-a cli2-a
netd
1L
cli-cod sw2-cod swl-cod neto "
= | neio netl —p-
nets - | netl net2 [
P
== E*'f‘“
net3
netd 10
sip-cod 23? admin-cod "
isp
L-2
. rr-a
cod.ssa2026.region office.ssa2026.region
802.1q
swl-a
=
L
<
-~ s’#
802.1 sw2-a cliz-a
cli-cod sw2-cod |
. . vian100
land00— 1
= ~i= dca
vian500 vian100 vianl —
vlan200 vian200 vian300
sip-nod; srvl-cnd/; srvz-cog/; admin-:od1
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Ha BupTyajbHBIX MAIIMHAX U 000PYA0BAHUM MCIIOJIB3YIOTCS CJIeAyIoNue

Bepcuu OC U TeXHOJIOTHYECKHE PelIeHUs:

Ha3Banmue yctpoiicTBa oC
rtr-cod EcoRouterOS (Edelweiss)
fw-cod Ideco NGFW NOVUM 21

swl-cod Anbt Cepaep (Alt JeOS)
sw2-cod Anbet Cepaep (Alt JeOS)
cli-cod Anbt PaGouas cranums
srvl-cod Anbet Cepaep (10.4)
srv2-cod Aunbt Cepgep (10.4)
sip-cod SNG7-PBX16
admin-cod Anbt Pabouas cranmus (10.4)
rtr-a EcoRouterOS
swl-a Anbet Cepsep (Alt JeOS)
sw2-a Anbet Cepsep (Alt JeOS)
dc-a Anbet Cepaep (10.4)
clil-a Aunbt Paboyas cranius (10.4)
cli2-a Anbt Paboyas cranius (10.4)

IlapaMeTpbl HHTEPHET-NPOBAMIEPOB, MNPEIOCTABJIAIIMNX  YCJIYTH

OpraHms3alvi HJIN KIUCHTaM

IIposaiinep Anpec IPv4/Macka lmo3 IPV4 AS
GIGAFON COD 178.207.179.4/29 178.207.179.1 31133
GIGAFON A 178.207.179.28/29 178.207.179.25 31133

B cetu GIGAFON COD caenanbl HacTpoiiku BGP

1. CocenctBo ycranasnuBaercst o IPv4 ¢ agpeca nuito3a Ha BbIIEISIEMBIN
mpoBaiiiepoM aapec depes ¢duznueckuii uHTepdelic M yKa3aHHbIC BBIIIE HOMEpa
ABTOHOMHBIX CHCTEM.

2. Bce npoBaiiiepsl aHOHCUPYIOT JIeTIETUpyeMbIe MMPE(HUKCHI B “UHTEPHET .

Ha DNS-cepBepe100.100.100.100 nactpoena 3ona $sa2026.ru
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VLAN - cod:

VLAN Ha3Banmue YcrpoiicTBo
100 SRV-COD srv1-cod, srv2-cod
200 DATA srv1-cod, srv2-cod
300 MGMT-COD fw-cod, swl-cod, sw2-cod,

admin-cod
400 CLI cli-cod
500 VOIP sip-cod
VLAN - a:
VLAN Ha3Banue YcrpoiicTtBo
100 SRV dc-a
200 CLI clil-a, cli2-a
300 MGMT rtr-a, swl-a, sw2-a

IIpoBepka OyaeT NPpOU3BOAMTHCS C MCIOJIb30BAHNEM JOMEHHBIX HMEH.
IIposepka no IP-agpecam BbINOJIHATHCHA He OyaeT.
ba3oBas HacTpoiika
1. HacTpoiite nMeHa yCTpOWCTB COTJIACHO TOTIOJIOTUU
a. Mcnonw3yiite fqdn hostname
I. s LHOJT - cod.ssa2026.region
Ii. ns office - office.ssa2026.region
2. HacTpoiite aAMUHUCTPATUBHBINA TOCTYT
a. Ha rtr-cod, swl-cod u sw2-cod aist ayTeHTH(PHKAIMH Yepe3 KOHCOJIb M 110
SSH ucnonb3yiite RADIUS-cepBep
i. B kauectBe RADIUS-cepBepa ucnosb3yiite srv1-cod
11. Micnonp3yiite monp3oBatens netuser ¢ napoiem P@sswOrd
1) s rtr-cod mosp30Batesb He TOJIKCH CYIIECTBOBATD JIOKATBHO.
2) Ilonb3oBaTeNb JOIKEH UMETh BO3MOKHOCTh KOH(PUTYpHUPOBATh
MapuipyTH3aTop
ii1. [IpemycmoTpute BXO MO/ JIOKAJTIbHON YYETHOM 3aMKChIO AaXKe TpU

noctynHoctd RADIUS-cepBepa

Hacrpoiika koMmmyTanuu
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1. CkoHpurypupyiite kommyratopsl SW1-cod u sw2-cod, swl-a u sw2-a.

a. Bce IMOPThI, YUYACTBYIOINUC B KOMMYTAIIUH, HTOJIKHBI OBITH HaCTPOCHLI B

cooTBeTcTBUM ¢ quarpammoit L2 u tabauneit VLAN-o0B.

b. Hactpoiite MarucrpaibHble KaHajibl B COOTBETCTBUU C AMarpamMmon L2,

paspemmte Toiabko Tpedyembie VLAN.

C. Hactpoiite IP-anpeca untepdeiicoB yrnpaBiaeHusl.

i. Jlma «cod» B KkadecTBe ceTH ympaBiieHUs ucnoin3yiite VLAN -

MGMT-COD.

i1. Jlng oduca «a B kauecTBe ceTu ympamieHus ucnonb3yiite VLAN -

MGMT.

111. Jlyisg 06paboTku Tpaduka ynpasieHus ucnoib3yire NativeVLAN.

iv. Jus «cod» Tpapuk VLAN - DATA He nomkeH

MapHIpyTU3UPOBATHCS.

2. HactpoiiTe arperaruio Mex1y ycrpoiictBamu swl-cod u sw2-cod:

a. Peanusyite arperupoBaHHbIE COCOUHEHUS CPEACTBAMHU  sIpa

nocienyrouie nepenayeii uHTepdeiica B ynpapieHue KOMMyTaTopy.
b. Ucnonw3yiite active-backup.

3. Hactpoiite mporokon STP Ha kommyTaTopax SW1-a u SW2-a.
a. 3amycTuTe mpoIiece spanning-tree Ha KOMMYTaTOpax.
b. KommyTaTtop Swl-a 10/keH UMEeTh HAUMEHBIIIHM PUOPUTET.

c. Ucnonb3yiite 802.1w.

Hacrpoiika TyHHeseii Mexay odpucom «a» u «Cod»:
1. Hacrpoiite GRE TyHHEens Mexy rtr-a u rtr-cod
a. B xauectBe cereBoro nuamnaszona ucnonb3yite cetb 10.10.10.0/24

b. JIyst KaKI0Tr0 TYHHEIS UCIIOJIb3YHTE MUHUMAILHO BO3MOXHYIO MacKy

Hacrpoiika MmapumipyTu3anuu
1. BeimosiHuTe HEOOXOAMMBIE HACTPOUKHU ceTH U MapipyTusanuu BGP ¢ ISP

a. AS T1IO]I 64500

C
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b. AHOHCHPOBaTh BHYTPEHHHUE ceTH «cod» B IpoBaiiiepa 3ampemnieHo.
. Mapmpytusarop IO/l momkeH noiryyaTs MapmpyT 1o ymosdanuto no BGP
1. Pyunoe co3ganne mapuipyta no ymonuanuio 3ATIPEHEHO!
2. HactpoiiTe TMHAMHYECKYIO MapIIpyTH3AIMIO MEXTy OPHUCOM «a» H «COd»
a. Ucnonw3yiite OSPF st mapmpytuzammu Mexny rtr-a, rtr-cod u fw-cod
b. Ha mapmpyTtu3aropax Bce HHTepEHCHI, KpOMe TYHHEIBHBIX, TOJIXKHBI ObITH
MIEPEBEICHBI B IACCUBHBIN PEKUM
C. Ucnonwayiite ayrentudukamnuto B OSPF
1. B kauecTBe maposs ucnoiasiyire P@sswOrd

11. Haponb JOJDKCH IICPCAaBaTbCsA C UCIIOJIb30BAHUCM XCINHMPOBAHHOI'O

kirroya MD5S

Hacrpoiika nocryna B UnTepHer

1. Hactpoiite MapuipyTu3atopsl Juist ooecniedeHus foctyna B IHTepHer.

Hacrpoiika CHHXpPOHU3ALMHM BPEMEHHU MEK1Y CeTeBbIMU YCTPOMCTBAMH
1. Bce ycTpoiicTBa JOJKHBI CHHXPOHU3UPOBATH CBOE BPEMs C CEPBEPOM TOYHOIO
Bpemenu no aapecy 100.100.100.100.

2. Mcnonb3yiTe Ha BCEX yCTPOMCTBAX MOCKOBCKHI YaCOBOU TOsC.

Hacrpoiika ciyk0bl JOMEHHbIX MMEH
1. Peanu3yiite ocnoBHoi DNS ceprep cetn «cod»
a. B kauectBe DNS-cepBepa ucnonb3yiite Srv1-cod.
b. lns ycrpotictB «c0d» HeoOxoaumo co3aath 3anucu A u PTR.
2. Peanusyiite ocHoBHOM DNS cepep cetn oduca «a»
a. B kauectBe DNS-cepBepa ucnomn3yiite dc-a.
b. lns ycrpoiicTB oduca «ay» HeodOxoaumo co3aaTh 3anucu A u PTR.
3. B xauectBe DNS cepBepa nepecwuiku ucnomnssyiite agpec 100.100.100.100
4. Bce ycTpoiicTBa NpeANnpuUATHS TOJDKHBI ObITh HACTPOEHBI Ha MCHOJb30BaHUE

COOTBETCTBYIOIIMX UX pacmonioxkennto DNS cepBepos.

18



5. Hacrpoiite B3aumocBsa3b Mexay Bcemu DNS cepBepamu npennpusitus.
a. HactpoiiTe nepenanpaiieHre KaK IPsIMbIX, TaK U 0OpaTHBIX 30H.

6. Bce ycTpoiicTBa peAnpusTUS TOJKHBI OBITh JOCTYTIBI 10 UMEHH.

Hacrpoiika uenrpa ceprupuxkanuu
1. Ha cepBepe Srv1-cod pa3BepHuTe meHTp cepTrdUKaIuy Ha 6a3e openssl
a. CpoK >KM3HU KOPHEBOTO cepTuduKara JOHKEH COCTABIATD S JIeT.
b. Kox crpans! - RU
. Hazpanue opranuzamnuu - IRPO
d. ms nentpa ceprudukarmm - $sa2026
e. Bce ¢aiinbl momkHBI XxpaHUTHCS B /var/ca
2. Bce paboune cTaHIMM OpraHU3alUH, JAOJDKHBI JTOBEPATH CO3/JaHHOMY IIEHTPY
cepTudUKauu
3. Hcnonw3yiiTe co3gaHHBIA LIEHTP CEPTHU(PUKALMM Il BBITYyCKa TPeOyeMBbIX

cepTuduKaToB

Hacrpoiika cepBepa 0a3 JaHHBIX
1. B kauecTBe cepBepa 0a3 JaHHBIX MCIIONB3YyHTE SIV2-COd
a. B xauectBe CYB/I ucnonssyiite PostgreSQL
I. Ucnionb3yiiTe Bepcuio He Hibke 17
c. Co3naiite cyrnepnoib3oBaTelrs superadmin ¢ maponem P@sswOrdSQL
I. Cymepronbp30BaTellb TOHKEH UMETh MOJHBIA JOCTYI KO BceM 0azam
JTAHHBIX
2. JIns amMUHUCTPUPOBAHUS cepBepa 0a3 NaHHBIX UCTOJB3yiTe admin-cod

a. B kauectBe nporpammbl-kiauenta s CYB/] ucnons3yiite DBeaver

HacTtpoiika ycTpoiicTBa XpaHeHUsI TaHHBIX
1. Ucnionb3yiiTe xocT Srv2-cod.

a. Ucnonwzyiite VLAN DATA.

b. Hactpoiitre iSCSI target.
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I. Hcnonb3yiite uMs e 1gn.2026-0<Ne TEKYIIEro
Mmecsia>.region.ssa2026.cod:data.target
Ii. HactpoiiTe oTmagy mo iSCSI cBoOoHOTO (HE UCIIOIE3YEMOT0) JUCKA
2. Ucnonw3yiite xoct Srv1-cod.
a. Jlo6aswTe target iSCSI .
I. Ucionp3yiite ID ¢ nmeHem iscsi
1. s noGasnenus target ucrons3yiite cetb DATA
Iii. He ucnons3yiite LUN HanpsMyto
b. Jlo6aBbTe xpanuuime LVM.
I. Ucnonp3yiite target iscsi B kauecTBe PV
Ii. Ucnionp3yiite Vg ¢ umenem VG
iii. Mcnmonesyiite 100% nauckoBoro mpoctpaHcTtBa aias IV ¢ umenem
DATA
Iv. Mcnionp3yiite (haiiiaoByto cuctemy xfs.
V. HacTpoiite aBTOMaT4eCKO€ MOHTUPOBAHUE TOMA
vi. Touka MmoHTHpOBaHUs /opt/data
. Hactpoiite cepsep ceTeBoii daitnoBoit cucteMbr NFS
I. B KaueCTBe MaIKHu 00IIero J0CTymna Beioepute /opt/data
Il. moctym uist uTeHUs | 3anucu i Beerd cetun MGMT-COD

3. Ha admin-cod nactpoiitTe aBTOMOHTHpOBaHHUE B manky /mnt/nfs

Hacrpoiika cepBucoB B ceTu oduca «a»
1. Pa3Bepuute koHTpOIep nomena office.ssa2026.region na 6asze SambaAD.

a. B kauecTBe cepBepa ucnosp3yiite dc-a.

b. B xauectBe DNS-cepBepa ucrnonb3yiite dc-a.

1. B kauecTtBe DNS backend ucnonssyiite BIND9 DLZ

c. B kauecTBe maposis JOMEHHOTO aIMUHHCTPATOpa KCob3yiTe P@sswird
2. Jlns ynpaBieHust KOHTPOJUIEpOM JgoMeHa ucnoib3yiite ADMC c clil-a
3. CoznaiiTe moapasaeneHus, TPYMIbl U MOJIb30BaTeNei

a. Coznaiite mompazaenenus ofadmins u ofusers
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b. Coznaiite rpynmsl ofadmins u ofusers
i. Jlo6aBbTE rpynIbl B COOTBETCTBYIOIINE TIOPA3ACICHUS
c. Cospaiite monn3oBareiiei ofadminl, ofuserl u userl
i. JloGaBpTe TONB30BaTENC B COOTBETCTBYIOIIME IMOAPA3ICICHUS U
TPYIIIBI
1) Iomb3oBatenst userl He moOamisieTe B rpymmbl ofadmins u
ofusers
i1. B xauectBe nmapons ucnonszyire P@sswOrd
4. lns clil-a u cli2-a HacTpoiiTe MOMUTHKY U3MEHEHHUS pab0Yero CTojia Ha KAapTHHKY
KOMITaHHUHU, a TAaK)KE 3aIPETUTE UCIOIB30BAHKE MOIB30BATENSIM U3MEHEHUE CETEBbBIX
HACTPOEK U U3MEHEHUE IpauuecKux mapaMeTpoB paboyvero croia.

5. Beeaure clil-a u cli2-a B nomen office.ssa2026.region

Hactpoiika cucTeMbl MOHUTOPHUHTA
1. B xauecTBe cepBepa CUCTEMbl MOHUTOPUHTA MCIIOJNIB3YHTE srv1-cod
2. B kauecTBe cuCcTeMbl MOHUTOPUHTA UCIIONBL3YHTE Zabbix Bepcuu He Huxke 7.0
a. B kauectBe CYB/] ucnons3yiite PostgreSQL Ha srv2-cod
1. Imst 6a3bl naHHBIX: Zabbix
i1. [Tonp3oBaTens 6a3bl JaHHBIX: zabbix user
i11. [apons monb3oBaTesst 0a3pl qaHHbIX: P@sswOrdZabbix
b. B kauecTBe BeO-cepBepa ucnonbzyire Apache
3. Cucrema MOHMUTOpUHTa JOJDKHAa OBITH JOCTymHA MO ajapecy srvl-
cod.cod.ssa2026.region, monitoring.cod.ssa2026.region, <IP aapec srv1-cod>
a. AJIMUHUCTPATOPOM CHUCTEMbl MOHHMTOPHHIA JIOJDKEH OBITh IMOJIB30BaTEIb
Admin ¢ naposem P@sswOrd
b. YacoBoii mosic mo yMmo4anuio J0JkeH ObiTh Europe/Moscow
c. Hactpoiite nepnamnpasnenue ¢ http Ha https
i. Jloctryn x BeOG-untepdeiicy nomkeHn mnpousBoauThcss mo TLS

COEIMHCHMIO C MCITOJIb30BaHueM cepTudukara BoinymenHoro CA srvl-cod
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i1. Ilpu oOpamenun k BeO-untepdelicy He MOMKHO OTOOpaKaThCs
OIUOOK U TIPeIyTPEKICHUN
4. HactpoiiTe y3J1bl CHCTEMBI MOHUTOPHHTA
a. B kaduecTBe y3J10B CETH UCTIONB3yHUTE
1. Bce ycTpoiicTBa opranu3amnu KpoMe KINCHTOB
b. ms y371a cet JODKHO COOTBETCTBOBATH MTOJTHOMY UMEHHU YCTPOMCTBA
c. Bce cereBbie ycTpoiicTBa (MapmpyTH3aTOphl © KOMMYTATOPbI) HEOOXOIUMO
NOMECTHUTH B Tpyniy y310B Network devices
1. Ucnionwayiite mabiaon Cisco [OS by SNMP niist mapuipytuzaTopoB Ha
EcoRouter
ii. Mconp3yiite mabion Linux by Zabbix agent mis fw-cod
lii. Mcnoas3yiite mrabnon Linux by Zabbix agent ams swl-cod, sw2-cod,
swl-au sw2-a
d. Bce cepBepa HE0OX0AMMO ITOMECTUTH B TpynIy y3710B Linux servers
1. Ucnonp3yiiTe mabson Linux by Zabbix agent ans srv1-cod, srv2-cod

u dc-a

Hacrpoiika IP Tesedonnu

1. Ha sip-cod ycranoBute cucremy SNG7-PBX16
a. Mcnonp3yiite yxxe nogkiatoueHHbii 1SO-06pa3

2. Ins admin-cod nosmkeH Keroib30BaThCsi BHyTpeHHH HoMep 1001

3. Jls cli-cod momxken ucmosbp30BaThess BHYTpeHHUH HOMep 1002

4. lna clil-a momkeH UCTONb30BaThCsl BHyTpeHHUI HOMep 2001

5. Ins cli2-a nomken ucnonib30BaThCsl BHyTpeHHH HOMep 2002

6. Ha paGouue cranuuu ycranosute no6oii Coprdon

7. dns peanuzaniy BHyTPEHHUX 3BOHKOB He00xoaumo ucnosibzoBath CHAN SIP
a. B xauectBe nopta SIP HeoOxoaumo ucnosibzoBath 5060

b. CeaHc cBsI31 JOIDKEH yCTaHABIMBATHCS MEXKTy BCEMH paO0YNMU CTAHIIASIMU
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Monayas I'. ObecnieyeHne 0TKa30yCTOMYNBOCTH (HHBAPHAHT)
BpeMs Ha BBITIOJIHEHHE MOJTYJIS 5 4acoB
3aganuda:
1) IMoaroroska mamuuabl Cloud-ADM.
a. Coznaiite BUpTyalibHBIN HHCTAaHC ¢ mMeHeM Cloud-ADM, moakimounTe
€ro K He0oOXOAMMBIM CETSAM, ACCOLIMUPYUTE ¢ HUM TutaBaromuii [P-aapec.
b. YcranoBute crieayromiye napaMeTpsl I CO3IaBaeMOT0 HHCTAHCA:

1. Tun BuptyansHoil Mmamnsbl: 2 VCPU, 4 I'b RAM,;

2. Pasmep nucka: 30 I'b.

C. B kavectBe omepalMoOHHONW CHCTeMBbI HUCHoOJb3yiTe AnbT Pabouas
crannus, mabson alt-workstation-10.4-p10-cloud.

d. HactpoliTe BHELIHee MOAKIIOUeHHE 10 SSH COXpaHUB KIHOYEBYIO Tapy
JJ1s1 JocTyMa ¢ Baniero jJokainsHoro 1K Ha paGodem cTolie ¢ paciiupeHueM .pem:

1. Cozpaiire B PuTTY npoduis ¢ umenem Cloud-ADM;

2. Peanusyiite  BO3MOXKHOCTh yCTAaHOBJICHUS COCIMHEHHS C
uHctancoM Cloud-ADM c nokanbHoro [1K uepe3 PuTTY, 6e3 HeoOXoauMocTH BBO1a
JIOTIOJIHUTENIBbHBIX TapaMETPOB.

e. Hactpoiite BHemHee noakimtoueHue no RDP coxpanuB Ha pabouem
croje npoduis ¢ umenem Cloud-ADM:

1. JIns HOAKIIOYCHHS HCIIONB3YHTE MMs mojb3oBaTens altlinux u

naposib P@sswOrd.

2)  Project 01
a. Ha  Bupryampnoit  mammuae Cloud-ADM  co3paiite  ckpumnT
«deploy_project_01.shy.
b.B  kauecTBe  JOMaliHEd  JUPEKTOPUU  HUCHOJB3YyWTE  MyTh
/home/altlinux/Projects/Project_01.
C. CkpunT JOHKEH pean30BbIBaTh CASAYIOMUN (QYHKIIMOHAT:
1. ABTOMaTnyeckoe pa3BEPTHIBAHUE BHUPTYAJIbHBIX MAIMH B

COOTBETCTBHUH ¢ Tomonorue (cm. Tononorus Project 01).
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2. Xapakrepuctuku BuptyanbHbix MammH: 1vCPU, 1 T'b O3Y, 10
I'b pa3mep aucka.
3. O06pa3 onepannonHoi cuctemsl: alt-pll-cloud-x86_64.qcow?2.
4. Jlna BupTyanbHoii Mamuuel haproxyOl momkeH co3maBaThbes U
acconuupoBatbces [lnaBaommii-1P.
d. Ha  Bupryampnoit mammuae Cloud-ADM  co3pmaiite  ckpumT
«configure_project_01.shy.
e. B kawecTtBe  AOMAaImIHENM ~ OUPEKTOPUH  MCHOJIB3YHUTE  IIyTh
/home/altlinux/Projects/Project_01.
f. CkpunT 10/DKEH peain30BbIBATh CICAYIONUI (hyHKIMOHA:
1. YcrtaHoBKy  HEOOXOJMMBIX  KOMIIOHEHTOB  JJisi  3alyckKa

npwioxkenus (cMm. [punoxenue Project 01) Ha BupTyanpHbiXx mammuHax: game0l,

game02, game03 B Bune Docker-konTeitHepos.

2. 00pa3 TpWIOXKEHUS HYXHO CleJaTh JIETKOBECHBIM depes
MYJIbTUCTEUIKUHT .

3. Ha BuptyansHoii mamuHe haproxy0l HacTpoiiky pacnpeaeneHus
BXOJISIIIIMX 3aITPOCOB Yepe3 haproxy.

4. Hactpoiiky goctyna K mpocMOTpy COOpaHHOM CTaTHCTHKU B BEO-
untepdeiice ¢ BupryanpHoii mammuael Cloud-ADM no haproxy0l.dev.au.team
/haproxy?stats

5. Ilpunoxenue J0JKHO OBITh TOCTYITHO C BUPTYaJIbHOW MalIMHbI
Cloud-ADM  u3  BeO-Opaysepa mo  wumenam:  gameOl.dev.au.team,
game02.dev.au.team u game03.dev.au.team ua 80 mopTy.

6. Ilpunoxenue 70MKHO ObITH 1OCTYIHO U3 BHE 110 Ili1aBalomemy-
IP BuptyanbHoit Mammuabl haproxy0l na mopry 443.

7. C BuptyanpHoil Mamuasl Cloud-ADM poctyn K NpUIIOXKEHUIO
JoJbKeH ObITh To https://game.au.team.

8. [IpobseM ¢ cepTrduKaTOM BOZHUKATH HE TOHKHO.

g. Ha  Bupryampnoit mammuae Cloud-ADM  co3paiite  cKpumnT

«destroy_project_01.shy.
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https://disk.yandex.ru/d/uhpN6U6UYRK_Nw
https://game.au.team/

h.B  kauecTBe  jgomailHel  JUPEKTOPUH  MCHOJB3YHTE  MYyTh
/home/altlinux/Projects/Project_01.
I. CKpUIT TOJDKEH peaan30BBIBATh CIICIYIONHA (DyHKIIMOHAT:
1. Vaanars Bce aBTOMaTUYECKHU CO3JJaHHBIE PECYPCHI Yepe3 CKPUIT
deploy_project_01.sh.
2. Ecim ckpunt destroy project 01.sh He peann3oBaH, y4acTHUK
HE TOJYyYUT OAJJIOB 3a JaHHBIA MYHKT 3aJaHUs, a SKCIEPThl BPYUYHYIO BBITOJIHST

yJIaJIeHHuEe PEeCypCoB.

Tonousorust Project_01:

Cloud-ADM

haproxy01
=] =
Internet —p-
(Floating IP) & <fmm
; <=
] i

Cloud-MNetwork

Ipuaoxenne Project 01:
https://disk.yandex.ru/d/unpN6U6UYRK Nw (y npuiokenus ectb README ot

IporpaMMHCTa-pa3paboTINKa)


https://disk.yandex.ru/d/uhpN6U6UYRK_Nw

3)  Project 02
a. JIroOpIM crIOcOO0M pa3BEPHUTE HEAOCTAIOIINE BUPTYaTbHBIC MAIITHBI
B o0J1aKe B COOTBETCTBHUH ¢ Tomojorueit (cM. Tononorust Project 02).
1. XapaKTepuCTHKU BUPTYAIbHBIX MaIIINH:
o ACM-Server: 1vCPU, 2 I'b O3V, 20 I'b pa3mep aucka.
o DB-Server: 1vCPU, 1 I'b O3V, 20 I'b pa3mep aucka.
o BAR-Agent01: 1vCPU, 1 T'b O3Y, 10 I'b pa3mep
2. O6pa3 onepannonHoii cuctemsl: alt-pll-cloud-x86_ 64.qcow?2.
b. Ha pa3B€pHyThIX BUPTyaJIbHBIX MAIIMHAX PEATU3YUTE CIICAYOIIHIA
(byHKIHOHANT:
1. YcranoBky cepepa ynpasinenus Kubep bakan (Bepcuu He Huxe
18) na BuptyansHoit mammmae ACM-Server.
o Cepgep ynpaBiieHus J1opkeH ObITh qoctyneH ¢ Cloud-
ADM 1no umenu cb.au.team ua nmopry 9877.
o Hoctyn B BeO-unTepdeiic cepBepa yrnpaBieHHs T0HKEH
OBITH U3-TI0J] OJIb30BaTENs FOOt ¢ maposem toor.
o [ns yctanoBku cepBepa ynpasieHus B kauectse CYDB/]
HEe00X0aMMO UcToNb30BaTh PostgreSQL.
2. YcrtaHoBKy areHta Ansi Linux Ha BupTyaneHo#l mammuae BAR-AgentOl c
NOCJIeAYIOLEH perucTpanyeil Ha cepBepe yrnpaBIeHHUs.
3. YcranoBky arenra aiisi PostgreSQL nHa BupTyanbHoi mammie DB-Server ¢

MOCJIEAYIOIIEN PETUCTPALIMEN HA CEPBEPE YIIPABIICHHUS.

Tononorus Project 02:
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Cloud-ADM
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a. JItoObIM crtoco00M pa3BEpPHUTE HEIOCTAIOITUE BUPTYaIbHbIC MAIIIMHBI B

4)  Project 03

o0Jiake B COOTBETCTBUU C Tomosiorueit (cMm. Tomonorus Project 03).
1. XapaKTepuCTHKU BUPTYaIbHBIX MaIITHH:
o master01: 1vCPU, 1 I'b O3Y, 10 I'b pa3mep nucka.
o worker01: 1vCPU, 1 I'b O3Y, 10 I'b pa3mep aucka.
o worker02: 1vCPU, 1 I'b O3Y, 10 I'b pa3mep
2. O0pa3 oneparmonHoit cucremsr: alt-pl1l-cloud-x86_64.qcow?2.

b. Ha pa3BépHYThIX BHPTYaJIbHBIX MAalllMHAX PEATU3YWUTE CIICAYIOLIHIA

(byHKIHOHANT:
1. Chopmupyiite knactep Docker Swarm.

o Ucnonszyiite BM master01 B kauecTBe MeHemxepa

kiactepa, WorkerOl u worker02 - B kauecTBe HCITOJIHUTEIICH.
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. 3amyckaTh KOHTEHHEpHI Ha MEHEIKEPE 3aMperieHo.
2. Pasmectute B kiactepe Docker Swarm Service ajis opranuzanuu
COOCTBEHHOT'O XpaHUJIHINA 00pa30B KOHTEHHEPOB:
o B kauecTBe 0Opasa ucnosb3yire registry:3
e JlokanpbHOE XpaHWiHIIEe 00pa3oB JOHKHO OBITH JOCTYIIHO CO BCEX Y3JIOB
kiacrepa Ha nmopty 5000
3. Pasmecture B kmactepe Docker Swarm stack mnms opranm3ammu paboThI

npuioxenus (cm. [lpunoxkenne Project 03)

¢ B kadectBe nmenu i Stack ucmons3yiite school-site-project

o [Ipwioxxenue nomkHo ObITh goctymHo ¢ Cloud-ADM mno http://school-
site.au.team wu https://school-site.au.team

e B ciyuae noctymy no https, mpo6iiem ¢ ceprudrkaToM BO3HUKATH HE JIOJDKHO.

4. Ha naHHBI MOMEHT 3TO MPOCTO CTATHUECKUH CalT, HO CTOUT MPEAYCMOTPETh
BO3MOYKHOCTh Pa3BEPTHIBAHHUS TAKUX CEPBHCOB B CTEKE KaK:

o redis - s perneHus 3a1a4, TPEOYIONMX OBICTPOH 00PaOOTKH TaHHBIX

o CYB/: PostgreSQL — mist xpaHeHUsT JaHHBIX

e BeO-mpwioxkeHue moka HE yMeeT paboTaTh C JIaHHBIMU CEpPBUCAMH, HO
CEPBHCHI JIOJDKHBI OBITH pa3BEPHYTHI B paMkax creka School-site-project mms

Oymyrieit pa3paboTKu

Tononorus Project 03:
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https://disk.yandex.ru/d/ItDZh8DTdK5kAA

Cloud-ADM
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Ipuaoxenne Project 03:
https://disk.yandex.ru/d/ItDZh8DTdK5kAA

2. CHEIIUAJIBHBIE ITPABUJIA KOMIIETEHIUHN?
1. KoHkypcaHTaM MpH BBIMOJHEHUM BCEX MOJYJIEH MOXHO HCIIOJIb30BaTh
UHTEPHET-PECYPCHI, 32 HCKIIIOUYCHUEM:
— CucreM KOHTpOJIS BEpCHIA
— OO6menus IOCPEJICTBOM (bOopyMOB/MECCEHIKEPOB/UHBIX CpENCTB
KOMMYHHKAIMH — BUICOXOCTHHTOB

— Cpencts, TpeOyIOIMMX aBTOPU3AIUIO JIFOO0M (OpMBI

2
Vkaszvisatomes ocobennocmu KoMnemeHyuu, Komopbvle OMHOCIAMCA KO 6CeM 603pACMHbIM Kamecopusim U YemMnuoHamHbim
JUHeuKam 6e3 UCKIoYeHUs.
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https://disk.yandex.ru/d/ItDZh8DTdK5kAA

2. KOHKypcaHTI)I HMCIOT IIpaBO 3aJaBaTb YTOYHSAIOIIME  BOIIPOCHI
9KCIICPpTaM (KpOMe OKCIICPTa HaCTaBHI/IKa) H BIIPpABC IMOJIYYUTH OTBCT, CCJIN BOIIPOC HEC

IpearnosaraeT moydeHus: HHGOPMAIH O Peau3aIlii KOHKPETHOW TEXHOJIOTHH

2.1. JInuHBIA HHCTPYMEHT KOHKYPCAHTA

HyneBoi — HENb3s1 HUYETO IPUBO3UTH

2.2. Marepuanabl, 000pyl10BaHHMe W HHCTPYMEHTbI, 3alpelleHHbIe Ha
IJIOIIAKe
MoOusbHbIE YCTPOWCTBA, YCTPOMCTBA (POTO-BUACO (PUKCALMU, HOCUTEIU

uH(popManuu.

3. TIPUJIOKEHUA
[Ipunoxenue 1. MHCTpyKUMs 1O 3al0JIHEHUIO MATPULIBI KOHKYPCHOTO 3aJ1aHHS
[Ipunoxxenue 2. Matpuiia KOHKYpCHOTO 3aJJaHUS
[Tpunoxenue 3. MHCTpyKIMs O OXpaHe Tpya

[Tpunoxenue 4. Yek-I1UCT KOMIIETCHIIUU
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