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1. OnucaHue KOMIETEHLUH.

1.1. AKTyaJlbHOCTb KOMIIETCHLUH.

Komnerenuus «CereBoe U CUCTEMHOE aAMUHUCTpUpOBaHue» BXoauT B « TOII-
50 Haunbosnee BOCTpeOOBAaHHBIX U MEPCIEKTUBHBIX Mpodeccuii» B COOTBETCTBUH JTy4-
IMMH 3apyOeKHBIMU CTaHIAPTAMH U TIEPEJOBBIMU TEXHOJIOTUAMU. Y TBEPKACHO MPU-
kKa30M MuHHCTEpCTBOM 00pa3oBaHus U Hayku Poccuiickoit penepanuu ot 09 nexadps
2016 roma N1548 B Buze deaepaibHOTO 00Pa30BATEIBHOTO  CTaHJAapTa CPEIHEro
npodeccuoHanbHoro  oopazoBanus «CeTeBoe U CUCTEMHOE aIMUHUCTPUPOBAHUEY.

JIOJDKHOCTDh CUCTEMHBIN aIMUHUCTPATOP UMEET PELIAIOIILYIO POJIb B IOBCEHEB-
HOM (DYHKIIMIOHUPOBAHUU B OpraHU3ALUSIX PA3JIMYHBIX MACIITA00B KOMMEPUYECKOTO U
rocyapCTBEHHOTO ceKTopa. JIroOast HeMCIpaBHOCTh OPTTEXHUKHU, KAOEIIbHON CUCTEMBbI
WJIU 3JIEMEHTOB JIOKAJIBHOM CETH MOKET BbI3BaTh OYEHBb JOPOTOCTOSIIINMI JJIsl OpraHU-
3alMM IPOCTON B (PYHKUMOHUPOBAHHMH, TIOITOMY CUCTEMHBIN aAMUHUCTPATOP HECET
OTBETCTBEHHOCTH 32 MOMOIIb MOJIb30BATENSIM B 00ECIIEYEHUH UX TOTPEOHOCTEN B He-
NPEPBIBHON pabOTe KOMITBIOTEPHBIX CHCTEM U CIIyk0. CHUCTEMHBI aJMUHUCTPATOP
TaK)X€ MOKET IPEJIOKUTh COBETHI M PEKOMEHJAIUY 110 YIYUYIIEHUIO0 (YHKIUOHUPO-
BaHUSI CUCTEM H CITy’KO, TEM CaMbIM MPOJBUHYTh OPTaHU3AIUIO BIIEPE.

CereBoe M CUCTEMHOE aJMUHUCTPUPOBAHUE TPEOYeT MMPOKUX CHEKTP MO3HA-
HUM M HAaBBIKOB B 00J1acTU MH(GOPMALIMOHHBIX TEXHOJOTUN. B cBsI3u ¢ OBICTPBIM pas-
BUTHUEM 3TOI 0051aCTH, TpeOOBaHUS K CUCTEMHBIM U CETEBBIM aIMUHUCTpATOpaM IO-
CTOSIHHO BO3pacTaroT.

1.2. CcbLika Ha o0pa3oBaTeJIbHbII W/ WK NPO(ecCHOHATILHBINA CTAHAAPT.
(KOHKpeTHbIE CTAHAAPTHI)

CryaeHThI CnenuajucTsol
dI'0C CIIO [IpodeccrnonanbHblil cTaHAAPT
09.02.06 CeteBoe u Cuctremuoe |06.026

AIMHHHCTPHPOBAHHE "CHCTEMHBIN AJIMUHU-

CTPATOP UHO®OPMAILIMOHHO-
KOMMYHUKAIIMOHH bIX CH-
CTEM"

bakamaspuar 02.03.03

MareMatnyeckoe oOecrieueHue u
aIMUHUCTPHUPOBAHNE HH(DOPMAITMOHHBIX
cuctem 09.03.01 UudopmaTtuka u BbI-
yucnutenbHas Texauka 09.03.02

NudopmarimoHHbie CUCTEMBI U
TE€XHOJIOTUHU




1.3. TpeOoBaHus K KBAJIU(PUKALNH.

CTyaeHThI

CnenuaJucTbl

[IK o ®I'OC CIIO 09.02.06

2.1. AIMHUHHCTPHPOBATH JIOKAJIb-
HbIC BBIYUCIIUTENIbHBIE CETH U MPUHU-
MaTh MEpHI [0 YCTPAHEHUIO BO3MOKHBIX
cOoeB.

2.2.  AJIMUHUCTPUPOBATH CETEBHIC

pecypcbl B UH(GOPMAIIMOHHBIX CH-
cTeMax.

3.1. YcranaBnuBath, HacTpauBaTh,
HKCILUTYyaTUPOBATh M 0OCITY>KWBATh TEXHU-
YEeCKUE U MPOTPaMMHO-aNapaTHbIE CPei-
CTBA KOMITBIOTEPHBIX CETEM.

3.2. IIpoBoguts mpodUIaAKTHIE-
ckue paboThl Ha OOBEKTAaX CETEBON WH-
bpacTpyKTypbl U pabOUYHMX CTAHIUSX.

3.3. YcranaBiuBaTh, HACTpaWBaTh,
AKCIUTYaTUPOBAaTh M OOCITYKMBaTh CETe-
BbI€ KOH(UTYpaIUu.

VYyacTBOBaTh B pa3pabOTKE CXEMBbI
MOCIICaBAPUITHOTO BOCCTAHOBIICHHUS pado-
TOCIIOCOOHOCTH KOMITBIOTEPHOMU CETH, BbI-
MOJIHSATH BOCCTAHOBJICHHE U pe3epB-
HOE KOIMPOBaHKUE WHPOPMAITUH.

[1K o OI'oC
bakamaspuar 02.03.03

2 Vcnonp30BaHuE OCHOBHBIX MO-
nenet nHOOPMAIMOHHBIX TEXHOJIOTHH U
CHOCOOOB UX MPUMEHEHMUSI JUISL pelie-
HUS 33]1a4 B MIPEIMETHBIX 00JIacTIX

4 BbIOOp apXUTEKTYpPBl U KOMILIEK-
CUPOBAaHMSI COBPEMEHHBIX KOMIIBIOTEPOB,
CUCTEM, KOMIUIEKCOB U CETEH CUCTEMHOTO
aAMUHUCTPUPOBAHUS

3.4. Vcnonb30BaHUE COBPEMEHHBIX
CUCTEMHBIX MMPOTrPaMMHBIX CpPEJCTB: OIe-
PAlMOHHBIX CUCTEM, ONEPALMOHHBIX U Ce-
TEBBIX 000JI0UEK, CEPBUCHBIX MPOrPaMM

TpynoBsie ymenust no npodeccu-

oHanmbHOMY cTanaapty 06.026:

o (CoOmonarb poLenypy
YCTAHOBKM  NPUKIAJHOTO  TPO-
rPaMMHOI0 00ECIIeUeHHUS B

COOTBETCTBUM C TPEOOBAHUSIMHU Opra-
HU3aLUHU- IPOU3BOIUTEIS
e [lpumeHATh METOIBI 3aJaHUs
0a30BBIX MAPAMETPOB U Iapa-
METPOB  3allUTBl OT HECAHKLHO-
HUPOBAHHOTO JIOCTYNA K OIEpalHt-
OHHBIM CHCTEMaM
e llcnonan30BaTh METOJIbI
CTaTHYECKOM U JUHaAMHYe-
CKOM KOH(UTrypauud NapameTpoB
ONEPALMOHHBIX CUCTEM
e [lapamerpusupoBaTe  IPOTO-
KOJIbI KAHAJIBHOTO, CETEBOI0 U TPAHC-
HNOPTHOTO YPOBHSI MOJEIU B3aUMO-
NENUCTBUS OTKPBITBIX CUCTEM
e BrImosiHATh HaCTPOMKY
IPUKJIAJAHOTO MPOrpaMMHOTO odec-
NEYeHUs] B COOTBETCTBUU C MPHUHS-
TBIMU KPUTEPUSIMH ONTUMU3AIUN
e BBINOJHATE HACTPOUWKY IIpHU-
KJIQJTHOTO TIPOTPaMMHOTO o0ecreye-
HUS
e [IponsBoguth ABTOPU3ALIUIO
N0JIb30BaTeNIe MPUKIATHOTO MPO-
rPaMMHOT0 00eCIIeUeHUS
e [IpumensATH IporpaMmHoO-ara-
paTHBIE CPEACTBA 3aAIUTHI HHPOpPMA-
105051
o Kondurypuponars orneparmon-
HBIE CHCTEMBI
e Kondurypuponarb
YCTpPOMCTBA

CCTCBBIC




2 .KoHkypcHoe 3a1aHue.
2.1. Kparkoe onucanue 3ajanusi (OJHHAKOBOE /IJIsl BCeX KaTeropuii

YYaCTHHKOB).

YdacTHUKaM HEOOXOAMMO CIPOEKTUPOBATh M PEaTH30BaTh CXEMY MOJKIIOYE-
HUS CETEBOT0 000PYI0BaHMS HEOOIBIIOTr0 0(rca KPYIMHOM KOPIOPALUU; TOKITIOYUTh
ceTh ouca K KOPIOPATUBHON CETH; 00ECIICUNUTh HAJIEKHYIO TIEpeiady TaHHbBIX MEXTY
BCEMHU yCTPOMCTBAMU; HACTPOUTH CEPBUCHI B JIOKATHHOU CETH O(rca, BKIIOYAOIIUE B
ce0s IIeHTpaIN30BaHHOE YIIpaBJICHUE CeThIO (prinaia, BeO u (aiioBblil cepBepa u JIp.
KoHe4HbIM UTOTOM BBINIOJIHEHUSI KOHKYPCHOTO 3aJJaHU SBJIETCS OJTHOCTHIO pPaboTO-
CrIocoOHasi aBTOHOMHAs CETh HEOOJIBIIOrO O(rca KOPIOpaIUH.

2.2. CTpyKTypa H moapo0Hoe ONUCAHUE KOHKYPCHOTO 3a/1aHU.

HauMeHoBaHue
Kareropus U ONUCAHME Jlenn | Bpems PesyabTar
MOYJIA
Monyas 1. ITepBbiii | 2 yaca CereBoe  0060OpymoBa-
[TonkntoueHue u JI€Hb HUE MOJKIIIOYEHO COTJIACHO
HACTpPOMKA CeTe- cxeMe mnoakiaoueHua. Kom-
BOro 000Opy/10Ba- MyTaTOpbl M MapIIpyTHU3a-
Crynent HUS TOpPBl HACTPOEHBI COIJIACHO
3ananuio. ObecrieueHa nepe-
Jadya JAaHHBIX MEX]y BCEMU
YCTPOMCTBAMHU B CETH.
Moayas 2. IlepBsii | 2 yaca Co3naHbl 1 HACTPOEHBI
VYcranoBka u| JCHb COTJIACHO 3aJJaHHUI0 BUPTY-
Hactpoiika OC anpHbie MammuHbL: Windows
Server, Windows 10, Debian,
CentOS.
Moayas 1. ITepBniii | 2 yaca CereBoe  000pyHOBa-
[TonknroueHue u JIeHb HUE MOJKIIIOYEHO COTJIACHO
HACTpPOMKa ceTe- cxeMe mnoakiaoueHua. Kom-
BOT0 000pyI0Ba- MyTaTOpbl M MapIIpyTH3a-
Crenuamucr |yyg TOPBl HACTPOEHBI COTJIACHO
3amaauio. ObecrieueHa mepe-
Jaya JAHHBIX MEXK]y BCEMU
YCTPOMCTBAMHU B CETH.
Monyas 2. ITepBerii | 2 yaca Co31aHbl 1 HACTPOCHBI
VYcranoBka u| JEHb COTJIACHO 3aJJaHUI0 BHPTY-
Hactpoiika OC anmpHble MammmHbl: Windows
Server, Windows 10, Debian,
CentOS.




2.3. IlocaenoBaTeJbHOCTH BBLINOJHEHHUS 3aJaHUA.

[To3BONBTE MIPEACTABUTHCS, MOW HOBBINM Kojuiera: S HawaneHuk MT- memapra-
MeHTa ycnemHoil guaancoBoit kopnoparuu «LIUC u Ko ®unanc», Kyna Bbl TOJIBKO
YTO YCTPOWIMCH HA JIOJKHOCTH TNIABHOTO CHCTEMHOTO aJMHUHUCTparopa. biaromaps
COOJIIOICHUIO TIPABUII PETYISITOPOB U COOCTBEHHBIM CTPOTUM BHYTPEHHUM MpaBUIIaM,
B KPU3UCHOE BpEMsI Hallla KOMIIAHUS COXPAHSAET CTAOMIBHOCTh, O YEM CBUIAETEILCTBYET
Ballla Hemaas 3apruiara. K coxxanenuro, Bami kosuiera, coznaBasimuii UT-undpactpyk-
TypY, HAXOOUTCSA B JJINTEIIBHOW KOMaHIUPOBKE M €IIE HE YCIeNl BBECTH Bac B kypc
Bcex Aen. Ognako 6iaronaps Baiiei BICOKOM KBaM(DUKAIIMK BaM JIOJKHO XBaTUTh U
TeX 0OPBIBKOB MH(OPMAIIMH, YTO OH yCIIeN epPeaaTh.

B Bam nepBsiii pabounii eHb HEOOXOIUMO MPOBECTH MOJKIIOUYECHUE HOBOTO
oduca, OTKpBITHE KOTOPOTO HA3HAYEHO HAa HAYaJIo CIEAYIONIeH HeleNu, K Halllel Kop-
nopaTuBHOM ceTu. [lociie 3Toro HanaAuTh CBS3H C OCTAIBLHBIMU O(HCaMHU KOMIIAHUU.
B Bammem pacnopsykeHUH B JAHHBI MOMEHT UMEETCSL:

. 2 xommyTtaropa Cisco Catalyst 2960 Plus ;
. 2 mapmpytusatopa Cisco 291 1unu Cisco ISR 4331;
. OJIMH CepBEp MO HYKIbI BUPTYaTH3aIINH.

OcranbHO€ 000pyAOBaHUE 0OCIIAHO MOCTABUTH B OJIMKAUIIINE JTHU.
Ceiliuac KaxXJplil 4ac Ha CUYETy, a MOTOMY Hallle PyKOBOJCTBO TPEOYET, YTOOBI
BCE 3aJ1a41 OBLJIM BBIIIOJIHEHBI CETOHS B TEUEHHUE 4 4acoB.

Moayas 1  IMoakiovyeHue U HACTPOHMKA CeTEBOr0 000Py10BAHUA
[Ipex e, ueM IpPUCTYNUTh K paboTe BayKHO:

- 03HAKOMHUTBCS CO cxeMoM noakiroueHus Cxema 1;

- BHUMATEJIBHO u HEJIMKOM npounTtarhs 3aJaHUE;

- HE 0053aTeIBbHO BBIMIOJHATH ITYHKTHI 33JIaHKS 110 OYEPE/IH, a TaKKe 3aaHue
eJMKoM, Bam MoXkeT He XBaTUTh HA 3TO BpemeHu. Mcxonsa u3 storo, moay-
MaiTe, Kak ONTUMU3UPOBATH CBOIO paloTYy.

' BHUMAHMUE !!!
ITo oxon4yanum padorsl Bam He00X0AMMO NPEIOCTABUTH HA IPOBEPKY
ceTeBoe 000pyAOBaHNE B BHIKJINYECHHOM COCTOSTHMH.
B sr000Mm caydae Bce npenocraBieHHoe Bamu o0opynoBanue Oyaer
nepe3arpy’keHo dKCIepTaMH Iepe Ha4aJI0M NPOBEPKH.
B ciryyae HeBO3MOKHOCTH BX0/1a B CHCTEMY, BBINIOJTHEHHE PA00ThI
IKCNEPTAMHU 10 JAHHON YACTH KOHKYPCHOI'O 32/IaHNUSI HE OLIEHUBAETCSl.
IIpu BBINOJHEHNH 321aHUS] YYTHTE BO3MOKHbIC BHEIITATHbIE KPaTKOBpe-
MEHHbIE WIH JUINTeJIbHbIE OTKIKYEHHS JJIEKTPOIHEPrun




1.  IlpousBenute MOAKIIOUEHUS CETEBOrO 000pya0BaHus cornacHo Cxeme 1;

2.  Jlns HacTpOWKM YCTPOWMCTB UCIOJIB3YWTE CIICMYIONTUE MapaMeTphbl CETeH
(rme N — HOMep yyacTHUKA):

Cets lentpansaoro opuca LANL: 192.168.N.128/26;
Cetb O¢uca Cesepnnrii LAN2: 192.168.N.0/27;

Cetb Oduca Taéxusiii Lan3: 192.168.N.216/29; d.
Cets ISP: 10.0.N.248/30;

Cetsb ynpasienus MNG: 176.18.N.32/28;

3. Hacrpoiite cereBnie amantepsl [IK SERVER cornmacuo Cxeme 1;

4, N3BecTHO, uTo MapipyTuszatop R1 nepeexain u3 craporo oguca KoMa-
uuu u ero IP-aapec 10.0.5.254, a moruH/mapoiis KOHCOJBLHOTO MoAKIt0ueHus CisCO. Co-
IJIACHO MpaBUJIaM OTIPECIICHUS] UMEH YCTPOMCTB, B KOMITAHUH HA30BUTE MapIIpyTH3a-
Top CO-Router.

S. YcranoBute naponu ¢ pyHKuuen TpeOboBaHus UX BBo1a (pyu HEOOX01U-
MOCTH):

- Ha MPUBUWJIETUPOBAHHBIN pexuM adminin;

- Ha nepBbie 3 (Tpu) TepmuHanbHbIe JuHUU: SICICO,;

- Ha KOHCOJBHOE MOAKII0UYeHHE: letmeincon,;

He 3a0yapTe BKIIOUUTH MU (PPOBAHKUE NApOJIeil HA yCTPOHUCTBAX C TOMOILBIO CIie-
IUAJIBHOTO CEPBUCA;

6. Poytep R2 ObL KyIjieH crielUaibHO IS TTOAKIIOYEHHS] HOBOTO oduca.
Ero xondurypauus He TpOHyTa ¥ HaXOAUTCS B COCTOSTHUM 1O yMoiyaHuio. Hazosure
mapmipytuzatop TGO-Router. YcranoBure Takue ke Mapoiid J0CTyma, Kak U Ha po-
yrepe CO-Router;

7. N3BecTtHO, yTO KOMMyTaTopel SW1 u SW2 Takke nepeexainu U3 CTaporo
ouca komnanuu, HO UX KoHurypamuu copomensl. Hazosure nx CO- SW1 u CO-
SW2 cooTBeTCTBEHHO. Y CTaHOBUTE TaKHE e MapOoJIv JOCTYIa, Kak U Ha pOyTepeE;

8. Jlns nentpanuzoBaHHoro koHpurypupoanus VLAN B kommyTupyemoit
CEeTH MPEANPUITHS UCTIONb3yiTe MpoToko V TP Bepcun 3; B kKauecTBE OCHOBHOTO Cep-
Bepa VTP nactpoiite CO-SW1; B kauecTBe qoMeHa ucnoib3yiite VTPFIn.ru; uc-
noib3yire naponab VTPPass mis 3amuter VTP.

Ta6muna VLAN nomxHa coaepkaTh CIeAYIOIINE CETH:

- cetb JokainpHOM cetn LAN1 — VLAN 11, c umenem LANI;

- cerb ynpasieHuss MNG — VLAN 77, c umenem MANAGEMENT;

- ceTb Hencnoab3yeMbix mopToB — VLAN 99, ¢c umenem DEPO;

11. Hacrpoiite IP-anpeca xommyrtaropos CO-SW1 u CO-SW2 cootBet-
crBeHHO Cxeme 1. Micnonb3yiite BJIBC 77 B kauecTBe ceTH yHpaBlIeHUS CETEBBIM 000-
pynoBanueM; B kauectBe HeTarupyemor BJIBC ucnonssyiite BJIBC 11. Bee Heuc-
noJyib3yemble nuTepdeicel otkinounte, u nepeseaute B VLAN 99;

10.  BrxmrouunTe npotokos Oe3omacHocTr POrt security na unrepdeiice fa0/11,;
HazHaubTe opT kommyTaropa B VLAN 11; makcumanbnoe konnuectso MAC anpecoB
Ha TOpPTY AO0HKHO ObITh paBHO 60; MAC anpeca H0KHBI OCTaBaThCA B HACTPOIMKax
MocJIe nmepe3arpy3Kku; crnocod oTpaboTKU HApyIIeHUsT O€30MTaCHOCTH — OJIOKMPOBKA 0e3
YBEJOMIJICHUS,

11. Ha xommyTaropax v poyTepax Ha BCEX BUPTYaJIbHbBIX JIMHUSX UCIOJIb3Y-
etcst mpotokost SSHV2 ¢ 1024 RSA kirodom, moctyn 1o telnet otkimouen s mpeaor-
BpallleHUs1 YTEUKH HH(POPMAIUH, 17151 aBTOPU3ALIMU UCTIONIb3YEeTCs JJOKanbHas 0a3a 1aH-
HBIX MoJTb30BaTelnel. [Tob3oBarens st aBropu3anuu yepe3 SSH Ha yctpoiicTBa CiSCO

®o0 o



/ SanFranCisco . On nomkeH 001agaTh MAKCHMaIbHBIMH PUBIIETHSIMU; BCE KOMMY-
TATOPBI © MapIIPYTH3ATOPHI OJHKHEI OBITH B oMene fincorp.ru;

12. Mexay KOMMyTaTopaMu HEOOX0UMO 00ECIIEYUTh OTKa30yCTOMYUBOCTD
C TIOMOIIBIO IPOTIPUETAPHOTO MPOTOKOIAa KoMmaHuu CiSCO, OpraHU30BaTh arperamuro
mesxay mopramu fO/7-8 Ha kommyTtatopax SW1-SW2 ¢ Homepom arpernpoBaHHOTO HH-
Tepdetica 3;

13.  Hacrpoiite unrepdeiicel MapuipytuzaTopoB coriacHo Cxeme 1. Ha un-
tepdeiice GO/1 poyrepa CO-Router peanusyercs texnonorus ROS (poyrep-Ha- ma-
nouke). Mcnonw3yiite nogsiaTepdericet g0/1.11 u g0/1.77 ns cereit Lanl u MNG co-
OTBETCTBEHHO;

14. Hcnonw3ysa cnucku koHTpois poctyna (ACL) obecnieubTe, 4TOOBI y1a-
JICHHOE TIOJKIIOYCHHE K MapIIpyTH3aTOpy OBLJIO BO3MOXKHO TOJBKO C KOMITbIOTEpa
y4acTHUKA, HO TP STOM HUKAK HE OTPAaHUYMBAIIO TpapuK Yepe3 MapuIpyTU3aTop;

15. Hacrpoiite auHamudeckyro Maprpytuszanuio Ha CO-Router u TGO-
Router ¢ ucnons3oBarrem npotokona OSPFV2 cormacao Cxeme 1, oOBsBHTE ceTH ¢
ucrnonb3oBanueM MdS5  kmowya  Cisco321  gns mepemaunm OSPF-maketos.
MapuipyTHu3aTopsl JOIKHBI TOTy4aTh HHPOPMAITHIO 000 BCEX CETAX;

16. Ha o6oux mapmpytuzaTopax oTkiounte mpoTokon CDP toxpko Ha mop-
Tax B CTOpOHY ceTH ISP;

17. Ha Bcex ceTeBbIX YCTPOMCTBaX JOHKHBI ObITh HACTPOCHBI: BBIBOJ KOH-
COJIbHBIX COOOLIECHUI B CHHXPOHHOM PEXUME, YTOOBI BEIBOJIUMBIE COOOIIEHUS HE pa3-
pBIBaIM BBOJ KOMaH B KoHcoyn; OanHep «CooOimenue mas» (message-of- the-day)
cieayroriero comepxkanus: «Authorized access only!»;

18. B cereBoii HHPPACTPYKTYpE CEPBEPOM CHHXPOHHM3AIMU BPEMEHH SIBIISI-
ercsi CO-Router. Bece ocranbHbIe ceTeBbIE YCTPOWCTBA JIOJDKHBI UCIOJIB30BATh €r0 B
KayecTBe cepBepa BpemeHH. HacTpoiiTe BpemeHHyI0 30Hy ¢ Ha3BannemM MSK, yka-
xwute pazauiy ¢ UTC +5 gaco. Mcnonb3yiite crpatym 2. Mcnonb3yiTe 71 CHHXPO-
HU3AIMK KIIMeHTOB ayTeHTudukanuo MDS ¢ kimodom timestamp;

19. Ha CO-Router nactpoiite mpoTOKOI TWHAMUYECKOW KOH(DUTYpAIUHA XO-
croB st cetu LAN2. YcTpoiicTBa T0DKHBI TIOIy4aTh KOppekTHBIE ip/netmask u gate-
way. Komnetorep CENTOS-N nomken momydats aapec 192.168.N.13;

20. C IIK Server momkeH o0OecrednBaThCsl TOCTYIT KO BCEM CETEBBIM
YCTPOUCTBAM.



Moayas 2. YcranoBka u HacTpoiika OC
[Ipexne, yeM OPUCTYNUTH K pabOTE BAXKHO:
- 03HAKOMHTBECS CO cxeMou noakmoueHus Cxema 1;
- BHUMATEJIBHO u HEJIMUKOM npouutars 3a1aHue;
- HE 00s3aTebHO BBIMIOJHATH MYHKTHI 33JJaHUS IO OYEPEAH, a TAKXKE 3aJJaHue
LEJIMKOM, BaMm MOkeET He XBaTUTh Ha 3TO BpeMeHU. MIcX01d U3 3TOro, nogymManTe, KaK
ONTUMHU3UPOBATH CBOIO padOTYy.

I BHUMAHME !!!

Bce HeoOXxoauMble TUCTPUOYTHBBI Pacioio:keHbl Ha padodem crodie IIK Ilo
OKOHYaHMU PadoThl BamM He00Xxo0auMO Npe0CTABUTH HA NPOBEPKY
BHPTYaJIbHbIEe MAIIMHBI B BHIKJIIOYEHHOM COCTOSIHMH.

B 11000m ciiyuae Bce BM 0yayT nepe3arpyskeHbl SKCIIEPTAMU Nepel HAYAJI0M
NPOBEPKH.

B ciiyyae HeBO3MOKHOCTH BX0/a B CHCTEMY BBINOJIHEHHE PA00THI IKCIIEPTAMHU
110 JAHHOM YaCTH KOHKYPCHOI0 32/IaHUs HE OLICHUBAECTCH.

IIpu BbINOJIHEHNH 32JaHUS] YYTHTE BO3MOKHbIC BHEIITATHbIE KPAaTKOBPEeMeH-
Hbl€ MJIM JVINTEIbHbIC OTKII0OYCHHUS YICKTPOIHEPr UM

1. Hacrpoiite mapamerpst BIOS xommnbrotepa it padotsl ¢ [10 BupTyanu-
3alluH;

2. Vcranosute [I0 Vmware Workstation;

3. Cosnaiite BM co cnen. mapamerpamu: umsi BM - winserv2016; BupTty-

aNbHBIN JUCK B BUC ogHOro (paitna oobemom 40 ro; ooseM OII 4 16; 4 sapa mporiec-
copa; Buptyanbnbiid Intel VT-X/EPT unmu AMD-V/RVI; Tun moakio4YeHns CeTeBOro
agantepa — VMnet0 (aBTomocT);

4, YcranoBure OC Win Server 2016, Bl MokeTe HCIOB30BaTh PYCCKYIO
win aHrmickyro Bepcuu OC, maposib yueTHo# 3amucu Anmuauctparop: Abladmin

5. HazoBute cepep «CO-DCy», HacTpoiiTe ceTeBble MapaMeTpPhl COTJIACHO
Cxewme 1;

6. Hactpolite pons koHTposuiepa aomena it aomeHa FinCorp.ru. Co-

3IaliTe OpraHU3allMOHHbBIC SUHUIIBI, TPYIIILI U MOJIb30oBarteleii B qomene FinCorp.ru
COTJIACHO TaOJIHIIE:

yu. IMapoanb Orpanusau. OO YiieH rpynn
3alucCh (V] 8
admin A!000000 CO/Admins bosa Administrators
(cpok neii- KoponeBuu Domain admins
CTBUS TIAPOJIs HE Enterprise admins
OTPaHUYCH) Domain Users




Userl Al111111 CO/Sales Wibst Domain Users
(3ampeTuTh Mypowmen CO_Sales
CMEHY  MapoJis
MOJIb30BATEIIEM;
CPOK JEHUCTBHUS
napoyisi He

OTpaHUYCH)
User2 Al222222 CO/Managers JIoOpbIHS Domain Users
(3anpeTuTh Huxutnu CO_Managers
CMEHY  MapoJs
10JIb30BATEIIEM;

CPOK JICHUCTBHUSA
MapoJisi He

OTpaHUYCH)
User3 A1333333 NO/NO_IT Anerra Domain Users
(3anpeTuTh [TormoBuu NO_IT
CMEHY  MapoJis
M0JIb30BaTENIEM;

CPOK  JEUCTBHUS
apoyisi  He

OTPaHUYCH)
User4 Al444444 NO/NO_Sales Mukyna Domain Users
(3anpeTuTh CenssHUHOBHUY NO_Sales
CMEHY  MapoJs
HOJIb30BATEIIEM;

CPOK  JICHUCTBHUS
MapoJisi He

OTPaHUYEH)
Users A!555555 TGO Bousnbra Domain Users
(3ampeTuTh CasiToCIIaBOBHY TGO
CMEHY  MapoJs
M0JIb30BATENIEM;

CPOK  JICHUCTBHS
napojsi He
OTPaHUYEH)

1. Ycranosure u Hactpoiite ciayx6st DNS u DHCP ans ceru LANI,
Cnyxx6a DHCP nomxna umets myn u3 7 (ceMu) aapecoB, HaUnHas ¢ 16-To 10CTyTI-
Horo azapeca u3 cet LANI1, uckirovas 4 u 5 anpec; 3-uit anpec nuanazona DHCP
JOJDKEH ObITh, 3apesepBupoBaH st mamuHbel CO-RDS. B mapamerpax nepena-
ercs nutto3 ¥ DNS cepsep; cmyx0y DNS nactpoiiTe Ha cepBepbl NEpPECHUIKU:
8.8.8.8 1 8.8.4.4;



8. Coznaitite BM co cnen. napamerpamu: umsi BM — CO-RDS; BupTyaiib-
HBIN TMCK B BHUjie ojaHOrO (haitma oobemom 40 I'6; o6bem OII 4 I'6; 4 saapa nporiec-
copa; puptyansHbii Intel VT-X/EPT nmu AMD-V/RVI; v noakiitoueHus ceTeBOTro
azarrepa — CETEBOU MOCT;

Q. YcranoBure OC Win Server 2016. Bbl Mo)keTe HCITOIB30BaTh PYCCKYIO
win aHrmickyro Bepcun OC; mapoib yaeTHol 3anucu Anmuauctparop: Abladmin;

10.  Hazosute cepep «CO-RDSy»; OC nomkHa moiay4ath 3ape3epBUPOBaH-
HeIii IP-anpec or CO-DC cornacuo Cxeme 1;

11.  Bsemute IIK CO-RDS B nomen FinCorp.ru. B ctpykrype AD nepeme-
ctute ero B nojapazaenenue CO,;

12. HaIIK CO-RDS nactpoiire:

- TepMUHAJBHBIA CEepBEp C JHUIEH3UPOBAHUEM TIO0 KOMIIbIOTEpaM (HC-
HOJIb3YHTE BPEMEHHYIO JIMLEH3HUIO);

- BeO goctyn Remote App k city>xk06aM TepMHUHATIOB CEPBEPA;

- myOmukaruto nporpammel «\WordPady Ha BeG-mopraie Remote App s
Bcex coTpyanukoB otaena NO_IT,

13.  OGecmeubTe oTKazoycTounBoe xpanmmie Ha cepBepe CO-DC, co-
371aB 3epKaJIbHBIN peii, 1o0aBuB aBa aucka o 2GB (RAID 1). Haznauste eMy OykBY
D;

14.  Ha cepBepe CO-DC cozmaiite ceTeBble Mamku, HACTPOUTE (PUIBTPHI
0JIOKUPOBKH (haiiJIoB (3aMPETUTh XPAHEHUE UCTIOTHAEMBIX (PalIOB, CUCTEMHBIX (haii-
JI0B, (haiiJIoOB ay/IMO U BUJIE0) B COOTBETCTBUU C TAOJIMIIEH:

r .
[Tanika p}éigilﬂ(ﬁigizlg U KBotupoBanue
Hcnonusemsbie

¢aiinbr; CucteMHble Kecrkas kpora

D:\Folders\Sales NN [Topor: 50Mb C

¢aiinbr; daiinel ayano
i BHIEO: pacmmpenuem SOMO

D:\Folders\IT Her Her

15. HactpoiiTe ¥ OIpUMEHUTE TPYINIOBBIE MOJUTUKU K IMOJIH30BATEISIM U
KJIMEHTCKUM pa004uUM CTAHIIUSIM JIOMEHA!

15.1. Co3paiiTe NOJUTHUKY YYETHBIX 3amucer Uil BCEX IOJIb30BaTe-
neit nomena FinCorp.ru:
- BECTH XypHaJ napojei - 7

- MAKCUMAaJIbHBIN CPOK AeicTBUs napoiis - 60;

- MapoJib JOJKEH OTBEUaTh TPEOOBAHUSM CIIOKHOCTU - BBIKITIOUYCHO;
- MUHUMaJIbHAs JIMHA TTapoJist — 8;

- IPOAOIKUTEIBHOCTh OJIOKUPOBKH YUETHOM 3alUCH - 5;

- IOPOTOBOE 3HAYEHUE OJIOKUPOBKH - 3;

- BpeMs 710 cOpoca cueTdynka OJIOKHPOBKH - 2;

15.2. lo6aBbre monb3oBateneir otaena NO/NO_IT B nmokambHyro
Tpynny aAMHUHUCTPATOPOB ISl BCEX KOMIBIOTEPOB (HOYTOYKOB) TOMEHA
FinCorp.ru;

15.3. TloakmrounTe ceTeBbIe MaNKu C (alIoBOro cepBepa Kak

mucku Net_Share_Sales - cereByro manky \CO-RDS.FinCorp.ru\ Sales



Kak nuck D: s coTpylHHMKOB BCEX OTACIOB MPOAAX, BXOISIIUX B JTOMEH
FinCorp.ru;

15.4. BxiouMTEYJANEHHBIA pPabO4YMii CTOJA Ha BCEX KOMIBIOTEpax,
HaXOSIINXCS B TaHHBI MOMEHT B prumnaie «CesepHbiiny (RDP_ON).

16. VYcranosure I10 Oracle VirtualBox;

17. Cosnaiite BM co cnen. mapamerpamu: umsi — DebDes; o6sem OIT — 1
['6; nuuamMu4HbIN BUPTyanbHBIN kecTkud quck VDI o6semom 10 I'G; BKiroueH
PAE/NX; THIT TOIKITIOYEHHUS CETEBOTO aanTepa — CETCBOM MOCT;

18. Ha VM DebDes ycranouts OC Debian. Ber Moxere ucosib30BaTh
pycckyro win anriauiickyto Bepcun OC; mapoib cynepnoib3obarers: |AmAdmin!;
MIOJTHOE MM TIOJTh30BaTelIs: USerl; maposib Jijis rmosabk3oBaTens userl: LetMeln;

19. 3apnaiite ums kommnbiotepa: DEBIAN-N,;

20. MHsmennte DNS-cyddukc ams 1aHHON MamuHbl Ha russia.ru;

21. VYcranoBuTe Mapoliib Ha cyneproib3oBareis root: Al111111

22. Hactpoiite ceteBoit nuaTepdeiic cormacao Cxeme 1.

23. JlobaBbTe I TeKyimero cereBoro mHTepdeiica alias ¢ IP cormacHo
Cxewme 1;

24. 3aBenute momb3oBatenenr User-1N, user-2N, user-3N (rme N — HOMEp
ydacTHUKa) maposu cooTBeTcTBeHHO: Al123456 Al1234567 A!345678;

25. Cosparite rpymnmy ablmpX u mo6aBbTe B Hee mosb3oBaTes User-2N (re
N — HOMep y4acTHHKA);

26. IlponummTe B CIMCOK PETO3UTOPHUEB I CKauMBaHUs, CBOOOHO pac-
npoctpansiemoro I1O cepsep http://mirror.ablmpx.moscow.ru/deb/ ¢ HanGonbIIIM
PUOPUTETOM, TICEBIOHUMOM peJir3a Wheezy u kommorHenTom main. Iponuiimre 3a-
MUCh, KaK Ha OMHAPHBIC MAKETHI, TAK M HA MAKEThI C UCXOTHBIM KOJIOM.

27. VYcranoBute Web-cepsep Apache. 3aMeHHTE CTapTOBYIO CTpPaHHILY
(craproBas crpanuiia gonkHa coaepxarb TOJIBKO coobmenue «Abx2019»);

28. 3arpysute B BUPTyallbHYIO cpeay roToBeiii oopa3 OC CentOS 7. s
BXO/JIa B CUCTEMY MCIIOJIb3yHTE JIOTMH/TIapoJib root/toortoor;

29. 3apaiite nums kommbroTepa: CENTOS-N;

30. VYcranoBuTE MapoJib Ha Cynepnoiab3oBarens root: A1111111;

31. Hactpoiite ceTeBoit maTEepdeiic cormacHo Cxeme 1;

32. Usmennre DNS-cyddukc st naHHO# ManuHbI Ha russia.ru;

33. Pazpemmre ynameHHOe TMOAKIIOYEHHUE N0 mNpoTokony SSH s
cylepnosab3oBares root.


http://mirror.ablmpx.moscow.ru/deb/

R1:

GO/0 - NocnepHwuii agpec ceth ISP

GO/1 - NocneaHue aapeca cetei LAN1 u MNG
GO0/2 - NocnearHwnii agpec cetn LAN2

R2:

GO/0 - Nepsebiii agpec cetv ISP

Loopback 22 - Mio6oit agpec cetn LAN3
SW1 - MNepsbiit agpec cetn MNG

SW2 - Bropoi agpec ceth MNG

SERVER:

Nicl - Mpeanocneaxnii agpec cetu Lanl;
Nicl - MpeanocnegHwuii agpec cetu Lan2;
DC-C - Narbih agpec cetv Lanl;

RDC — DHCP client;

Debian-N = 11b14 1 12b1i4 agpeca cetu Lan2;
CENTOS-N — DHCP client.

O¢uc CeepHbin

/SRS

Debian-N CENTOS-N

CXEMA 1

AN o/o

N2

ORACLE VIRTUALBOX

= kit Bﬂ GGW | sees
b - =

RoS OSPFv2 area 0
LAN1
MNG SwW1
Fa0/1
T Cetb LleHTpansHoro opuca LAN1: 192.168.N.128/26;
Ea0/7 Fa0/8 Cets Odmca CeepHbiii LAN2: 192.168.N.0/27;
Faty? rats CeTb Odumca TaéHbivi LAN3: 192.168.N.216/29;
3444 CeTb ynpasneHua MNG: 176.18.N.32/28;
Fat/11 Cers ISP: 10.0.N.248/30
va W2 , rae N — Homep y4acTHuKa
Nicl —
Nic2
/RS

VMWARE WORKSTATION
LleHTpanbHbIN odpuc




2.4. Kputepum OlleHKH BbINIOJTHECHUS 32 JAHUSA

MakcumaJibHoe
HaumeHoBaHue U onMicaHue MOXYJISt KOJIMY€ECTBO
0aJL10B
Crynentel / | Moayan 1. Toakiao4yenne U HACTPOKa 50
CHeNUATNCTHI CeTeBOro 000pPy10BaHUA
[ToaxmtoueHue ceTeBOro 0o0opyA0BaHUs 3
bazoBas HacTpolika mapuipytuszatopa R1 2
ba3zoBas HacTpoiika mMapuipytuzaTopa R2 2
bazoBas HacTpoiika kommyTatopa SW1 1
ba3oBas HacTpoiika kommyTtaTopa SW2 1
Hacrtporika VTP 4
Hacrpoiika ynanennoro noctyma CO-Router 3
Hacrpoiika yganenHoro jgoctymna [GO- 3
Router
Hacrpoiika ynanennoro noctyma CO-SW1 4
Hacrpoiika ymanennoro gocrymna CO-SW2 4
Hacrpoiika nportokona 6e3zonmacHocTu POrt 2
security
HacTtpolika ciucKoB KOHTPOJISI JOCTYyIIA 3
HacTpoiika arperaiuy KaHaJIOB 3
Hacrpoiika mapmpyruzanuu Vlan (RoS) 4
Hactpoitka nuHaMu4ecKon MapuIpyTU3aluu 3
OSPF
Hactpoiika NTP 3
Hactpoiika DHCP 3
O611as paboTOCIOCOOHOCTh CETH 2
Moayas 2. YcranoBka u HacTpoiika OC 50
HacTpoiika cuctembl BUpTyann3auuu 5
YcraHoBka u HacTpoiika cepBepa DC-C 14
VYcranoBka 1 HacTpoiika (aisioBoro ceppepa 6
Hactpoilka ¥ mnOpuMeHeHuE TIPYIIOBBIX 6
MOJIUTUK
'YcraHoBKa U HacTpoiika cepBepa RDS 6
VcranoBka u HacTpoiika OC Debian 10
'Y cranoBka u Hactpoiika OC CentOS 3
nTOoro 100




2.5. Cnucok 30% monycTUMBIX H3MEHEHUI B 3aITaHUHU

1. M3MeHeHuns B cXxeMe MOAKIIOUEHUS: HOMepa MOPTOB MOAKIIOUYCHUS, HH-
TepQeicol;

2 IP-anpecanus 1oKalIbHBIX CETEH;

3 CeteBble TapaMeTPbl OKOHEYHBIX YCTPOMCTB B JIOKAJIBHBIX CETSIX;

4. Jlorunsl/mapomny;

S. Hostname ycTpoiicTs;

6 [Tapametpsr VTP;

7 HaumenoBanus u Homepa VLAN;

8 [TapameTpsl port security;

9 [Tapametpsr SSH;

10.  IlapameTpsl arperaiuu;

11.  Howmepa noauntepdeiicoB RoS;

12.  ITapametpsr OSPF;

13.  TTapametpsr NTP;

14.  Tlapametpsr DHCP B cetn LANZ,;

15.  Ilapametpsl BM;

16. HawmMeHOBaHMS OpPTaHU3AITMOHHBIX CIWHMII, TPYII U TOJb30BaTeICH B
JIOMEHE; HAUMEHOBAHUE U pacIipe/ie]ICHHEe TPy,

17.  Tlapametpst DHCP B cetn LANI,

18.  Anpeca cepBepoB nepecbuiku DNS;

19. HaumenoBanue nporpamm RemoteApp;

20.  Ilapamertpsi raid;

21.  IlapameTpsl CETEBBIX MAMOK;

22.  PacnonoxxeHue rpymmoBbIX MOMUTHK B CTpyKType GPO;

23.  HaumenoBanue DNS-cydduxcos;

24.  HawmmenoBanwus nosb3oBareneid u rpynm B OC Linux;

25.  TlapameTpsl CO31aBa€MOT0O PETIO3UTOPHS;

26.  TekcT comepraHus CTapTOBOM cTpaHUIlBl Web-cepsepa.



3. IlepeyeHb MCMOJIb3yeMOro 000PyA0BaAHMS, HHCTPYMEHTOB U PACXOIHBIX
MaTrepuaoB. /I Bcex KaTeropui y4aCTHHKOB.

OBOPYJAOBAHMUME HA 1-TO YYHACTHHKA

O6opynoBanue, UHCTpYMeHThI, 110, mebesnb
Ne  HaummenoBanme TEX. XapaKTePUCTHKHU 000pynoBaHus, uH- [Ex. uz-
CTPYMEHTOB M CCBLIKA Ha CaiiT IPOM3BO-  MepeHus KO
TTUTENIS, TOCTaBIIUKA BO
1. [IK Intel Core 15 mwu 6sicTpee, 16GB RAM u  |jmityk 1
oosiee, 256GB SDD u 6oniee, COM (RS-
232), 3 Ethernet NIC, OC WINDOWS
2012R2
2. Mounutop 22 moiimMa u 0osiee ITYK 1
3.  KommbrorepHas USB ITYK 1
MBIIITb
4. |KnaBumarypa (ms  |[USB MTYK 1
HE3pSAYUX y4acT-
HUKOB bpaiins)
5. kabenb koHcosbHbIH CISCO ITYK 1
Kabenb KOHCONBHBIN
6. |KommyTaTop Cisco 29xx HITYK 2
7. MapupyTtusarop Cisco cepuu 28xx win 29xx HITYK 2
8. |YanuHurenb 220B, 3 metpa, 6 po3eTOK ITYK 1
9. MBI He menee 1000 VA TYK 1
10. [[TaTy-xopa UTP Se, 10 meTpoB ITYK 2
11. Tlatu-kopn UTP Se, 2 meTpa HITYK 4
12. JHom. cereBas kapta [TP-Link PCI-Express (1e menee 100Mb/s) [mTyk 10
13. Monyns SFP Cisco [Cisco GLC-TE= 1000 Base-T SFP TYK 5
14. |IOC Windows npenyctanonieH Ha [IK yuacthauka, ISO  [mTyk 1
Server 2012 R2 oOpa3
(en)
15. |OC Windows Server | ISO o0pa3, Ha padodem crone 1K MTYK 1
2016 (en) YYaCTHHUKA
16 OC Windows 10 ISO 06pa3, na pabouem crose ITK ITYK i
-+ |(en) y4acTHHMKA
17. |OC Debian (en) ISO o6pa3, na pabouem croie I1K MTYK 1
y4aCTHHUKA
18. OC Centos 7 (en) VHDX, na pa6ouem croie [1K ygacTHuka YK !
19. [Putty [Ipenycranonien Ha [IK yuacTHuKka, Ha  |ITYK 1
pabouem crose 11K yyacTHuKa.
20. [Oracle VirtualBox | ®aiin ycTaHOBKM Ha paboyeM CToJie TYK 1
Vmware Work- daiin ycTaHOBKU Ha paboyem MTYK 1
21. |station CTOJIE
22 |Cron 1400700 mm ITYK
23 |Ctyn OdwucHbIit MTYK




PACXOJHBIE MATEPUAJIbI HA 1 YHACTHHUKA

PacxonHbie MmaTepuaisl

Ne HanmenoBanne TexHnyeckue XapakTepUCTUKU Enu3- | K
Mepe- 0

HUSA 1-

B

0

1. | bnoknot A5 A5 (32 nucra) TYK 1
2. | Pyuxa [1TapuKOBBIE I TE€ITUEBBIE HITYK 1

PACXOJHBIE MATEPUAJIbBI, OGOPYJIOBAHUE U UHCTPY-
MEHTBI, KOTOPBIEYYACTHUKHA JOJI’KHbBI UMETbD I1PU CEBE
(pu HEOOXOTUMOCTH)

B naHHOI KOMIIETEHIMHU HE NMPEITYCMOTPEHO

PACXOJHBIE MATEPHAJIBI 1 OGOPY1IOBAHMUE,
SANTPEIIEHHBIE HA TUIOIIAJIKE

MoOubHBIN TeNeQOH UTu APYyroe aHa-
JIOTUYHOE AJIEKTPOHHOE YCTPONUCTBO

JOINOJHUTEJIBHOE OBOPYJIOBAHHUE, UHCTPYMEHTbBI KOTO-
POE MOXXETIIPUBECTHU C COBOM YYACTHUK
(pu HEOOXOTUMOCTH)

Ne HaunmenoBanue TexHuyeckne XapakTEPUCTUKU Enu3- | K
Mepe- 0
HUs a-
B
0
B nanHOM KOMIETEHIIUU HE MPETYCMOT-
pEHO
OBOPYJIOBAHHUE HA 1-T'0O OKCIIEPTA (npu He00X0AMMOCTH)
O6opynoBaHue, MeOeIb
Ne HanmenoBanune TexHuyeckne XapakTEPUCTUKU En. u3- | Ne
Mepe-
HUs
1. Cryn OducHbiit HITYK 1
PACXOJHBIE MATEPUAJIBI HA 1 Dkcnepra (mpu He00X0AUMOCTH)
PacxonHbie MaTepuasibl
Ne Haumenosanue TexHnueckue XxapakTepUCTUKU En. u3- | Ne
Mepe-
HUs
2. | Pyuxka [ITapukoBast WJIK reaueBasi CUHSs LITYK 1
3. | bnokHoT A5 (32 nucra) HITYK 1
OBILIASI UTHOPACTPYKTYPA KOHKYPCHOM ILIOIAJIKA
(mpu HEOOXOTUMOCTH)
JlononHuTenbHOE 000PYI0BAaHUE, CPENCTBA MHANBUAYAIBHOMN 3aIUTHI
No HaumenoBanue TexHnYeCKne XapakTepUCTUKU En. uz- | Ne
Mmepe-
HUs
1. | Oraerymmurens Ha ycmoTtpenune opranusaropa IITYK 2




YTJIEKUCIOTHBIN
2. | bak mox oOpe3ku 120 — 180 nutpos HITYK 2
(Mycop)
3. | Meuku nox 120 — 180 nutpos HITYK 1
MyCOp 0
4. | Kommyrarop Cisco 29xx HITYK 1
5. | Mapmpytuzarop Cisco cepun 28xx mim 29xx TYK 1
6. | Kabenb Kabenpb konconbHbIl Cisco HITYK 1
KOHCOJIbHBIN
7. IIK [IK v HOyTOYK, BBICTYIIAIOIINI B Ka- LITYK 1
YeCcTBE CepBepa
8. NBII He menee 1000 VA HITYK 1
9. | XoMyThl https://leroymerlin.ru/product/homuty- HITYK 50
KaGenpHbIC kabelnye-2- 5h200-mm-cvet-belyy-100-
2.5x200 sht-81927654/
10. |YmakoBouHas [[Inpuna 48 MM nnuHa 50 METPOB HITYK 1
KJICWKas JICHTA
11. HoxHuuesl Jmmaa 100 Mm HITYK 2
12. |KaHuenspckuii HOX HITYK 1
13. |IlleTka u coBOK HITYK 1
14. |V nnuHuTEND 220B, 5 MeTpoB, 6 po3eToK HITYK 3
15. |Knemwm mist 06- Telecom HT-500R (https://www.medi- HITYK 1
xumku UTP xabens | amarkt.ru/item/1340498/telecom- ht-500r-
kleshhi-dlya-obzhima)
16. [[Tatu-xopx 8P8C RJ45 Kabens UTP Cat. Se METpPOB 50
24AWG 4P
17. |Konnekropst RJ45 Konnekropsl RJ45 HITYK 20
18. |Bemainxka Munumym Ha 10 eTUHHIL] OJ1eK b ITYK 1
rapepoOHast
19. (Cron 1400x700 MM HITYK 4
20. (Ctyn OducHsrit HITYK 5
21. |Cron 880x880x760 HITYK 2
IIEPETrOBOPHBIN
22. [IK [1K nnm HOyTOYK HITYK 1
23. |[Ipuntep JlazepHblii HITYK 1
24. |bymara A4, 500 nucToB V. 2



http://www.mediamarkt.ru/item/1340498/telecom-
http://www.mediamarkt.ru/item/1340498/telecom-

25. |HaGop uBeTHbIX [ITapuKOBbIE WK F€IUEBBIE, MUHUMYM 4 HITYK 2
pydex 1[BETa

26. |®numuapt Ha ycmoTtpeHue opranusaropa HITYK 2

27. |bymara mns Ha ycmotpenue opranusaropa JIUCTOB 20
dumuapra

28. |Mapxkepsl 1is Ha ycmotpenue opranusaropa HITYK 4
dumuapra
I[BETHBIE

29. |Tecrep cereBoi TectupoBanue kabemns Tuma UTP HITYK 2
8P8C RJ-45 (Cat 5, 5e, 6)

30. | Anrteuka nepBoi Ha ycmotpenue opranusaropa HITYK 1
OMOIIH

31. CrakaHsl [TnactukoBbie 200m HITYK 100
OJTHOpPA30BbIE

Bona byrnnnpoBanHas MUHUMYM JIUTPOB 8

KOMHATA YYACTHHUKOB (npu He00X0AMMOCTH)

O6opynoBanue, MeOelb, pacXoJHbIe MaTepUabl (TP HEOOXOUMOCTH )

JAOINOJIHUTEJIBHBIE TPEBOBAHUA
K IINIOIMAJAKE/KOMMEHTAPUU

KonudecTBO TOYEK AIIEKTPOMUTAHUS U UX XaPAKTEPUCTUKU, KOJTHMYECTBO TOUEK HH-
TEepHETa ¥ TPEOOBaHUS K HEMY, KOJIMYECTBO TOUYEK BOJBI M TPEOOBAHUS
(ropstyasi, XoJI0HAs )

HanmenoBanue Tex. XapaKTepUCTUKH

DIEeKTpUYECTBO Ha 220 BonbT 2 po3etku 1 kBT

1 mocT a1t yyact-

HUKA

DJIEKTPUYECTBO 151 220 BobT 2 po3eTku 2 kBT

HKCIIEPTOB

Nurepuer WIFI Munumym 20 M6uTt/c

Pe3epBHbIi [IK, koMmMyTaTop, MapupyTu3aTop

KOMILJIEKT U T.JI.

o0opy1oBaHUs

y4aCTHHKA

[TaTy-KOpa UTP 5e, paznuunoit nioussl (2, 5, 10, 15 HITYK 2
METPOB)



https://www.nix.ru/computer_hardware_news/hardware_news_viewer.html?id=188190

4. CxeMbl OCHAIIlEHUSI PA0OYMX MECT € Y4eTOM OCHOBHBIX HO30JI0T M.

4.1.

TOM OCHOBHBIX HO30JIOTHH.

MuHnuMaJjibHbIe TPeOOBAHMSI K OCHAIICHUIO PAdOYHMX MECT C yue-

Ilnomans, |lllupuna npo- Crnenuajau3npoBaHHOe
M.KB. X0/1a MEXKIYy pa- |00opyaoBaHue, KOJIMYECTBO.™
00YuMHU Me-
CTaMH, M.

PaGouee mecto 4 0,75 HET

y4YacTHHKA ¢ Hapy-

HIEHHEM CJIyXa

PaGouee mecto 4 0,75 KinaBuarypa bpaiins. s

yYaCTHMKA ¢ Hapy- YYaCTHUKOB C HApYyILICHHUEM

HIEHUEM 3peHus 3penus (CiaboBUASIIINX) KOH-
KYpPCHOE 3a/IaHUE JOJIKHO OBIThH
HaIeyaTaHo B KPYMHO mpUPTO-
BOM (hopmare.

PaGouee MecTo 4 0,75 HET

yYaCcTHMKAa ¢ Hapy-

mennem OJIA

PaGouee mecrto 4 0,75 HET

YUYACTHHKA C COMATH-

yeckuMH 3a00Js1eBa-

HHUSIMH

Pabouee MecTO 4 0,75 HET

YYACTHHUKA C MEH-
TAJbHBIMHM HapYyllle-
HUSIMU

*yKa3bIBa€TCA CChUIKA HAa CaWT C TEX. XapaKTePUCTUKAMH, JHUOO0 HAMMEHO-
BaHHME W TeX. XapaKTEPUCTUKU CIEIUATHU3UPOBAHHOTO 000PYIOBaHMUS.




4.2. TI'paduyeckoe n3o0pakeHne padO4ux MeCT € Y4YeTOM OCHOBHBIX
HO30JIOT M.
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4.3. Cxema 3aCTPOIKM COPeBHOBATEJIbHOM II0IAAKU. /151 Bcex kaTe-

rOpHi.
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5. TpeOoBaHusi OXpaHbI TPY/Aa U TEXHUKH 0€30IIaCHOCTH

Texnanka 6e3onacHocTr OO01THE TPeOOBAHUS OE30MTACHOCTH

HacTtosimas HHCTpYKIUS paclpoCTpaHsIeTcs Ha AOMYIIEHHBIX, HA MJIOMAAKY
COPEBHOBAHMI JINII, SKCILUTYaTUPYIOIIUX CPEICTBA BBIUMCIUTEILHON TEXHUKU U Ce-
TeBoe oOopyaoBaHue. MHCTPYKIMs CONEPKUT OOIIMe yKa3aHus M0 0e30MacHOMY
MPUMEHEHUIO 3JIEKTPOOOOPYI0BAHUS IUIOIIA/IKE cOpeBHOBaHUH. TpeOoBaHus HACTO-
AIEH UHCTPYKIUH SIBISIIOTCA 00s13aTE€IbHBIMH, OTCTYIJICHUS OT HEE HEe JOIyCKa-
10Tcs. K camocToaTensHo SKCIuTyaTaluu 3JIeKTpoaniapaTrypbl 10MyCKaeTCs TOIbKO
JIMIIa He MOoJIoKe 18 Jer.

TpeboBanus 6€30MacCHOCTH Nepe ] Ha4aJIioM padOoThI

[lepen HayasioM paboTHI clieqyeT yOenuThbCs B HCHPABHOCTU DIIEKTPOIPO-
BOJIKH, BBIKJIFOUATENEH, IITETICETBbHBIX PO3ETOK, IPH MOMOIIN KOTOPBIX 000pya0Ba-
HUE BKJIIOYAETCS B CETh, HAJTMYMU 3a3€MJICHUS KOMITbIOTEpA, €ro paboTOCIOCOOHO-
CTH.

TpeOoBaHus 0€30MaCHOCTH BO BpeMsl pabOThI

JlJis CHYWOKEHUS WM TIPEIOTBPAICHHS BIUSHUS OMACHBIX U BPEIHBIX (haKTO-
poB HeoOXxoauMO cobmogaTs CaHUTapHbBIE MTPABUJIA U HOPMbI, THTUEHUYECKHUE Tpe-
O0BaHUs K BUACO-AUCIICHHBIM TEPMHUHAJIAM, TIEPCOHAIBHBIM 3JIEKTPOHHO-BBIYUCITH-
TEJIbHBIM MalllMHAM U OpTaHu3aluu padoThI.

Bo u3bexxanue noBpeKaeHUs U30JSUU IPOBOJAOB U BOZHUKHOBEHHUS KOPOT-
KHX 3aMbIKaHUH HE pa3peliaeTcs: Belarh 4YTo-1100 Ha MPOBO/Ia, 3aKpalliuBaTh U Oe-
JUThH HIHYPBI U IPOBO/1A, 3aKJ1a/IbIBATh IPOBOA U LIHYPHI 32 Ta30BbI€ U BOAOIPOBO/-
HbIE TPYOBI, 3a OaTaper OTONMUTEIbLHONW CUCTEMBI, BBIIEPTUBATh IITEICEIbHYIO BUIKY
U3 PO3ETKH 3a IIHYP, YCUIHE JOJIKHO OBITh IPUIIOKEHO K KOPITYCY BHIIKH.

JIJis MCKITIOYEHUs TOPaKEHUsl SJEKTPUUECKUM TOKOM 3arperiaeTcs: 4acTo
BKJIFOUATh ¥ BBIKIIOYATh KOMITBIOTEp 0€3 HE0OXOJMMOCTH, IPUKACATHCS K IKPaHy U
K TBUTLHOM CTOPOHE OJIOKOB KOMITBIOTEPA, padOTaTh Ha CPEACTBAX BHIYUCINTEIHHON
TEXHUKH U CETEBOM OOOPYJIOBaHHH MOKPBIMHU PyKamH, a Takke UMEThb Ha pabodeM
Tapy ¢ BOJOW WU APYTrO# *KHUAKOCTHIO, pabOTaTh HA CPENCTBAX BBIUYMCIUTEIHLHOU
TEXHUKU W TiepudepuitHoM 000PYIOBaHHH, MUMEIOIIMX HApPYHICHUS LEJIOCTHOCTU
KOpITyca, HapYIICHHs U30JISIIIMKA TPOBOIOB, HEUCIIPABHYIO MHIUKAIIUIO BKIFOUCHUS
MUTaHMS, C IPU3HAKAMH JIEKTPUUECKOTO HAMPSIKEHHS Ha KOPITyCe, KJIACTh Ha CpeJi-
CTBa BBIYMCIUTEIBHON TEXHUKU M TMepUPepuiiHOM 00O0PYIOBAHMU MOCTOPOHHHE
IPEIMETHI.

3anperniaercs Moj HaNpsHXKEHUEM OYMIIATh OT MBUIM M 3arpsI3HEHUS AJIEKTPO-
o0opy0BaHUE.

3anpemiaercs MPOBEPITH PaOOTOCIIOCOOHOCTh BJIEKTPOOOOPYIOBAHHS B
HETNPUCIIOCOOICHHBIX ISl IKCIUTyaTallii TOMEIIEHUSIX C TOKOMPOBOASIIUMH ITO-
JIaMH, CHIPBIX, HE MMO3BOJISIFOIINX 3a3€MJITUTh TOCTYITHBIE METANTUIECKIE YACTH.

HenomyctuMo no1 HanmpsKEHUEM TPOBOIUTE PEMOHT CPEJICTB BBIUYUCIIUTEIh-
HOM TEXHUKH U nepudepuitHoro 000pya0BaHUsI.

PeMOHT 3iexTpoanmnapaTypbl MPOU3BOAUTCS TOJIBKO CHEIMATUCTaMU TEXHH-
KaMH C COOJII0ICHHEM HEOOXOIMMBIX TEXHUUECKUX TpeOOBaHUM.

Bo u3bexxaHue nopaxkeHus JIEKTPUYECKUM TOKOM, MPU MOJIb30BAHUU DJIEK-
TpONprOOpaMu HENb3s KacaThCsl OJHOBPEMEHHO KaKUX-THM00 TpyOOnpoBo10B, OaTa-
pey OTOINIEHMS], METAJUIMYECKUX KOHCTPYKIIMM, COETMHEHHBIX C 3€MJIEH.



[Tpu moaB30BaHUM FNIEKTPOIHEPTUEH B CHIPHIX MOMEIICHUAX COOII0AaTh 0CO-
OYyI0 OCTOPOKHOCT.

TpeOoBaHus 0€30MaCHOCTH IO OKOHYaHUH padOThI

[Tocne oxoHuaHust pabOTH HEOOXOAUMO 00ECTOUUTH BCE CPEJCTBA BBIUUCIIH-
TEIbHON TEXHUKU U CeTeBOe 0OopyaoBaHHe. B cimyuae HEOOXOAMMOCTH OCTaBHUTH
BKJIFOYEHHBIMH TOJIBKO OOOpPYZ0OBaHHE, YKa3aHHOE 3KCIEPTAMH.

TpeboBanust 6€30aCHOCTH B aBapUNHHBIX CUTYaLUsIX

[Tpu oOHapyKeHNN HEMCIIPABHOCTU HEMENJIEHHO 00ECTOUUTD 3JIEKTPOOOOpy-
JIOBaHHE, OMOBECTUTH dKcnepToB. [Ipogomkenre padoThl BOZMOKHO TOJIBKO IOCIIE
yCTpaHEHUs] HEUCTIPABHOCTH.

[Tpu oOHapyx’eHUr 000pBABIIErOCs MPOBOJIa HEOOXOIUMO HEMEJIEHHO CO00-
IIUTH 00 3TOM 3KCIEpTaM, IPUHATh MEPHI 110 UCKIIOYEHUIO KOHTAKTa C HUM JIFOJIEH.
[IpukocHOBEHUE K MMPOBOJY OMACHO AJIS KU3HH.

Bo Bcex ciydasx mopaxeHus! 4eJIOBEKa 3JEKTPUUECKUM TOKOM HEMEJJIEHHO
BBI3BIBAIOT Bpaya.

Jlo npuOBITHS Bpaya HY»KHO, HE TEPsIsl BPEMEHH, IPUCTYIUTh K OKA3aHUIO TIEp-
BOW MOMOIIM MTOCTPAIaBIIEMY.

HeobxoaumMo HEMEUIEHHO HadaTh MPOU3BOAUTH MCKYCCTBEHHOE JbIXaHUE,
HanOoJee 3PPEKTUBHBIM U3 KOTOPBIX ABJISIETCS METOA «POT B POT» HIIA «POT B HOCY,
a TaKxKe HapyXHbI Maccaxk cepaua.

VcKyCCTBEHHOE ABIXaHUE MOPAKEHHOMY YYaCTHUKY 3JIEKTPHUUECKUM TOKOM
IPOU3BOJAUTCS BIUIOTH JI0 MPUOBITUS Bpaya.

Ha paGouem mecTe 3anperniaercs UMETh OrHEOIacHbIe BellecTBa. B nmomeriie-
HUSX 3allperaeTcs:

a) pa3KUraTh OrOHb;

0) BKJIIOUATH DJIEKTPOOOOPYI0BAHKE, €CJIM B TOMEIICHUH TTaXHET Tra30M; B)
KYpHUTB;

T') CYLIUTh YTO-JIMO0 Ha OTOMUTENBHBIX MPUOOpax;

1) 3aKpbIBAaTh BEHTUJISILIMOHHBIE OTBEPCTHUS B AJIeKTpoarnaparype. Mctounu-
KaMH BOCIJIAMEHEHHUSI SIBISIFOTCS

a) UCKpa MpH pa3psiae CTATHYECKOro 3JIEKTPUUECTBA; 0) UCKPBI OT DJIEKTPO-
000opy1I0BaHUS;

B) UCKPBI OT yJiapa U TPEHUS;

') OTKPBITOE TIJIaMs.

[Ipy BOZHHUKHOBEHUU MOKAPOOMACHOW CUTyallMy WJIM M0Kapa MepCOHAI J0JI-
KEH HEMEIJICHHO MPHUHITh HEOOXOAWMBbIE MEpHI ISl €ro JIMKBUAALWU, OJTHOBpE-
MEHHO OIIOBECTUTH O MOYKapPE aIMUHUCTPALIHIO.

[TomemieHus ¢ 3MeKTPOOOOPYAOBAHUEM JOJIKHBI OBITH OCHAIIICHBI OTHETYIIH-
TEJSIMU.





