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1. Onucanue KOMIETEHIIUM.

1.1. AKTYyaJbHOCTh KOMIETEHIUH.

Kommnerenmuss «CereBoe W CHUCTEMHOE aIMUHUCTpUpoBaHHe» BXxoauT B «TOII-50
HanOosee BOCTPEOOBAHHBIX M TEPCIEKTUBHBIX Npodeccuil» B COOTBETCTBHH JIyYIIUMHU
3apyOeKHBIMU  CTAHAAPTAMU U [EPEOBBIMH  TEXHOJIOTUAMH. YTBEPXKAEHO IPHKA30M
MunucrepcTBoM 00pazoBanust U Hayku Poccuiickoit peneparn ot 09 nexkadbps 2016 roma N1548
B Buae PenepanbHoro o0Opa30BaTENBHOIO CTaHIApTa CPEAHEro NpogecCHOHATBLHOIO
oOpazoBanus 09.02.06 «CereBoe U CUCTEMHOE aIMUHUCTPUPOBAHUE.

AKTyanpbHOCTb KOMIETeHIIMH «CeTeBoe U CUCTEMHOE a/IMUHUCTPUPOBAHHUE» 00YCIIOBIEHA
TEM, 4TO B c(hepy AeSITeTHbHOCTH CUCTEMHOTO aIMUHICTPATOPA BXOJHUT CO3aHNE U OOCITYy)KUBAHHE
BBIUUCIIUTEIBHBIX KOMIIJIEKCOB U CETEeH, KOHTPOJIb UCIPABHOM pabOThl ONEpallMOHHBIX CUCTEM
U TIPOTPaMMHOT0 00ECIIeYeHHUs], TPOCKTUPOBAHUE, AAMUHUCTPUPOBAHUE U MOJCPHHU3ALHNS CETH,
HOJJIEP)KKA CEpBEpOB, YCTAHOBKA HOBOIO IpOrpaMMHOE oOecrieueHue U OOHOBIIEHHE
CYIIECTBYIOIIIETO, B TOM YHCIIE B p&XKUME YAAJICHHOTO AocTyna. OIHOM U3 cCaMbIX OTBETCTBEHHBIX
3ajjay CUCTEMHOI'0 aJIMHHHCTpaTropa SBJIseTcss oOecriedeHuu MH(OpMarMoHHONW 0e301acHOCTH
OpraHu3aliy, HACTPOMKa MpaB JAOCTyINa K pa3jIMyHBIM BHYTPEeHHUM W BHemHuM IT pecypcam,
TaKUM KakK IpUHTEphl, MouTa, oOume dailoBble XpaHuiuma, MHTepHer. A  Takxe
penynpexaeHue coos a00ro KOMIIOHEHTAa CUCTEMbI, JIMKBUIALMS IOCIEICTBUN cOosa 0e3
yiiep6a i paboThl OpraHU3aIiy.

3TO O4YeHb Ba)KHASI KOMIIETCHIIMS JUIS JIFOOOW KOMIIAHWH, TaK Kak J00asi HEHMCIPaBHOCTb
OpPITEXHUKH, KAaOEIbHOW CHUCTEMbl WJIM 3JIEMEHTOB JIOKAJIbHON CETH MOJXKET BBI3BATH OYEHb
JOPOTOCTOSIIIMIA JIJIT  OpraHM3aldu MPOCTOW B (DYHKIIMOHHUPOBAHWH, IMOITOMY CHUCTEMHBIH
aJIMUHUCTPATOpP HECET OTBETCTBEHHOCTh 3a IIOMOIIb IIOJb30BaTENsIM B O0ECleYeHUuu
UX TOTPEOHOCTEH B HEMPEPBIBHOW pPabOTEe KOMIBIOTEPHBIX CHUCTEM M CiIyk0. CHCTEeMHBIH
aJIMUHUCTPATOP TaKXE MOXXET HPEAJIOKUTh COBETHl M PEKOMEHJALUU IO YIy4IIEHUIO
(YHKIIMOHUPOBAHUS CHCTEM U CITY>KO, TEM CaMbIM IIPOIBUHYTH OPTaHU3AIUIO BIIEPEI.

CereBoe W CHCTEMHOE aJMHUHUCTPUPOBAHHME TpeOyeT IIWPOKUX CIEKTP IO3HaHUM
U HaBBIKOB B 00JacTH MH(OPMAIIMOHHBIX TEXHOJOTHH. B CBSI3M ¢ OBICTPHIM pa3BUTHEM ATOMN
o0nactH, TpeOOBAaHUS K CHCTEMHBIM U CETEBBIM aJMUHHCTPATOPAM ITOCTOSHHO BO3PACTaIOT.

Wwmest pemraroniyto pojib B IOBCEAHEBHOM (PYHKIIMOHHPOBAHHH, JOKHOCTh CHCTEMHBIN
aJIMUHUCTPATOpP HMEET CHPOC B OpraHU3alUAX pPAa3JIMYHbIX MAaclTaboB KOMMEpPYECKOIo
Y TOCYJJapCTBEHHOT'O CEKTOpA.

1.2. Ilpodeccun, Mo KOTOPHIM YYACTHHKH CMOTYT TPYAOYCTPOMTBLCSI MOCJIe
OCBOCHUS JAHHOW KOMIIETCHIIUM.

CrennanucTbl JaHHOTO Mpo@uiis HEOOXOAUMBI Ha KaXJI0M npeanpustuu. CUCTEeMHbIE
aJIMUHUCTPATOPbl MOTYT paboTaTh Kak B CHEIHATU3UPOBaHHbIX [T-KOMMaHUsAX, Tak U B
KOMIIaHUSX, IJI€ €CTh allfapaTHoe U nporpaMmHoe obecrieueHne. Crucok OCHOBHBIX Mpodeccuit
COOTBETCTBYET npodeccuoHambHOMy cTaHnapry 06.026 «CucTeMHbI aIMHUHHCTPATOP
MH(OPMALIMOHHO-KOMMYHUKAIIMOHHBIX ~ CUCTEM». bBiau3kumu  sBIstoTCA  Hpodeccuu 1o
npodeccuoHanbHoMy  ctaHmapty 06.027  «AIMHUHHCTPUpPOBAHUE  CETEBBIX  YCTPOWCTB
MH(}OPMaLMOHHO-KOMMYHUKAIIMOHHON (MHPOKOMMYHHUKAIIMOHHON) CUCTEMBI

1.3. Ccblika Ha o0pa3oBaTebHbIii W/HIN NPO(ecCHOHATbHBII CTAHIAPT
(KOHKpeTHBIEe CTAHAAPTHI).

HIxoabHUKH CTyneHTsl
dI'OC CIIO no npodeccun ®I'OC CIIO no nmpodeccun
09.02.06 CeTeBoE ¥ CHCTEMHOE 09.02.06 CeTeBoe ¥ CUCTEMHOE
aJIMHHHCTPUPOBAHUE aJIMHHHCTPUPOBAHUE

bakaynaBpuar




02.03.03 MaremaTtuueckoe obecreueHue u
aJIMUHHUCTPUPOBAHUE HHPOPMAIIMOHHBIX CUCTEM
09.03.01 MadopmaTtruka 1 BEIYUCTUTEIbHAS
TEXHUKA

09.03.02 MadopManiiOHHBIE CUCTEMBI U
TEXHOJIOTUH

1.4. TpeboBaHus K KBATH(UKAIUH.

HIKoJLHUKH

CTyneHTbl

AJIMUHHCTPUPOBATH JIOKAJIbHBIE
BBIYHCIIUTEILHBIE CETH.
YcraHaBiuBaTh U HACTPAUBaTh
ornepannonubie cucremsl Windows u
Linux.

[IK o ®1'0C CIIO 09.02.06

2.1. AAMUHUCTPUPOBATH JIOKATbHbIE
BBIUUCIIUTENIbHBIC CETU M IPUHUMATh MEPHI 110
YCTPaHEHUIO BO3MOXHBIX COOEB.

Ymenus:

AJMHUHUCTPUPOBATH JIOKAJIbHbBIE
BBIUMCIIUTEIILHBIC CETH.

[IpuHUMAaTH MEpBI 110 YCTPAHEHUIO BO3MOXKHBIX
cOoeB.

Co3naBathk ¥ KOH(MUTI'YpUPOBATh YUETHBIE 3aIIHCH
OTJIEJIbHBIX [10JIb30BATENICH U M0JIb30BATEIBCKUX
IpyIIL.

ObecnieunBaTh 3alUTY HIPU NOJKIIOUEHUH K
MH(GOPMALIMOHHO-TEJIEKOMMYHUKAIIUOHHON CeTH
«MHTEpHET» CpecTBaMH ONepalHOHHON
CHUCTEMBI.

3Hanus:

OcCHOBHbIE HalNpaBJIeHUs] AIMUHUCTPUPOBAHUS
KOMITBIOTEPHBIX CETEH.

Tumnel cepBepoB, TEXHOJIOTHIO «KJIUEHT-CEPBEPY.
CriocoObl yCTaHOBKH U YIPaBIEHUS CEPBEPOM.
YTunutel, QyHKIMH, yoaleHHOe YIpaBiIeHUe
CEpBEPOM.

TexHonoruu 6€30MacHOCTH, IPOTOKOJIBI
aBTOPH3AINU, KOH(OUICHIINAIBHOCTD U
6e3omacHoCTb Ipu padote B Web.

[Tops 10k MCHOIB30BaHUS KIACTEPOB.

[opsimok B3auMOIEHCTBHS PA3INYHBIX
OTIEPAI[MOHHBIX CUCTEM.

Knaccugukanuio nporpaMMHOro odecredeHus
CETEBBIX TEXHOJIOTUH, U 00JIaCTh €r0
IPUMEHEHHUS.

[Topsi10K 1 OCHOBBI JTUIIEH3UPOBAHUS
MIPOrpaMMHOT0 0OecrieueHHsl.

OI11eHKy CTOMMOCTH TIPOTPAMMHOTO 00eCTIeYeHUS
B 3aBUCUMOCTH OT CII0c00a M MecTa ero
HCIOJIb30BaHUS.

2.2 AAMMHHCTPUPOBATh CETEBBIE PECYPCHI B
WH(POPMAIIMOHHBIX CHCTEMaX.

Ymenus:

YcranaBiaMBaTh HHPOPMALMOHHYIO CUCTEMY.




CoznaBaTh 1 KOHPUTYpUPOBATH yYETHBIE 3aMUCH
OTJICBHBIX MOJIH30BATENICH U MOJIb30BATEIBCKUX
TpyMIL.

PeructpupoBarh MoAKIIIOUEHUE K JOMEHY, BECTH
OTYETHYIO JJOKYMEHTAIHIO.

YcTaHaBnuBaTh U KOHQUTYPUPOBATH
aHTUBUPYCHOE IPOrpaMMHOE 0OecrieueHue,
porpaMMHOe oOecrieueHue 0a3 TaHHBIX,
MIPOrpaMMHOE 0OecTieyeHne MOHUTOPUHTA.
OO6ecrieunBaTh 3aNIUTY MPU MOJKITFOUESHUH K
MH(OPMALIMOHHO-TEIEKOMMYHUKAITMOHHOMN CEeTH
«IHTEepHET» Cpe/CTBAMH OIEPAIIMOHHOM
CUCTEMBI.

3HaHun:

OcHOBHbIE HaMpaBJICHUS aIMUHUCTPUPOBAHUS
KOMIIBIOTEPHBIX CETEH.

Tumnsl cepBepoB, TEXHOJIOTHIO «KIIUEHT-CEPBEPY.
YTunutel, QyHKINY, yIAICHHOE YIIPaBICHUE
CEpBEPOM.

TexHonornu 6€30MaCHOCTH, IPOTOKOJIBI
aBTOpHU3ALIUU, KOHPUACHIUATBHOCTh U
0e301macHOCTh 1pu padore B Web.

[Tops 1ok MCHOIB30BaHUS KIACTEPOB.

[TopsiToK B3aMMOACHCTBHS Pa3TMIHBIX
OTIEPAIIMOHHBIX CUCTEM.

Knaccudukanmio nporpaMmmMHOro ooecrnedeHus
CETEeBBIX TEXHOIOTUH, U 00JIACTh €T
MIPUMCHCHHSI.

[TopsiToOK 1 OCHOBBI JTUIIEH3UPOBAHUS
MIPOTPaMMHOTO 00€CTICUeHUSI.

O1neHKy CTOMMOCTH IPOrPaMMHOTO 0OecTIeYeH s
B 3aBUCHMOCTH OT CII0C00a U MeCTa ero
WCIOJIb30BaHUS.

3.1. YcranaBnuBarth, HaCTpauBaTh,
AKCIITyaTUPOBATh U OOCITY)KMBATh TEXHUYECKHE U
MPOrpaMMHO-AITapaTHBIE CPEICTBA
KOMITBIOTEPHBIX CETEH.

Ymenus:

TectupoBath kabenu 1 KOMMYHHUKAIIMOHHBIE
YCTPOICTBA.

OnuceiBaTh KOHIEMIUHN CETEBOI 0€30MaCHOCTH.
OnuceIBaTh COBPEMEHHBIC TEXHOJIOTHH U
aApXUTEKTYphl 0€30IaCHOCTH.

OnuceiBaTh XapaKTEPUCTHKHU U DJIEMEHTHI
KoH(purypanuu 3tanoB VolP 3BoHKa.

3HaHus:

ApPXHUTEKTYpPY ¥ (QYHKIIMH CUCTEM YIIPABIICHUS
CETSIMH, CTAaHAAPTHI CUCTEM YIIPABIICHUS.
3agaum ynpaBJeHUs: aHAIN3
MIPOU3BOIUTEIBHOCTH U HAJC)KHOCTH, yIIPABJICHHE
0€301acHOCThIO, yUeT TpaduKka, yIpaBJICHHE
KOH(HUTrypanuen.




[IpaBuna sKcIUTyaTali TEXHUYECKUX CPEICTB
ceTeBOi MH(PPACTPYKTYPHI.

MeTtop1 ycTpaHEHUS! HEUCIIPAaBHOCTEN B
TEXHUYECKUX CPEJICTBAX, CXEMBbI
MOCJICaBaPUIHOTO BOCCTAHOBJICHHS
paboTOCIOCOOHOCTH CETH, TEXHUYECKYIO U
MIPOEKTHYIO JOKYMEHTAIIUIO, CIIOCOOBI PE3€PBHOTO
KOIMPOBAHUS JAHHBIX, IPUHIUIIBI paOOTHI
XPaHWIHIL JaHHBIX.

OcHoBHBIE TOHATHS UH()OPMAITMOHHBIX CUCTEM,
YKU3HEHHBINH UKJI, TPo0IeMbl o0ecrieueHus
TEXHOJIOTUYECKOH Oe30MacHOCTH
MH(OPMALIMOHHBIX CUCTEM, TPEOOBaHUS K
apXUTEKType HH()OPMAITIOHHBIX CUCTEM U HX
KOMITOHEHTaM Jisg obecriedeHnst 0€30MacHOCTH
(yHKIIMOHUPOBAHUS, ONIEPATHBHBIE METOIbI
MOBBIIIEHUS 6€30MaCHOCTH (QYHKIITMOHUPOBAHUS
MPOrPaMMHBIX CPEACTB U 0a3 JaHHBIX.

CpencTBa MOHUTOPHHTA M aHAJIN3a JIOKATbHBIX
ceTel.

OcHoBHbIe TpeOOBaHUS K CPEACTBAM U BUJAM
TECTUPOBAHUS JUISI OTIPEICICHUS
TEXHOJOTHYECKON 06e30MacHOCTH
MH(POPMAIIMOHHBIX CHCTEM.

[IpuHIHIBI pabOTHI CETH aHAJIOTOBOI TenehOHUH.
Haznauenue rosocoBoro muio3a, ero
KOMIIOHEHTHI U (PyHKIIHH.

OCHOBHBIE IPUHIIUIIBI TEXHOJIOTUH 00CCTICUSHUS
QoS a5 rosocoBoro Tpaduka.

3.2. IIpoBoauTh podrIakTHIECKE paboThl Ha
00BEKTaxX ceTeBOW MHPPACTPYKTYPHI U paboUnX
CTaHITUSX.

Ymenus:

Hab6mronate 3a TpadukoMm, BBITIOTHATE ONEpalluu
PE3EPBHOrO KOMUPOBAHUS U BOCCTAHOBIICHUS
JTAHHBIX.

YcranaBiIMBaTh, TECTUPOBATH U SKCILTYyaTUPOBATh
WH(POPMAIIMOHHBIE CUCTEMBI, COTJIACHO
TEXHUYECKOH TOKYMEHTalluHu, 00eCieunBaTh
AHTUBHUPYCHYIO 3aIIHTY.

BBINONMHATE MOHUTOPUHT U aHAJIN3 PaObOTHI
JIOKaJIbHOM CETH C MTOMOIIBIO TPOTPaMMHO-
anIapaTHbIX CPEJICTB.

Ocy1iecTBIATh AUATHOCTUKY M MTOUCK
HEHMCIIPaBHOCTEH BCEX KOMITOHEHTOB CETH.
BbINONHATE AEUCTBUS 110 YCTPAHEHUIO
HEHCIIPABHOCTEN.

3HaHuA:

3agaum ynpaBJeHUs: aHAIN3
MIPOU3BOIUTEIIEHOCTH U HaJIC)KHOCTH, YIIPABICHHUE
0€301acHOCThIO, yUeT TpaduKka, yIpaBJICHHE
KOH(HUTrypanuen.




Knaccudukanuio pernmaMeHToB, TOPSAI0K
TEXHUUYECKHUX OCMOTPOB, IPOBEPOK U
popUIAKTUYECKHUX PabOT.

Pacmmpenue cTpyKTypbl KOMIIBIOTEPHBIX CETEH,
METO/IbI U CPEJICTBA IUATHOCTUKH
HEUCIIPABHOCTEN TEXHUYECKUX CPEICTB U CETEBOM
CTPYKTYPBHL.

Merto/ibl yCTpaHEHUS HEUCITPABHOCTEN B
TEXHUYECKUX CPEICTBAX, CXEMBI
IOCJI€aBAPUITHOTO BOCCTAHOBJIEHUS
paboTOCIIOCOOHOCTH CETH, TEXHUUECKYIO U
MPOEKTHYIO JOKYMEHTAIIHIO, CIOCOOBI PE3epBHOTO
KOIMUPOBAHUS JAaHHBIX, IPUHIIUIIBI pAOOTHI
XPaHWIMIL JAHHBIX.

OcHoBHbIE TOHATHSA UH(HOPMALIMOHHBIX CUCTEM,
KU3HEHHBIH [TUKI, TPOOJIeMbI 0OecrieueHus
TEXHOJOTHYECKON 06e30MacHOCTH
WH(POPMAIIMOHHBIX CHCTEM, TPEOOBaHUS K
apXUTEKType HHPOPMAITMOHHBIX CUCTEM U UX
KOMIIOHEHTaM JIJIsl oOecrieueH s 0€301acHOCTH
(YHKIIMOHUPOBAHMUSI, OTIEPATUBHBIE METO/IBI
MOBBIIIEHUS 0€30IaCHOCTH (PYHKIIMOHUPOBAHUS
MIPOrPaMMHBIX CPEJICTB U 0a3 TaHHBIX.
CpencTBa MOHUTOPHUHTA M aHAJIN3a JIOKAJIbHBIX
ceTeil.

OcHoBHbIE TpeOOBaHUS K CPEICTBAM U BUIAM
TECTUPOBAHUS JJISl ONIPEAETICHUS
TEXHOJIOTHYECKON 0€30MacHOCTH
MH(POPMAIIMOHHBIX CHCTEM.

[IpuHIMIBI pabOTHI CETH aHAJIOTOBOM TENEPOHUH.
Haznauenue rosocoBoro 1mumo3a, ero
KOMITOHEHTHI ¥ (PYHKIIHH.

OCHOBHbBIE IPUHIMITBI TEXHOJIIOTUN 00ecTIeueHuUs
QoS miist rosiocoBoro Tpaduka.

[IK 3.3. YcranaBnuBaTh, HaCTpauBaTh,
9KCILIyaTUPOBATh U OOCIIYKMBATh CETEBbIE
KOH(UTyparuH.

Ymenus:

OnuchIBaTh KOHIETIIUU CETEBON 0€30MacCHOCTH.
OnuceiBaTh COBPEMEHHBIE TEXHOJIOTUU U
apXUTEKTYphl O€30M1aCHOCTH.

OnuceIBaTh XapaKTEPUCTUKHU U SJIEMEHTHI
KoH(purypanuu 3tanos VolP 3BoHKa.

3HaHuA:

3agauu yrnpaBieHUS: aHAIU3
IIPOU3BOIUTEIILHOCTH U HA/IEKHOCTH, YIIPaBICHNE
0€301MMacHOCTbI0, YUET TpaduKa, yIpaBieHue
KOH(UTrypanuen.

[IpaBuiia sKcIuTyaTali TEXHUYECKUX CPEJCTB
ceTeBOi HH(PPACTPYKTYPHI.

OcHoBHbIE TOHATUS UH(OPMAITMOHHBIX CUCTEM,
KU3HEHHBIH ITUKI, TPOOJIeMbl 0OecreueHus
TEXHOJOTHYECKON 06e30MacHOCTH




MH(POPMAIIMOHHBIX CUCTEM, TPEOOBaHMS K
aApPXUTEKType MHPOPMAITUOHHBIX CUCTEM H UX
KOMITOHEHTaM i obecriedeHnst 6€30acHOCTH
(YHKITMOHUPOBAHWSI, OTICPATUBHBIC METO/TBI
MOBBILIEHUS 6€30M1acCHOCTH (QYHKIIMOHUPOBAHUS
MPOrPaMMHBIX CPEJICTB U 0a3 TaHHBIX.
CpenctBa MOHUTOPHUHTA M aHAJIN3a JIOKAJTbHBIX
ceTel.

OcHoBHbIe TpeOOBaHUS K CPEACTBAM U BUJAM
TECTUPOBAHUS JUIsI ONIPECIICHUS
TEXHOJOTHYECKON 0e30MacHOCTH
MH()OPMAIIMOHHBIX CHCTEM.

[IpuHIMIBI paOOTHI CETU TPATUIIUOHHOMN
Tese()OHNN.

Haznauenue ronocoBoro 1uio3a, ero
KOMITOHCHTHI ¥ (DYHKITHH.

OcHOBHbIE MPUHIUITBI TEXHOJIOTHH 00eCTIeYeHHs
QoS miisg rosiocoBoro Tpaduka.

IIK 3.4. YuacTBOBaTh B pa3pabOTKe CXEMbI
MOCJI€aBAPUITHOTO BOCCTAHOBJIEHUS
paboToCcrocOOHOCTH KOMITBIOTEPHOU CETH,
BBIIIOJIHATH BOCCTAHOBJIEHUE U PE3EPBHOE
KOIMMpOBaHKE HH(POPMAIUH.

Ymenus:

Habmronate 3a Tpadukom, BBIOIHATH ONEpaluu
PE3epBHOTO KOTTMPOBAHMSI K BOCCTAHOBIICHUS
JTAaHHBIX.

VYcranaBnuBaTh, TECTUPOBATH U IKCILTYaTUPOBATH
nH(OPMAIIMOHHBIE CUCTEMBI, COTTIACHO
TEXHUYECKOHN JTOKYMEHTAIINH, 00eCTICUNBaTh
AHTUBUPYCHYIO 3aILUTY.

BBINOIHATE 1EHCTBUSA 110 YCTPAHEHUIO
HEUCIIPABHOCTEH.

3HaHus:

3amaun ynpaBlIeHUs: aHAIIN3
MIPOU3BOIUTEHHOCTH U HAZICKHOCTH, YIIPABJICHHUE
0€30MacHOCTbhIO, YUeT TpaduKa, yIpaBleHUuE
KOH(pUTYpaIuei.

Knaccudukanuto pernaMmeHToB, TOPSA0K
TEXHUYECKUX OCMOTPOB, IIPOBEPOK U
npopUIAKTHIECKUX padoT.

Pacmimpenue cTpyKTyphl, METOBI U CPEICTBA
JTUArHOCTHKY HEHCIIPABHOCTEH TEXHUYICCKUX
CPEIICTB U CETEBOU CTPYKTYPHI.

MerTo/ibl yCTpaHEHUsI HEUCITPABHOCTEM B
TEXHUUYECKUX CPEICTBAX, CXEMBI
MOCTI€aBAPUITHOTO BOCCTAHOBJIEHUS
paboTOCIIOCOOHOCTH CETH, TEXHUYECKYIO U
MPOEKTHYIO JOKYMEHTAIINIO, CIIOCOOBI PE3€PBHOTO
KOMMPOBAHUS JAHHBIX, IPUHIIAIIBI PAOOTHI
XPaHWIHIL JaHHBIX.

OcHoBHbIE TOHATHS UH(HOPMAITMOHHBIX CUCTEM,
YKU3HCHHBINA ITUKJI, TPOOJIEMBI 00CCTICUCHUS




TEXHOJIOTHYECKON 0€30IaCHOCTH
MH(POPMAIMOHHBIX CHCTEM, TPeOOBaHUS K
APXUTEKType HHHOPMAITMOHHBIX CUCTEM U MX
KOMITOHEHTAaM JIJIsk 00ecIieueHus: 0€30IMacHOCTH
(O YHKIIMOHUPOBAHUS, ONIEPATUBHBIC METO/IbI
MOBBIIIEHUS 0€30MaCHOCTH (PYHKIIMOHUPOBAHUS
MPOTPaMMHBIX CPEJCTB U 0a3 JaHHBIX.
OcHoBHbIE TPeOOBAHUS K CPEACTBAM U BUIAM
TECTUPOBAHUS TSl OTIPECIICHHS
TEXHOJIOTHYCCKON 0E30IaCHOCTH
MH(POPMAITMOHHBIX CHCTEM.

[IK o ®I'OC bakanaspuart 02.03.03

2 Wcnons30BaHre OCHOBHBIX MOJICICH
MH()OPMAIMOHHBIX TEXHOJIOTHH H CITOCOOOB HX
MIPUMEHEHHUSI JIJIs1 PEIICHUS 33729 B MPEIMETHBIX
001acTIx

4 Bp10Op apXUTEKTYphl U KOMIUIEKCHPOBAHUS
COBPEMEHHBIX KOMIIBIOTEPOB, CUCTEM,
KOMIIIEKCOB U CETEH CHCTEMHOIO
aJIMHHHCTPUPOBAHUS

5 Ucnonap30BaHKEe COBPEMEHHBIX CHCTEMHBIX
MIPOrPAMMHBIX CPEJICTB: OTICPAIMOHHBIX CHCTEM,
OTICPAIIMOHHBIX U CETEBBIX 000JIOYEK, CEPBUCHBIX
MIPOTPaMM.

2.KonkypcHoe 3a1anue.
2.1. KpaTkoe onucanue 3a/1aHuA.

HIxkonbHUKH:

B Baur nepBelii paGouuii 1eHb HEOOXOIUMO MPOBECTH HACTPOUKY BUPTYaJbHON MaIlIMHBI
Ha 0aze OC Windows 1x, K KOTOpo# OyAyT UMETh JOCTYIT HECKOJIHKO TMOJIb30BATENECH C pa3HbIM
ypoBHeM nocrtyna. Ilocie 3Toro mpousBecTH NEpBOHAYaIbHBIE HACTPOMKM HOBOT'O CEpBEpa Ha
6a3ze OC Debian 1x. B Bamewm pacnopskeHMH B JTaHHBI MOMEHT MMEETCS OJIMH CEepBEp MOJ
HY’K/Jbl BUPTYaJIU3aL1H.

Celiuac kaXx/plil 4ac Ha CYETy, a IOTOMY Hallle PyKOBOJICTBO TpeOyeT, YTOObI BCE 3a1a4u
ObUIM BBITIOJIHEHBI CETOHS B TEUEHUU 4 4acoB.

CryaeHTbl

B Bam nepsbiii pabounii JeHb HEOOXOJUMO MPOBECTH MOJKIIOUYEHHE HOBOro oduca,
OTKPBITHE KOTOPOTO HA3HAUEHO HA HA4aJlo CIEeAYIOIIeH HeAeIH, K Hallel KOpIOpaTUBHOMN CETH.
[Tocne TOro HANMAIUTH CBSA3bH C OCTATBHBIMHU O(pucamu KommaHnud. B Bamewm pacmopsokeHnn B
JTaHHBIA MOMEHT umeeTcs 2 kommyTtaropa Cisco 2960, 2 mapmpytuzatopa Cisco 4300 Series u
OJMH CEPBEP C BUPTYAIU3ALIUECH.

Ceituac kax/plif yac Ha CUETy, a MOTOMY Hallle PyKOBOJICTBO TpeOyeT, YTOObI BCE 3a1a4M
OBUIH BBITTOJIHEHBI CETOTHS B TEYCHUH 6 4acOB.

2.2. CTpyKTypa U NoAPOOHOE ONUCAHNE KOHKYPCHOI'O 3aJaHUA

HanmenoBanue HanmeHnoBanue moayJis Bpems IHony4ennprit
KaTeropuu NPOBeIeHUs! pe3yJibTat
YYaCTHHKA MOAYJIs




HIkoaLHuK

Monyns 1. Konduryparus | 2 gaca VYYacTHUKHU NOJKHEBI
CEpBHCOB U CIIyk0 Ha 0aze o0ecrevynTh HaTn4ue U
OC Linux (hYHKIIMOHMPOBAHUE B
COOTBETCTBUH C
3a/IaHAEM CITYKO 1
poJiel Ha yKa3aHHBIX
BUPTYaJIbHBIX MalIMHAX
Monynsb 2. Konduryparmus | 2 gaca Y4acTHUKH JTOJKHBI

CEpPBHUCOB M CIIYk0 Ha 0aze
OC Microsoft Windows 1x

o0ecreunTh HAJTMYUE U
(yHKIIMOHHPOBAHUE B
COOTBETCTBHUH C
3aJIlaHUEM CIIYyKO U
poJteit Ha yKa3aHHbBIX
BUPTYaJbHBIX MAIIMHAX

Obuiee 6pemsa evinonHeHUA KOHKYPCHO20 3a0anus: 4 uaca

Cryaenr

Monyns 1: 2 4Jaca Y4acTHUKH JTOJKHBI
Kondurypauus cereBoro yOeIUTHCS B TOM, UTO
TEJICKOMMYHUKAIIMOHHOTO BCE HACTPOMKH HA BCEX
o0opynoBaHus yCTpOMCTBAxX MOCTe
niepe3arpy3Ku BCEro
o0opynoBaHus
(GYHKIMOHHUPYIOT
Monyns 2: 2 Jaca Y4acTHUKH JOJKHBI
Kondwurypamus cepBucos 00eCreYnTh HATMINe U
u ciyx06 Ha 6aze OC (yHKIIMOHMPOBAHUE B
Microsoft Windows COOTBETCTBHUH C
Server 20xx 3aJlaHuEM CITYKO U
poJIel Ha yKa3aHHBIX
BUPTYAJIbHBIX MallTHHAX
Monyns 3: 2 Jaca Y4acCTHUKH JTOJKHBI

Kondurypauus cepucos
u ci1yk0 Ha 0aze
qucTpuOyTHBOB Linux -
Debian 1x u CentOS 8

o0ecrevynTh HaInuunue U
(YHKIIMOHMPOBAHUE B
COOTBETCTBUHU C
3aJlaHuEM CITyKO0 U
poreil Ha yKa3aHHBIX
BHUPTYaJIbHBIX MaIIHHAX

QOouee spems 8blnoNIHEHUA KOHKYPCHO20 3a0anus’. 6 uacos

2.3. [TocaenoBaTeIbHOCTH BBHIMOJTHEHUS 3a1aHU
HIxkoanLHUKHA:

Pacnpenenenue
BO3MOKHOCTH TUTOIIAKH.

BpPpEMCHU MCKAY MOAYJIAMU

3aBUCUT OT TEXHHUYECKOM

Ilo3BosbTe mpencTaBUTBHCSA, MOW HOBBIM Koiyuera: S HadanpHuk WT-nemapramenra
yenemHoi guHancoBoil kopropauun «IMC u Ko ®dunanc», kyaa Bbl TOJIBKO YTO YCTPOUIINCH
Ha JOJDKHOCTh CHUCTEMHOr0 agMHUHMCTparopa. biaronmaps coOirofeHUIO MpaBHI PETYISTOPOB
1 COOCTBEHHBIM CTPOTUM BHYTPEHHUM MpaBUjIaM, B KPU3HCHOE BpEMsI Hallla KOMITAHUSI COXPaHSET
CTa0MJIBHOCTh, O 4YeM CBHUJETENICTBYET Balla Hemanas 3apruiata. K coxkaneHuio, Bail
PYKOBOJMTEIb, HAXOIUTCS B JJINTEIBHON KOMaHIUPOBKE U €lIE He YCIIeNl BBeCTH Bac B Kypc Bcex
nen. OxHako Gyarogapsi Baiiell BHICOKOH KBaTH(pHUKAIMK BaM JIOJDKHO XBATUTh U TE€X OOPBIBKOB
MH(pOPMALIMK, YTO OH yCIEJl IIepeIaTh.




B Bam niepBrbIit pabounii 7eH HEOOXOAMMO MPOBECTH HACTPONKY BUPTYyaTbHOW MAIIMHBI
Ha 06a3ze OC Windows 1x, Kk KOTOpO# OYIyT UMETh TOCTYI HECKOJIBKO IMOJIb30BATENCH C pa3HbIM
ypoBHeM Jnoctyna. [locie 3Toro mpousBecTH NepBOHAaYalbHbIE HACTPOMKKM HOBOTO cCepBepa Ha
6aze OC Debianlx. B Bamiem pacnopspkeHHM B JIJaHHBIE MOMEHT MMEETCS OJHMH CEpBEp O[T
HY>K/Ibl BUPTYaJIU3aIUH.

OctanbHOe 000pyI0BaHKE 0OCIIAHO TOCTABUTH B OJFIKANIIINE THU.

Celfyac kax/plil 4ac Ha CYETy, a IOTOMY Hallle pyKOBOJICTBO TpeOyeT, YTOObI BCE 3a/1a4u
OBLIN BBITIOJIHEHBI CETOIHS B T€UEHUU 4 4acoB.

Monyasb 1: Kondurypauusi cepBucoB u ciayx0 Ha 6aze OC Microsoft Windows 1x.

[Ipexae, yeM NpUCTYNUTH K paboTe BaXKHO:

- 03HAKOMUTLCS CO cxemoll moakmoueHusd Cxema 1;

- BHUMATEJIBHO u HEJIMKOM npouunTtarts 3aaHuE;

- He 0053aTeJIbHO BBIMOJIHATH MYHKTHI 33J]aHUs TI0 OYEPEed, a TAaKXKE 3aJaHHUE LEIUKOM,
Bam MokeT He XBaTUTh Ha 3TO BpeMeHH. MIcxos U3 3Toro nojaymanTe, Kak ONTUMU3UPOBATH CBOIO
paborty.

I BHUMAHMUE!!!

[lo oxonuanmu paboTel Bam HEOOXOIUMO TPEIOCTaBUTH HAa TPOBEPKY CETEBOE
000py/JOBaHUE B BBHIKIIFOUEHHOM COCTOSIHUU.

B mobom ciiyuae Bce mpepoctaBieHHOe Bamu oOopymoBaHue OyaeT mepe3arpykeHo
JKCHEpTaMHU Iepe]] Ha4aJIoM IPOBEPKH.

B ciyyae HEBO3MOKHOCTH BX0/1a B CHCTEMY, BBITIOJIHEHHE Pa0OTHI KCIIEPTaMH IO TaHHOU
4aCTH KOHKYPCHOTO 33JJaHUs HE OLICHUBAETCSL.

[Ipu BBIMONHEHWH 3aJaHHUsT YYTHUTE BO3MOKHBIC BHEIITATHBIE KPAaTKOBPEMEHHBIC WIIN
JUINTENIbHBIE OTKIIFOYEHUS 3JIEKTPOIHEPTUH.

Hacrpoiite napametpsl BIOS xommnbrotepa it pabotsl ¢ [1O BupTyanuzanum.

1. Ycranosure I10 Oracle VirtualBox;

2. Cospaiite BM co cnen. napamerpamu: umsa BM — HEAD-WINCLIENT; o6sem OIT —
2 r0; TMHAMUYHBIA BUPTYyalbHbIN sxecTkuid quck VDI o6semom 30 r6; Bmrouen PAE/NX; tun
MOJKJIFOUYEHUS CETEBOIO a/lanTepa — CETEBOM MOCT;

3. Ycranoure OC Windows 1x; maposb yuetHoi 3amucu: Ab!l@dmin ;

4. 3anaiite ums komnsiotepy - HEAD-WIN;

5. M3mennTe B HacTpoiikax mapameTpoB amantepa ajapec npeamnountaemoro DNS cepsepa
Ha 8.8.8.8;

6. Co3znaiite momp3oBaTeneit

HNMms yyeTHoit 3anucu IHapoan Tun yyeTrHou 3anucu
Userl Userl!@ AMUHUCTpATOP
User2 User2!@ ITons30Barenn

7. Jlo6aBbTe B bpanaMaysp MpaBuiio pa3peliaroliue OTBeYaTh Ha BXOMAIIAE 3XO-
coobmmenus mporokona ICMP;

8. Ycranosure Opaysep Google Chrome;

9. M3menwure mamnky 3arpy3ku B Opaysepe Ha C:\,

10. 3a6mokupyiite 0CTyN K BeO-caiiTy yandex.ru;

11. BemonnuTe KoMaHmy Ping caiita google.com, caenaiTe CKPHUHIIOT pe3yibTaTa
¥ COXpaHHTE ero Ha pabouuii cTo;

12. 3ameHuTe CTapTOBYIO CTpaHUILy Opay3epa Ha caiT abimoscow.com;

13. Ocranoswure ciy:x0y Windows Search;




14. Tlocne BbIMOIHEHHS BCEX MYHKTOB MOAYJISL, CO3JaiiTe TOUKY BOCCTAHOBIICHHS.

Monyasb 2: Kondurypanusi cepucoB u cayx0 Ha 6aze OC Debian 1x.

1. Cosznaiite BM co cnen. mapamerpamu: ums BM — BRANCH-DEBCLIENT; o6bem
OIl — 1 r6; BupryanbHbld kecTkud guck VDI oO0bemom 15 r6; Brmouen PAE/NX; tunm
MOJIKJIFOUCHUS CETEBOT0 ajianTepa — CETEBOM MOCT;

2. Ycranosure  Ha  BHpTyanbHyro  MammHy ~OC  Debianlx  (mapoinb
cyrnepnoiabs3oBatesns: toor! ; monHoe ums mosb3oBaTes: userl; maposib AJs moyib3oBarens userl:
toortoor!)

3. 3amaiite nums kommnberoTepa: BRANCH-DEB;

4. YcraHoBuTe apoiib Ha CyIepIionb30oBaress root: toortoor ;

5. Hacrpoiite mapameTpsi ceTeBoro ananrepa, 3agaite IP anpec 192.168.10.5, macka
nojacetu — 255.255.255.0, nutio3 o ymomyanuio — 192.168.10.1.

6. Cozpaiite monb3oBareneit user-1, UusSer-2, UsSer-3, mapoiu MOJIb30BaTelNECH:
R1123456 R!234567 R!345678;

7. Cospaiite Ha paboueM CTOJIe TEKCTOBBIN (haiin ¢ mmenem Abimoscow, mobasbTe

B Hero cTpouky «Hello Russia!».

Oco0ble yka3zaHus:
YUto MOXKHO?

JIJis BBITIOJTHEHMSI KOHKYPCHOTO 3aJaHUs KKl yYaCTHUK UMEET MPaBO MCIOJIB30BaTh
CBOI0 KOMIIBIOTEPHYIO KJIABHATYPY W/WJIH CBOIO KOMITBIOTEPHYIO MBIIIb. JlaHHBIC YCTpO#CTBa
HE JIOJDKHBI UIMETh BCTPOCHHBIX MEXaHHU3MOB NMaMsATH. lepen HavyaaoM yeMIUOHATa KCIICPTHI,
Ha3zHaueHHbIE [ TaBHBIM 3KCIIEPTOM, JIOJDKHBI YJIOCTOBEPUTHCS B TOM, YTO B JJAHHBIX YCTPOHCTBAX
HE TMPEyCMOTPEHBI MEXaHU3MbI XpaHEHUsI HHGOPMAIUH.

Yro Henp3s?

K npoHnocy 3amperniaiorcs Takue 3JIEKTPOHHBIE YCTPOMCTBA KaK MOOMIIbHBIE TenedoHsbl,
CMapTQOHBI, TIeepbl, HAYITHUKHU, TUKTO()OHBI, KaMepbl, HOYTOYKH, MJIAHIIETHbIE KOMIIbIOTEPHI
U NPOYME NEPCOHAIBHBIE JIEKTPOHHBIE YCTPOWCTBA. JlaHHBIE YCTPOMCTBA JOJIKHBI XPAHUTHCS
B CIIELIMAJIBHOM ITOMEIICHUH B TEUEHHE KaXkJ10r0 KOHKYPCHOIO JHSI.

CTyaeHThI:

[To3BonbTe mpenacTaBUTbCA, MOW HOBbIM Koiulera: S HavanbHuk WMT-genapramenrta
ycnemrHoi GuHancoBoil koprnopanuu «[[UC u Ko ®@unanc», Kyaa Bel TOJIBKO YTO YCTPOUIIUCH
Ha JIOJDKHOCTh TJIaBHOTO CHCTEMHOrO aJMUHHUCTparopa. biaromapst coOdrofeHUI0 TNpaBHIl
PEryyiiaTopoB M COOCTBEHHBIM CTPOTMM BHYTPEHHHMM IIpaBUjiaM, B KPHU3UCHOE BpeMs Halla
KOMITaHUSI COXpaHsAeT CTaOWJIBHOCTb, O 4YeM CBUJETEIbCTBYET Ballla Hemajas 3apIuiaTta.
K coxanenuto, Bam kosuiera, cosgaBaBmmii UT-undpactpykrypy, HaxoauTcs B JUIUTEIbHOU
KOMaHIUPOBKE U ellle He ycreln BBecTu Bac B kypc Beex aen. OqHako 61aronaps Baiieid BBICOKOH
KBaJIM(UKAIIMK BaM JOJDKHO XBaTUTh U TeX OOPBIBKOB MH(OPMAIIMU, UTO OH yCIIeNd Mepeaath.

B Bam mepsbiif pabounii aeHb HEOOXOAMMO MPOBECTH MOJKIOYEHHE HOBOTO oduca,
OTKPBITHE KOTOPOTO HA3HAYEHO Ha HAYaJO CJIENYIOLIEH HEeAeNr, K Hallleld KOPIIOPaTUBHOM CETH.
[Tocne sTOr0 HaANAAUTH CBS3b C OCTAIBHBIMU Oducamu kommanuu. B Bamewm pacnopsoxennn
B JaHHBIH MOMEHT UMEETCS:

. 2 kommytatopa Cisco Catalyst 2960 Plus;

. 2 mapmpytu3zaropa Cisco 4300 Series;

. OJIMH CEpPBEp MO/ HYX/bl BUPTyaJIU3aLUH.

OcranpHOE 000pyIOBaHUE OOCIIAHO MOCTABUTH B OJMKANIIINE THHU.

Ceituac Kax/plif yac Ha CYETy, a MOTOMY Hallle PyKOBOJCTBO TpeOyeT, uTOOBI BCe 3a7auu
OBLIHM BBITTOJIHEHBI CETOTHS B TEUEHUU 6 YacoB.



Moayas 1  KoHdurypanus cereBoro TeJiekOMMYHHKAIMOHHOTO 000py10BaHHS

[Ipexne, yeM NpUCTYyNUTH K paboTe BaXKHO:

- 03HAKOMUTHCS CO cxemol moakmoucHusd Cxema 1;

- BHUMATEJIBHO u LHIEJIMKOM npouunTtarts 3aJ1aHueE;

- He 00s13aTeNbHO BBIMOJHATH MYHKTHI 3aJaHUs IO OYEPEIH, a TAKXKE 3a/laHUE LIEIUKOM,
BaMm mMoxeT He XBaTUTh Ha 3TO BpeMeHU. VIcXo/1s1 U3 3TOro noiymaiite, Kak ONTUHMU3HUPOBATH CBOIO
pabory.

"1 BHUMAHUE!!!

[lo okonwyanuu paboTel Bam HeEOOXOAMMO MPENOCTaBUTh Ha IPOBEPKY CETEBOE
000py/1I0BaHKE B BHIKIIIOYEHHOM COCTOSTHUU.

B nro6oMm ciydae Bce mpenocraBieHHoe Bamu oOopynoBanue Oyner mepes3arpykeHo
AKCIIEpTaMU TIepe] HauajaoM MPOBEPKH.

B ciiydae HEBO3MOXKHOCTH BXOJa B CUCTEMY, BBIINIOJIHEHHUE Pa0OThI AKCIIEPTAMU 110 TAHHOM
YaCTH KOHKYPCHOTO 3aJ]aHusl HEe OIICHUBACTCHI.

[Ipy BBINIOJIHEHUU 3aJaHHUS YYTUTE BO3MOXKHBIE BHEIITATHBIE KPAaTKOBPEMEHHBIE HIIU
JUTUTEIIbHBIC OTKIIIOUEHUS AJIEKTPOIHEPTHH.

1. IlpousBenuTe NOAKIOYEHUS CETEBOro 00opynoBanus cornacHo Cxeme 1;

2. JIns HacTpOMKH yCTPOUCTB UCIOIB3YHUTE ClIeAyIOIIKe apaMeTpsl ceteil (rae N — Homep
Yy4aCTHUKA):

Cetp Head oduca LAN1: 192.168.N.128/26;
Cetb Oc¢uca Branchl LAN2: 192.168.N.0/27;
Cetp Oduca Branch2 Lan3: 192.168.N.216/29;
Certs ISP: 10.0.N.248/30;

Cets ynpasienus MNG: 176.18.N.32/28;

3 Hacrpoiite ceresnie amantepsl [IK SERVER cornacno Cxewme 1;

4. N3BectHO, uyTo Mapmpyrtuszarop R1 nepeexan u3 craporo oq)Hca KoMIIaHuu u ero IP-
anpec 10.0.5.254, a nmoruH/mapoib KOHCOJBHOTO MOJKIIOYEeHHs cisco. CorjlacHO MpaBujaM
oIpeieNIeHusl IMEH YCTPOICTB B KOMIaHUH, Ha30BUTe Mapuipytuzarop CO-Router.

5. YcranoBure naponu ¢ GyHKIMeH TpeOoBaHus UX BBOJA (MIPU HEOOXOAUMOCTH):

- Ha TIPUBHJICTUPOBAHHBINA pexxum adminin;

- Ha niepBbIe 3 (Tpu) TepmuHanbhbie uHEKA: SICICO;

- Ha KOHCOJBbHOE NoaKiIroyenue: letmeincon;

He 3al0yapre BKIIOUMTH MIM(PpOBaHUE TMapojiel Ha yCTPOWCTBAX C IOMOIIBIO
CIEIUAJIBHOTO CEPBHUCA;

6. Poyrep R2 Obi1 KkymiieH cnenualbHO A MOJKIIOYeHHs HoBoro oduca. Ero
KOH(UTrypanus He TPOHYTA U HAXOAUTCS B COCTOSHUM 0 yMoryaHuio. Ha3zoBuTe mapuipytuzarop
ABC-Router. YcraHoBUTe TaKHe e MapoJiv JOCTyIa, kKak u Ha poyrepe CO-Router;

7. W3BectHo, uTo KommyTatopel SW1 u SW2 Ttarke mepeexanmu u3 craporo oduca
KOMITaHWH, HO WUX KoH(purypamum cOpomensl. Hazoute ux CO-SW1 u CO-SW2
COOTBETCTBEHHO. Y CTAHOBUTE TAKHUE K€ NAPOJIM JOCTYIA, KaK U Ha POYTEPE;

8. Jlns uentpanmuzoBaHHOro KoHpurypupoBaHuss VLAN B KOMMYTHUPYEMOW CeTH
HNPENIpUATHS UcnoNb3yiTe npotokosn VTP Bepcum 3; B kauecTBe OcHOBHOro cepsepa VTP
Hactpoiite CO-SW1; B kauecTBe foMeHa ucnoib3yiite VTPFin.ru; UCIIOJIB3YUTE  IapOJIb
VTPPass ans 3ammutel VTP, Tabmuma VLAN nomkHa coaepkaTh CIEAYIONUE CETH:

- ceThb JokanbHOM cett LAN1 — VLAN 11, ¢ umenem LANI;

- cetb ynpasieHuss MNG — VLAN 77, c umenem MANAGEMENT;

- ceTh Hencnoib3yeMbix mopToB — VLAN 99, ¢ umenem DEPO;

9. Hactpoiite IP-agpeca kommyratopoB CO-SW1 u CO-SW2 coorBercTtBeHHO Cxeme 1.
Ucnons3yiitte VLAN 77 B KadecTBE CETH YIpaBIEHHUS CETEBBIM OOOPY/IOBAaHHMEM; B KaueCTBE

®oo0 o




Herarupyemoit VLAN wucnonesyiite VLAN 11. Bece Hencnonb3yembie HHTEPPENHCH OTKIIOUNTE
u nepeseaute B VLAN 99;

10. BxirounTe mpoTokos 6e3onacHocTu port security Ha uHTepdeiice fal/11; HazHaubTe
nopt kommyratopa B VLAN 11; makcumanbHoe konnuectBo MAC agpecoB Ha MOPTY AOIKHO
ObITh paBHO 60; MAC anpeca TOKHBI OCTaBaThCA B HACTPOMKAX MOCIE Mepe3arpy3Ku; Crocod
0TpabOTKH HapyIIEHHs 0€301MacHOCTH — OJIOKMPOBKA 03 YBEIOMIICHUS;

11. Ha kommyTaTopax u poyTrepax Ha BCeX BUPTYaJbHBIX JIMHUAX HCIIOJIb3YETCS IIPOTOKOI
SSHv2 c¢ 1024 RSA xmouyoM, fgoctyn mo telnet OTKIIOUEH Ui MPEIOTBPAIICHHS YTEUKH
uHpOpMaLMY, AT aBTOPU3ALMU UCIOJNb3YyeTCsl JIOKajlbHass 0a3a JaHHBIX I10Jb30BaTEleH.
[Tonb3oBarens ans aBropusanuu yepe3 SSH Ha yctpoiicta cisco / SanFranCisco. OH momkeH
o0nagaTh MakCUMAaJbHBIMU IPUBWJIETUSAMHU; BCE KOMMYTATOpPbl M MapLIpPyTHU3aTOPbl JOJKHBI
OBITH B JOMeHe fincorp.ru;

12. Mexny KOMMyTaTopaMi HEOOXOIMMO 00€CIIeUNTh OTKAa30yCTOWYMBOCTh C IIOMOILIBIO
IPONPUETAPHOTO MPOTOKOJa KoMmaHuu Cisco, OpraHu30BaTh arperanuio Mexay nopramu f0/7-8
Ha KommyTaTopax SW1-SW2 ¢ Homepom arperupoBaHHoro unrepdeiica 3;

13. Hactpoiite unTepdeiicel Mapupyruzaropos coriacHo Cxeme 1. Ha umnTepdeiice
G0/0/1 poyrepa CO-Router peanusyercs Texnosorust RoS (poyrep-na-nanouke). Mcmnonb3yiite
nozaeiaTepdericer g0/0/1.11 u g0/0/1.77 nns cereit Lanl 1 MNG cOOTBETCTBEHHO;

14. Ucnonb3ys coucku KoHTpois pgoctyna (ACL) oOecneubTe, 4TOOBI yAAJIEHHOE
MOJKITIOYEHUE K MapIIPYTH3aTOPy OBUIO BO3MOXKHO TOJIBKO C KOMITBIOTEpA YYaCTHHKA, HO MPU
9TOM HHMKaK HE OTPaHHYMBAJIO TpapuK Yepe3 MaplIpyTU3aTop;

15. Hacrpoiite amnammueckyro wmapmpytusaimuio Ha CO-Router m  ABC-Router
¢ ucnospzoBanueM nporokosna OSPFv2 cornacno Cxeme 1, 00bsBUTE CETU C UCIIOJIB30BaHUEM
md5 xmroua cisco321 mns mepemaun OSPF-maketoB. MapmipyTH3aTopbl JOJDKHBI MOTy4aThb
UH(POPMALIHIO O BCEX CETSX;

16. Ha o0oux MapuipyTu3aropax oTkiItounuTe npotokos CDP Tonbko Ha MOPTax B CTOPOHY
cetu ISP;

17. Ha Bcex ceTeBBIX YCTPOWCTBaX JOJKHBI OBITh HACTPOEHBI: BBIBOJ] KOHCOJIBHBIX
COOOIICHN B CHHXPOHHOM pEXXHUME, YTOOBI BRIBOJIMMBIE COOOIIIEHHUS HE pa3phIBAIN BBOJI KOMaH/I
B koHcomu; OanHep «CoobOuienne maHs» (message-0f-the-day) cnenyromero comepxanust:
«Authorized access only!»;

18. B ceTeBoil HHPpacTpyKType cepBepoM CUHXpOHU3aIuK BpeMeHH siBiisiercst CO-Router.
Bce ocranmpHbIe ceTeBbIE YCTPOICTBA JOJDKHBI HCIIOIB30BaTh €r0 B KAYECTBE CEpBEpa BPEMEHH.
Hactpoiite BpemeHHyr0 30Hy ¢ HaszBanueM MSK, ykaxure pasauny c¢ UTC +5 yacos.
Ucnons3yitte crpatym 2. Ucnionb3yiiTe i1 CHHXPOHU3AIMU KIMEHTOB ayTeHTudukanuo MDS ¢
KJIFOYOM timestamp ;

19. Ha CO-Router HacTpoiiTe MpOTOKOJ JUHAMHUYECKON KOH(PUTYpallul XOCTOB I CETU
LAN2. VYcrpoiicTBa JODKHBI TOJy4YaTh KOpPpeKTHble ip/netmask u gateway. Kommbrotep
BRANCH1-CENTOS nomxken mosryuats aapec 192.168.N.13;

20. /Ina TectoBoro 3amycka nmpotokona IPv6 Heo0XoauMo HaCTPOUTH ClIeyIoIIee

- BKJITIFOYUTH MOJACPKKY IPV6 MapmpyTH3anuy Ha qBYX MapHIpyTH3aTOPX 1O MPOTOKOITY
OSPFv3

- Hactpouth IPV6 anpeca na LoopBack 0 untepdeiice CO-Router 2001:765:916:C0::1/64

- Hactpouth IPV6 ampeca ma LoopBack O wmnrepdeiice ABC-Router 2001:765:916:
ABC:1/64

21. CIIK Server nomkeH o0ecriedMBaThCs TOCTYI KO BCEM CETEBBIM YCTPOMCTBaM.

Mopnyas 2. Kondurypanus ceppucos u ciyx0 Ha 6aze OC Microsoft Windows
Server 20xx

[Ipexne, ueM NPUCTYNHUTH K pabOTe BasKHO:

- 03HAKOMUTBCS CO CXeMOM moakiaroueHus Cxema 1;

- BHUMATEJIBHO u LHIEJIMKOM npouunTaTs 3a1aHuE;



- He 0013aTebHO BBHIMOJIHATH MTYHKTHI 3aJaHUS TI0 OYEPEIH, a TAKKE 3aJaHUE IIEITUKOM,
Bam moskeT He XBaTUTh Ha 3TO BpeMeHU. MIcX01d U3 3TOro nogymanTe, Kak ONTUMU3UPOBATH CBOKO
pabory.

I BHUMAHMUE!!!

Bce HeoOxoquMBbIe TUCTPUOYTUBBI pacIofioskeHbl Ha pabodeM ctome [TK

[To oxoHwyanuu paboThl Bam HE0OXOAMMO MPENOCTaBUTH HA MPOBEPKY BUPTYaJIbHBIC
MalllnHbI B BHIKJIIDYCHHOM COCTOSAHUMH.

B nmro6om cimydae Bce BM OynyT nepesarpyeHbl dKCIIepTaMy Iepe] Ha4yalloM MTPOBEPKH.

B cmydae HEeBO3MOKHOCTH BX0/1a B CUCTEMY BBIIIOJIHEHHUE PA0OTHI KCIIEPTAMH IO TAHHOM
YacTH KOHKYPCHOTO 3aJJaHHsI HE OI[CHUBACTCSI.

HpI/I BBIIIOJIHCHUHU 3a/laHUd YUYTHUTC BO3MOXKHBIC BHCIITATHBIC KPATKOBPCMCHHBIC HIIN
JUTUTEIIbHBIC OTKITFOYCHUS SJICKTPOIHEPTHH.

15.  Hacrpoiite napamerpsl BIOS xomneiorepa st padotsl ¢ I10 Bupryanusanuu;
YcranoBka u HacTpoiika OC cemeiicTa Windows
16. Vcranosute 110 Vmware Workstation;

17. Cozpnaiite BM co cnen. napamerpamu: umsi BM — HEAD-DC; BupTyalibHbII 1HUCK
B BHJIe oHOTO (haiiina oobemom 40 ro; oobem OII 4 16; 4 sapa nporeccopa; BUpTyanbHbIi Intel
VT-x/EPT unmu AMD-V/RVI; tun noakmouenus cereBoro aganrepa — VMnet0 (aBromocr);

18.  VYcranoBute OC Windows Server 20xx; napoib yueTHoii 3arucu Administrator:
Ab!@dmin ;

19.  3apaiite ums cepsepy - HEAD-DC; nactpoiite cereBble mapaMeTpbl COTIACHO
Cxewme;
20.  Cpemaiite cepBep KoHTposiepoM Aomena - AbiMoscow.com.
Co3paiiTe OpraHM3allMOHHBIC CIMHUIIBI, TPYNIbl W TOJb30BAaTeNIel B JIOMEHE
AbiMoscow.com coracHo Tabuuiie:
Yu. IHapoas IHoapa3nenenune PHUO Yien rpynn
3anmuch

admin A!000000 HEAD/Admins Bova AJIMUHHCTPATOPBI,
(cpok nmeiicTBUS Korolevich | AamunucTpaTOpsbI
napoJis He JIOMEHa;

OTpPaHHYEH) AIMUHUCTPATOPBI
TPEATPUSTHSI

Userl Al111111 HEAD/Sales Ilya [Tonmp30BaTeny qOMEHa,
(3ampeTuTh CMEHy Murovec HEAD_Sales
apoJis
MI0JIb30BaTEIIEM;

CPOK JEHCTBUSA
napoJs He
OTpaHHYEH)

User2 Al1222222 HEAD/Managers Dobryniya [Tonb3oBarenu noMeHa,
(3ampeTuTh CMEHY Nikitich HEAD_Managers
napoJst
MOJTb30BaTEIIEM;

CPOK JEHCTBUSA
napoJsi He
OTpaHHYEH)




User3 A1333333 BRANCH1/BO_IT | Alesha ITonp30Barenu JOMEHA;
(3ampeTUTh CMEHY Popovich BOL1 IT

apoJIst
I10JIb30BaTEICM;
CPOK JEHCTBUSA
napoJis He
OTpaHUYCH)

User4 Al444444 BRANCH1/BO_Sa | Mikula ITonp30Barenu JOMEHA;
(3ampeTuTh CMEHY les Selyaninovic | BO1_Sales

napoJis h
I10JIb30BaTEIICM;
CPOK JEHCTBUSA
TapoJs He
OTpaHUYCH)

21.  Ycranowure u Hactpoiite ciayx0b1 DNS u DHCP mns cetu LAN1. Ciry:x6a DHCP
JIOJDKHA MMETh Iyl U3 7 (CeMH) aipecoB, HauMHas ¢ 16-ro noctymHoro aapeca u3 cetu LANI,
uckimouas 4 u 5 anpec; 3-uit aapec nuanazona DHCP nomxken ObITh 3ape3epBUPOBaH 151 MAIIUHBI
HEAD-RDS. B onuusix 10o/KHO niepeaBaTbes TOIbKO 1utro3 1 DNS cepBep

22.  Hacrtpoiite 30Hy mpsimoro u obOpaTtHoro mpocmorpa DNS, a Taxke mobaBpTe
HeoOxoaumble 3anucu (A) st cepBepoB. CkoHpurypupyiite nepecsiiky Ha aapeca: 1.1.1.1
u 8.8.8.8;

23. Cozpnaiite BM co cnen. mapametpamu: umsi BM — HEAD-RDS; BupTyanbHbIii 1UCK
B BHJIe oHOTO (haiiina oobemom 40 ro; oobem OII 4 16; 4 siapa nporeccopa; BupTyanbHbIi Intel
VT-X/EPT unu AMD-V/RVI; T NOAKITIOYEHUS CETEBOTO aanTepa — CETEBOU MOCT;

24.  Ycranosure OC Windows Server 20xx mapoiis yueTHoit 3amucu Administrator:
Ab!@dmin ;

25.  3amaiite ums cepsepy - HEAD-RDS; OC nomkHa moixydaTts 3ape3epBUpPOBAHHBIN
IP-anpec or MAIN-DC cornacuo Cxeme 1;

26.  Bsemute cepsep B qoMeH AbiMoscow.ru. B ctpykType 1oMeHa nepeMecTuTe ero
B nonpazaenenue HEAD;

27.  Ha cepsepe HEAD-RDS ckondurypupyiite:

- TEPMUHAJIBHBIA CepBep C JMIIEH3UPOBAHUEM IO KOMIIbIOTEpPaM (HMCHOJIb3YHTE
BPEMEHHYIO JIUIEH3HIO);

- BeO noctyn Remote App k ciayk0aM TepMHHAIOB CEpBEPa;

- nyonukanuio nporpammel «\WordPad» Ha BeO-moprane RemoteApp mnst Bcex
corpyaaukoB otaena BO_IT.

28.  OOecrneubTe OTKa3zoycToiunMBoe xpanunuine Ha cepsepe HEAD-DC cosnas
3epKaJIbHBIN peii, m006aBuB aBa aucka mo 2GB. Haznaubte emy OykBy D:
29. Ha cepsepe HEAD-DC coznaiite cereBble namnky, HAcTpoOHTe (UIBTPHI

0JIOKHPOBKH (ailyioB (3anpeTuTh XpaHeHue (HaiaoB ayIuo U BUJIE0) B COOTBETCTBUU C TaOJIULIEH:

IHanka I'pynnsi ¢aitnos s KBoTuposanue
0J10KMPOBKH
D:\Folders\Sales daiinbl ayauo U BUAECO; o 50 Mb

D:\Folders\IT - o 150 Mb




30.  Hacrpoiite 1 MpUMEHHUTE TPYIMIOBbIE MOJUTUKU K MOIH30BATENSAM U KIIMEHTCKUM
pabouYnM CTaHIIUSIM JIOMEHA:

31. Co3paiiTe MOJUTUKY YYETHBIX 3alUCed [JIi BCEX I0Jb30BaTeled JIOMEHa
AbiMoscow.com:

- BECTU )XypHaJl maposieii - 7,

- MAKCHUMAaJIbHBIM CPOK JeHCTBUs maposst - 60;

- MapOJIb JIOJDKEH OTBEYATh TPEOOBAHUSIM CIOKHOCTH - BBIKITIOUYCHO;

- MUHUMAaJIbHAs JJTUHA mapois — 8;

- IPOJIOJKUTENIBHOCTD OJIOKMPOBKU YUETHOW 3amucu - 5;

- IOPOTOBOE 3HAYEHUE OJIOKUPOBKH - 3;

- BpeMmsl 10 cOpoca cYeTunKa OJIOKUPOBKH - 2;

32. lo6aBpre momb3oBateneir oraena BRANCHI1/BO IT B jokalbHYHO Tpynmy
aJIMHHHCTPATOPOB ISl BCEX KOMIBIOTEPOB (HOYTOYKOB) momeHa AbiMoscow.com;

33. Tonkmounte cereBbie AUCKH cOTpyAHUKaM otaenoB Sales u IT, HaznaubTe OykBY G

34. BxmounTe ynajdeHHBIA pa0O4Yuil CTOJI HA BCEX KOMIBIOTEPAX, HAXOISIIUXCS
B puinaine (Branchl).

Mogayas 3. Konpurypauusi cepBucoB  cj1yx0 Ha 6a3e nucTpudyTuBoB Linux -
Debian 1x u CentOS 8

[Ipexne, yeM TpUCTYNUTH K pPabOTE BaXKHO:

- 03HAaKOMUTBCS CO cxeMol noakiatoueHus Cxema 1;

- BHUMATEJIBHO u LIEJIMKOM npouutats 3a1aHue;

- He 0053aTeJIbHO BBIMOJIHATH MYHKTHI 3a/IaHUS TI0 OYEPEIU, a TAKXKE 3a/laHHUe IEIIUKOM,
Bam Mo2xeT He XBaTUTh Ha 3TO BpeMeHHU. Vcxos u3 3Toro nogymaiTe, Kak ONTUMU3UPOBATH CBOIO
pabory.

It BHUMAHMUE!!!

Bce HeoOxoaumble TUCTPUOYTUBBI pacioniokeHbl Ha padouem ctoie [TK

[lo oxonwanuu paGoTsl Bam HE0OXOOUMO MpPeNOCTaBUTh HAa IPOBEPKY BHUPTYyaJbHBIE
MalIuHbI B BBIKJIIOYEHHOM COCTOSIHUH.

B mo6oMm cimyuae Bce BM OyayT nepesarpykeHbl SKCIiepTaMu Tepel HauyajaoM MPOBEPKHU.

B ciyyae HeBO3MOKHOCTH BXO/1a B CUCTEMY BBITIOJIHEHUE PA0OTHI SKCIIEPTAMH 10 TAaHHOM
YaCTH KOHKYPCHOTO 3aJJaHUs HE OICHUBAETCS.

[Ipu BbINOJIHEHMM 3aJaHUSI YYTUTE BO3MOXKHBIE BHEITATHBIE KPATKOBPEMEHHbBIE WIIU
JJIUTEJIIBHBIC OTKIFOYCHUA SJICKTPOIHECPTHUH.

8. VYcranosure I10 Oracle VirtualBox;

9. Coznaiite BM co cnean. napamerpamu: umsa — BRANCH1-DEBIAN; o6vem OIT —
1 r6; nuHAMMYHBIN BUPTyasbHBIN sxecTkuil tuck VDI o6vemom 10 ro; Bkmouen PAE/NX; tun
MOJIKJIFOUEHUS CETEBOIO aanTepa — CETEBOW MOCT;

10.  VYcranoBure Ha BupryanbHyto MamuHy OC Debianlx 6e3 GUI (mapoib
cymnepnoib3oBatesns: toor! ; moxHoe uMs mosib3oBatess: userl; maposib AJis nmoib3oBarens userl:
toortoor!)

11. 3anaiite ums komnbiotepa: BRANCH1-DEBIAN,;

12. Usmenute DNS-cydduke qist 1aHHONW MaluHBI HA russia.ru;

13. YcraHoBUTE TApoJIb Ha CyIIEPIIOIb30BarTess root: toortoor

14.  Hacrpoiite ceteBoit nuTepdeiic cormacHo Cxeme.

15.  Jlo6aBbTe mist Tekyiero cereBoro uHTepdeiica alias ¢ IP cormacuo Cxewme;




16. Cosnaiite monbs3oBateneit user-1N, user-2N, user-3N (rae N — HoMep y4acTHHUKA)
naposii cootBeTcTBeHHO: R1123456 R1234567 R!345678 ;

17. Cosnaiite rpynny ablmpx u 1o6aBbTe B Hee nmosib3oBatess user-2N (rae N — Homep
YYaCTHHKA);
18. IlpommmuTe B  CHOUCOK  PENO3UTOPHEB  JJs  CKayMBaHUS  CBOOOJHO

pactipoctpansiemoro [10 cepsep http://mirror.abimoscow.ru/deb/ ¢ HanGONBIIUM TPHOPUTETOM,
IICEBIOHMMOM pelin3a wheezy W KOMIOHEHTOM main. Ilpornummre 3anmuch kak Ha OMHApHBIC
MAKEThI, TAK U Ha MMAKEeThI C UCXOHBIM KOJIOM.

19.  VYcranoBute web-cepBep Apache. 3amenute crapToBYIO0 CTpaHuIly (CTapToBas
crpanuna aomwkHa cogepxkarb TOJIBKO coobmenue «Abilympics Russia»);

20. 3arpy3ure B BHUPTYyallbHYyIO0 cpeny TotoBbiii obpaz OC CentOS 8. [lns Bxoma
B CHCTEMY UCIIOJIB3YyHTE JOTHH/Iaposib Foot/toortoor ;

21. 3anaiite ums komnbiotepa: BRANCH1-CENTOS;

22.  YCTaHOBUTE MapoJib HA CYIEPIIOIB30BaTENs root: t00rmoscow ;

23.  Hacrpoiite ceTeBoii nuaTepdeiic cormacHo Cxeme;

24.  Uzmenute DNS-cydduke s 1aHHON MalIMHBI HA russia.ru ;

25.  Pazpemure yaaneHHOE NOJKIIOYEHHE O TpoTokony SSH nms cyneprionb3oBarens
root .

Oco0bI€ YKa3aHMA:
Y10 MOKHO?
JJis BBITIOJTHEHMSI KOHKYPCHOT'O 3aJaHUs KKl yYaCTHUK UMEET MPaBO MCIOJIb30BaTh
CBOIO KOMIIBIOTEPHYIO KJIABHATYPY W/WJIH CBOIO KOMITBIOTEPHYIO MBI, JlaHHBIC YCTpOMCTBa
HE JOJKHBI UIMETh BCTPOSHHBIX MEXaHHW3MOB MaMsATu. Ilepen HayamoM yeMmuoHATa HKCIEPTHI,
Ha3Ha4YeHHbIE [ TaBHBIM 2KCIIEPTOM, JOIKHBI YAOCTOBEPUTHCS B TOM, UTO B JJAHHBIX YCTPOMCTBAX
HE TMPeyCMOTPEHBI MEXaHU3MbI XpaHEHUsI HHGOPMAIUH.

Yro Henb3s?

K nponocy 3ampemarorcs Takue 3JIEKTPOHHBIE YCTPOMCTBA KaK MOOMIIbHBIE Telle()OHBI,
cMapT(dOHBI, TIeephl, HAYITHUKHU, TUKTO(OHBI, KaMepbl, HOYTOYKH, MJIAHIIETHBIE KOMITBIOTEPHI U
IIPOYME MEPCOHAIBHBIE JJIEKTPOHHBIE YCTPONCTBA. /laHHBIE yCTpONCTBA JOJKHBI XPAHUTHCS B
CIEUAJIBHOM IIOMEIICHUH B TEYEHNE KaXKI0I0 KOHKYPCHOTO JIHS.



R1:

GO0/0 - NocnegHuii agpec cet ISP

G0/1 - NocnegHme agpeca ceter LANL w MNG
G0/2 - NocnegHmi agpec cetm LANZ

R2:

G0/0 - Nepewii agpec ceTk ISP

Loopback 22 - Nwboi agpec cetn LAN3

SW1 - Mepsoin agpec cetn MNG

SW2 - Bropoi agpec cetn MING

SERVER:

Nicl - MpegnocnegHnii agpec cetm Lanl;

Nic2 - MpegnocnegHnia agpec cetm Lan2;
HEAD-DC - MaTei agpec cetm Lanl;
HEAD-RDS5— DHCP client;

BRANCH1-DEBIAN — 11bii1 v 126114 agpeca cetw Lan2;
BRANCH1-CENTOS — DHCP chr

ORACLE VIRTUALBOX
Branchl

SRR

BRAMCHI1-DEBIAN BRANCH1-CENTOS

Cxema 1

CO-Router

G0/0/2 GO/0/O GO/0/O

N2

Mic2

SERVER

ISP
OSPF2 area 0

T
ez |7

)
e

ABC-Router

Ceto Head odwea LAN1: 192.168.M.128/26;
CeTb Odwca Branchl LAN2: 192.168.M.0/27;
Ceto Odwca Branch2 LAN3: 192.168.M.216/29;
CeTb ynpasnenns MING: 176.18.M.32/28;

Cets ISP: 10.0.N.248/30
, roe N — Homep y4acTHMKA

Cets Head odwuea CO-Router LoopBack O:
2001:765:916:C0::1/64

Cetw ISP ABC-Router LoopBack O:
2001:765:916:ABC::1/64

Head

L

-
FEEEERRTN. SITEERTUY

HEAD-DC HEAD-RDS

VMWARE WORKSTATION




2.4. 30% wn3MeHeHNe KOHKYPCHOIO 32/1aHUS.
N3meHenuns B cxeMe MOAKITIOYSHUS: HOMEPa MOPTOB MOIKIIOUYCHHUS, HHTEP(EHChI;
IP-agpecanus IOKanbHBIX CETEH;
CeTteBble napaMeTpbl OKOHCYHBIX YCTpOﬁCTB B JIOKAQJIBHBIX CCTSX,

CoNoOR~wNE

el
A

-
w

14.
15.
16.

17.
18.
19.
20.
21.
22.
23.
24,
25.

Jlorunsl/maponu;

Hostname ycTpoicTB;

ITapamerpsr VTP;

HanmenoBanus u Homepa VLAN;
[Tapametpsl port security;

[TapameTpst SSH;

ITapameTpsl arperanuu;
Howmepa mon untepdeticoB ROS;

[Tapamerpst OSPF;

[TapameTtpst NTP;

[Tapamerpst DHCP B cetu LAN2;

[Tapametpst BM;

HaumenoBanusi opraHu3alimOHHBIX €IWHUII, TPYIIT W TOJb30BaTEICH B JIOMEHE;
HAaUMEHOBAHUE U pacIpe/ieJICHHE TPYIII;
[Tapamerpst DHCP B cetu LANT;
Anpeca cepBepoB nepecbuiku DNS;

[Tapamerpsr raid;

[TapameTpsl CETEBBIX MAIOK;
Pacnionoskenue rpymnmnoBbIx NOJUTUK B cTpyKType GPO;
HaumenoBanue DNS-cydpdukcos;
HaumenoBanwus mone3oBareneii u rpynn B OC Linux;
[TapameTpsl cO34aBaEMOr0 PEMO3UTOPHS;
TekcT conepxaHusi CTApTOBOW CTpaHHUIbl web-cepBepa.

2.5. Kputepum onieHK# BbINIOJHEHUS 3aJaHNS.
HIxoabHuKN:

HaumenoBanue moayJist 3amanue MakcuMAaJIbHBI
i 0as11

1. Konduryparus cepBucoB u VY4YacTHUKH JOJDKHBI 00€CTIEYUTh HAIUYHE U

ciryx06 Ha 6aze OC (YHKIIMOHUPOBAHHUE B COOTBETCTBUU C

Microsoft Windows 1x 3aJJaHUEM CITyKO U poJiel Ha yKa3aHHBIX 50
BUPTYaJIbHBIX MaIIMHAX

2. Kondurypamus cepBucoB U Y4acTHUKY JTOJKHBI 00€CIIeUNTh HAJTUYUE U

ciyx0 Ha 6a3e OC Debian 1x (GYHKIIMOHHPOBAHHE B COOTBETCTBHH C
3aJJaHUEM CITyO U poJiel Ha yKa3aHHBIX 50
BUPTYaJIbHBIX MaIlIMHAX

UTOrO 100

Mopayasb 1: Kondurypaunusi cepucoB u cayx0 Ha 6aze OC Microsoft Windows 10
3aganue Ne HaunmeHoBaHue Makcuman | O0bexkTnBHasg | Cy0beKTHBHA
KpuTepus bHbIE OlIEHKA s OLIEHKA
0aJIIbI (0au1BI) (0a/u1BI)

Kondurypauus 1 Hacrpoiika cucremMsl 10 10

CEpBHUCOB U BUPTYaJTN3aIIH

cinyx0 Ha Oaze VYcranoska OC

OC Microsoft 2. | Microsoft Windows 10 10

Windows 1x 1x




Hacrpolika mapametrpoB
3. | OC Microsoft Windows 10 10
1x
4 Cozpnanue } 5 5
M0JIb30BaTeNei
5 YCTaHOjSKa u 10 10
HACTpoiika Opaysepa
6 Coznanue TOYKu 5 5
BOCCTAHOBJICHHUSI
UTOIO: 50
Moayas 2: Kondurypauus cepBucoB u ciay:k6 Ha 6aze OC Debian10
3aganue Ne HaunMeHnoBanue Makcumanb | O0bexkTBHasi | CyObeKTHBH
KpuTepus Hble 0aJJIbI OlleHKA asi OlleHKA
(0as1B1) (0as1B1)
Kondurypanus 1. | Hacrpoiika cucteMsl 10 10
CEPBHCOB U CIIYX0 BUPTYaIH3aIuU
Ha 6aze OC 5 YcTaHoBKa 10 10
Debianlx " | OC Debianlx
3 Co3manue } 10 10
T10JIb30BaTENCH
n Hacrtpoiika 10 10
apaMeTpoB CETH
5 Co:j)laHHe TEKCTOBOTO 10 10
¢aiina
HUTOIO: 50
CTy/IeHThI U CTIENNATUCTBI:
HaumenoBanue moxyJis 3amanme MakcuMAaJIbHbBI
i 0ana
Moy 1: YYacTHHUKH JTOJDKHBI YOSTUTHCS B TOM, YTO
Kongurypanus cereBoro BCE HACTPOMKHU Ha BCEX yCTPOUCTBAX MOCHe 40
TEJICKOMMYHUKAIIMOHHOTO nepe3arpy3Ku BCEro 000py10BaHUS
00opyoBaHus (GYHKIIMOHUPYIOT
Moy 2: VYYacTHUKY TOJDKHBI 00ECIIEYNTh HAITUYNE U 30
Kouguryparmus cepBucoB u (GYHKIIMOHUPOBAHHUE B COOTBETCTBUU C
ciyx0 Ha 6a3e OC Microsoft 3aJJaHUEM CITY)KO M poJieH Ha YKa3aHHBIX
Windows Server 20xx BUPTYaJIbHBIX MaIIMHAX
Monyisb 3: VYYacTHUKY TOJDKHBI 00ECIIEYNTh HATUYHE U 30
Kougurypamus cepBucos u (GYHKIIMOHUPOBAHHUE B COOTBETCTBUU C
ciryx0 Ha 6a3e nucTpuOyTUBOB | 33JaHMEM CIIYXO U posieil Ha yKa3aHHBIX
Linux -Debianlx u CentOS 8 BUPTYaJIbHBIX MAIIMHAX
HUTOroO: 100

Moayasb 1: Kondurypanusi ceTreBoro TeJieKOMMYHHUKAIIMOHHOT0 000PY/10BaHUS

O0bexkTnBHa | Cy0OBeKTHBHA
MakcumasibHbI
3ananue Ne HaumeHoBanue e GBI fl OLlEHKA Sl OLlEHKA
KpUTepus (0au1BI) (0a/u1BI)
Konduryparus [Toaxmrouenune
CETEBOr0 1. | cereBoro 2 2
TEJIEeKOMMYHHKAIT 00opyoBaHus
2. | ba3oBasg HacTpoiika 2 2




HOHHOTO
obopymoBaHus

Mapuipytusaropa R1

basoBas HacTpolika
Mapupyrusaropa R2

baszoBas HacTpolika
kommyTaTopa SW1

baszoBas HacTpolika
KoMmyTtaTopa SW?2

Hacrpoiika VTP

Hacrpoiika
YAQJIEHHOTO JIOCTYIa
CO-Router

Hacrpotiika
YAQJIICHHOI'0 JOCTYyIIa
TGO-Router

Hacrpotiika
yJIaJI€HHOr0 JJOCTyIa
CO-SW1

10.

Hacrtpoiika
yaJIE€HHOTr0 JOCTyIa
CO-SW2

11.

Hacrpotiika
MIPOTOKOJIA
6e30macHOCTH port
security

12.

Hacrpoiika ciuckos
KOHTPOJIS 10CTyIa

13.

Hacrpotiika
arperanyy KaHajos

14.

Hacrpoiika
MapuIpyTU3alux
Vlan (RoS)

15.

Hacrpotiika
JTUHAMHAYECKOMN
MapiIpyTHU3aLHI
OSPF

16.

Hacrpoiika NTP

17.

Hactpoiika DHCP

18.

IPv6
MapuIpyTH3aLus

19.

Ob6mmas
paboToCmoCOOHOCTh
ceTn

HUTOIO:

40

Monayasb 2: Konpurypauusi cepucoB u ciayx6 Ha 6aze OC Microsoft Windows

Server 20xx

3aganue Ne HanmenoBanue Makcuman | O0bexkTnBHasg | Cy0beKTHBH
KpuTepus bHbIE OlleHKAa asi OlleHKa
0aJLIIbI (0au1BI) (0a/u1BI)
Koudurypamms 1 Hacrpoiika cucrembl 3 3

CEpBUCOB U

BUPTYaIU3aluu




ciTy0 Ha 6aze
OC Microsoft 2.
Windows Server

YcraHoBKa 1
HAaCTpOMKa cepBepa
DC-C

10

10

20xx

Ycra"noBka u

3. | HacTpolika ¢hanIoBOrO 4 4
cepBepa

YcTaHoBUTE U
4. | HacTpoOMTE CIIyKOBI 4 4
DNS u DHCP

Hactpoiika u
5. | mpumeHeHue 4 4
T'PYIIIOBBIX IMOJIMTUK

YcranoBka u
6. | HacTpoiika cepBepa 5 S)
RDS

HUTOrO: 30

Monayas 3: Kondurypamnusi cepBucoB U ¢J1yxk0 Ha 6a3e qucTpudyrusoB Linux -
Debian 10/11 u CentOS 8

3aganue Ne HaumeHoBaHue Makcuman | O0bexkTuBHasi | Cy0ObeKTHBH
KpuTepus bHbIE OlleHKA asi OlleHKAa
0aJIIbI (0aJ11BI) (0aJIBI)
Koundurypanms 1. | Hacrpoiika cucteMbl 2 2
CEpPBHUCOB U CITYKO BUPTYalIU3aluu
Ha 6aze ) VYCTaHOBKA U 6 6
JHUCTPHOYTHBOB " | macrpoiika OC Debian
Linux - Debian 1x Hactpoiika
u CentOS 8 3. I10JIb30BaTEIICH U TPYIIIT 6 6
4 Pabora c 6 6
PENO3UTOPUSIMU
5 YcraHoBka u 5 5
HacTpoiika OC CentOS
6 VY nanennoe 5 5
ynpasiaeHHue no SSH
HUTOI'O: 30
3.JlepedyeHp HMCHOJAbB3YyeMOro OOOpPYAOBAHHMS, HHCTPYMEHTOB H PaCXOAHBIX
MaTepHuaJioB.
3.1. HIkonbHMKHN
OBOPYJIOBAHHME HA 1-T0O YYACTHHUKA
OobopynoBanue, HUHCTPYMeHThI, I10, Medeanb
Ne | HammeHoBaHue doto TexHuyeckue XapaKTepuCTUKH En. Heo0x
n/n o0opynoBanu | 000pyaOBaHMS, MHHCTPYMEHTOB H | H3Mepe | 0AuMoe
o, CCHLIIKA Ha caliT MPOM3BOAMTEJIS, HUA KOJI-BO
HHCTPYMEHTA, NOCTABIIMKA
WK Mebesn
1 IK ' Intel Core i5 MmuauMyM 8 MITYK 1
nokoisieausi, |6GB RAM u Gonee,
256GB SDD u 6omee, COM (RS-




232), 3 Ethernet NIC, OC

WINDOWS 10.

2 Mouutop 22 nmroiima u Oonee HITYK 1
3 KomnbrorepHas USB HITYK 1

MBIIIIb
4 KiaBuarypa USB HITYK 1

(st HE3pSUNX

YYaCTHHKOB

Bpatins)
3) VY nnuHuTENb 220B, 3 metpa, 6 po3eTok HITYK 1
6 2101 He menee 1000 VA HITYK 1
7 [TaTu-xkopn UTP 5e, 10 meTpoB HITYK 2
8 OC Windows npeaycranosieH Ha [TK HITYK 1

1x Enterprise yuacTHHKa, ISO 00pa3

(en)
9 OC Debian ISO o6pa3, Ha padouem ctone [1IK | mTyk 1

1x (en) y4aCTHHUKA
10 | Oracle @aiin ycTaHOBKU Ha paboyeM CToje | IITYK 1

VirtualBox
11 | Cron 1400x700 MM LITYK 1
12 | Cryn OducHprii HITYK 1

=
pod
PACXO/IHBIE MATEPHUAJIbI HA 1 YYACTHHUKA
Pacxoonvie mamepuaot
Ne | Haumenosanue Domo Texnuueckue xapakmepucmuku Eo. Heoox
n/n Pacxoonvlx 000pyOosanus, UHCIMPYMEHMOB U | uzmepe | ooumoe
Mamepuanoe | ccoliKa HA cailm RPOU3600umens, Husa K01-60

nocmasuiuKka




1 | brokuot A5 AS (32 nucra) HITYK 1

2 | Pyuka N [ITapukoBBI€ WIIN I'EIUEBbIE HITYK 2
AN

3 | Kapannar / IIpocroit TM HITYK 2

4 | Jlucter A4 D HITYK 10

PACXOJHBIE MATEPHUAJIbI, OBOPYJIOBAHUE U UHCTPYMEHTbDI, KOTOPBIE
YYACTHHUKHU AOJKHBI UMETD IIPU CEBE (nmpu Heo0Xx0auMocCTH)

1 ‘ B 1aHHOM KOMIIETEHIIMM HE NTPENYCMOTPEHO
PACXO/JIHBIE MATEPHUAJIbI U OBOPYJTOBAHHUE, 3AIIPELLIEHHBIE HA
IJIOINAJIKE
1 MoOunbHbIN Tene(oH Win Apyroe
AQHAJIOTUYHOE AJIEKTPOHHOE
YCTPOHCTBO
JOHNOJHUTEJBHOE OBOPYJIOBAHUE, THCTPYMEHTbBI KOTOPOE MOXKET
MPUBECTH C COBOM YYACTHHUK (npu Heo6X0aHMOCTH)
Ne | Haumenosanue Domo Texnuueckue xapaKkmepucmuku Eo. Heoox
n/n Heo0X00umo20 | 000py00anUs, UHCMPYMEHMOS U | umepe | ooumoe
000py0o6anusa | cColiIKa HA cailm nPou36o00umes, Hus K0./1-60
, nocmasuwiuka
UHCMpyMenm
a, unu mebenu
1 CpencTBa peabWIUTALIMH 110
HO30JIOTUSAM, KOTOPBIE YUaCTHUK
WCIIONB3YET MOCTOSIHHO, HATIPUMED,
3BYKOYCHJIMBAIOIIAs amnmnapaTrypa
WHIMBUIYaJIbHOTO TOJIE30BaHUS
(mporpammy NVDA, xnaBuarypy c
KOJIOM bpaitns nis He3psA4ux,
CIIyXOBOM ammapar Jjisl y4aCTHUKOB
¢ npobemMamMu cIyxa)
3.2. CTtyneHTsbI
OBOPYJIOBAHMUME HA 1-T0 YYACTHHUKA
Qobopyoosanue, uncmpymenmot, I10, medens
Ne | Haumenosanue Domo Texnuueckue Eo. Heoox
n/n obopyoosanus xXapakmepucmuKku usmepe | ooumoe
, 0bopyoosanus, Hus K0J1-60
UHCHMPYMEHM | UHCHPYMEHMOG U CCHLIKA Ha
a, unu mebenu caiim npou3eooumes,
noCmaswiuKka




1 ITK Intel Core i5 unu OpICTpEE, IITYK
16GB RAM u 6oitee, 256GB
SDD wu 6o5ee, COM (RS-232),
3 Ethernet NIC, OC
WINDOWS 10.
2 Mownutop 22 moiima u 6osee TYK
3 KommnbrorepHas USB TYK
MBIIIIb
4 KiaBuatypa USB TYK
(n7s HE3pAUUX
YYaCTHHKOB
Bpaiins)
5 KabGenp kabenb koHconbHbI CISCO HITYK
KOHCOJIbHBIN
6 | Kommyrarop Cisco 2960 HITYK
—
7 Mapuipyrtuzaro Cisco cepun 4300 Series HITYK
p
8 Y nnuHuTens 220B, 3 metpa, 6 po3eTok HITYK
9 2101 - He menee 1000 VA HITYK
10 | [Maru-kopx Q UTP 5e, 10 meTpoB IITYK
11 | ITaTu-xopA @ UTP Se, 2 meTpa HITYK
13 | OC Windows ISO o6pa3, Ha paboyem cTosie | MITYK
Server 20xx 1K ygacTHuka
Standart (en)
14 | OC Windows npenycranonieH Ha [1K IITYK
1x Enterprise yJaCTHHKA
(en)
15 | OC Debian ISO o6pa3, Ha paboyem cToJie | MITYK
1x (en) 1K yuacTHuKa
16 | OC CentOS 8 ISO o6pa3, Ha paboveM CTONEe | MTYK
(en) 1K yuacTHuKa
17 | Putty [Ipenycranosien Ha [1K HITYK
y4acTHHKa, Ha paboueM cToiie
I1K yyacTHuka.
18 | Oracle daiin ycTaHOBKHM Ha pabo4yeM | MITYK
VirtualBox croie
19 | Vmware daiin ycTaHOBKHM Ha paboueM | ITYK

Workstation

CTOJIC




20 | Cron 1400x700 MM MTYK 1
I !
21 | Cryn !- OducHerii HITYK 1
PACXO/JHBIE MATEPHUAJIBI HA 1 YYHACTHHUKA
Pacxoonvie mamepuanoi
Ne | Haumenosanue Domo Texnuueckue Eo. Heoox
n/n PaAcxooHvIx XapakmepucmuKku uzmepe | ooumoe
Mmamepuanos o0bopyoosanus, Hus K0J1-60
UHCMPYMEHMO8 U CCUIKA HA
caitm npou3eooumens,
nocmasuiuKa
1 | baokuot A5 . A5 (32 nucra) TYK 1
2 | Pyuka ‘\ [[TaprKoBBIE UM TEIUEBHIE HITYK 2
N
3 | Kapanpam / [Tpocroit TM IITYK 2
4 | Jlucter A4 D HITYK 10

PACXOJAHBIE MATEPHUAJIBI, OBOPYJIOBAHUE U UHCTPYMEHTDI,
KOTOPBIE YYACTHHUKH JOJXKHbI UMETbD IIPU CEBE (n1pu He00X0AMMOCTH)

1

l B maHHOM KOMIIETEHILIUM HE MpeaAyCMOTPCHO

PACXOJHBIE MATEPUAJIbBI U OBOPYJTOBAHMUE, 3AIIPEIIIEHHBIE HA

TUIOIIAJIKE

=

MoOumnbHbIN TenedoH i
JIpyroe aHaJIoTHYHOE
AJIIEKTPOHHOE YCTPONCTBO

MPUBECTH C COBOM

JOHNOJHUTEJBHOE OBOPYJIOBAHUE, UHCTPYMEHTbBI KOTOPOE MOXET
YYACTHHUK (npu He00X0AMMOCTH)

No
n/n

Haumenosanue

Domo
Heo0x00uMoz0
obopyoosanusn

)
UHCIPYMEHMm
a, unu mebenu

Texnuueckue
XapakmepucmuKu
o0dopyoosanus,
UHCMPYMEHMO8 U CCLIIKA HA
caiim npouszeooumes,

nocmasujuKka

Eo.
usmepe
Hus

Heoox
ooumoe
KOJ1-60

CpenctBa peaOUIUTALIMK 110 HO30JIOTHSIM,
KOTOpPbIE€ YUaCTHUK MUCIOJIb3YET MOCTOSIHHO,
HalIpuMep, 3ByKOYCHIJIMBAIOIIasl anmaparypa

WHJIMBU1YaJIbHOTO MOJB30BaHUS (IPOrpaMMy

NVDA, knaBuarypy ¢ kojoM bpaitns st

HE3pSUMX, CIIyXOBOM amnmapar 1Jisi yY4aCTHUKOB C

npobyeMaMu cyxa)

OBOPYJAOBAHME HA 1-T'0O DOKCIIEPTA (npu Heo0xoau

MOCTH)

Qobopyoosanue, I10, mebenv, uncmpymenmol 011 IKCnepma

No
n/n

Haumenosanue

Domo
Heo0xX00UuMo20
o0bopyoosanusn

Texnuueckue
Xapaxkmepucmuku
0bopyooeanus,
UHCIMPYMEHMO08 U CCbLIKA HA

Eo.
uszmepe
Hus

Heoox
ooumoe
K0J1-60




UHCHMpPYyMeHm caitm npouzeooumens,
a, unu medenu nOCMaguiuKa
1 | Cryn " OducHsrii MTYK 1
2 | Kommytatop Cisco 2960 HITYK 1/Bcex
—a=
3 | Mapupytuzarop Cisco cepun 4300 Series MITYK 1/Bcex
Kabenb Kabenb koHcompHBIN Cisco TYK 1/Bcex
KOHCOJIbHBIN
IK I1K wim HOyTOYK, TYK 1/Bcex
BBICTYIIAIOLIUI B KAUECTBE
cepBepa
21301 He menee 1000 VA LITYK 1/Bcex
13 | llerka u coBok HITYK 1/Bcex
14 | YanunuTensb 220B, 5 meTpoB, 6 po3eTok HITYK 3/Bcex
15 | Kiemm s Telecom HT-500R MITYK 1/Bcex
ooxumku UTP (https://www.mediamarkt.ru/ite
Kabens m/1340498/telecom-ht-500r-
kleshhi-dlya-obzhima)
16 | TIK I1K nnm HOyTOYK HITYK 1/Bcex
17 | Ilpuntep x Jlazepnslit HITYK 1/Bcex
18 | ®aunuapr Ha ycMoTpenue opranusaropa | IITyK 1/Bcex
Tectep cereBoi TectupoBanue kabemns TUIa HITYK 1/Bcex
8P8C RJ-45 o UTP (Cat 5, 5e, 6)
[MaTu-xopx 8P8C RJ45 Kabens UTP Cat. | metpoB | 50
S5e 24AWG 4P
KoHHekTopbl 2 Konnekropsr RJ45 HITYK 100
RJ45 s
PACXO/JHBIE MATEPHAJIbBI HA 1 Dkcnepra (mpu He00X0AMMOCTH)
Pacxoonvie mamepuanot
Ne | Haumenosanue Domo Texnuueckue Eo. Heoox
n/n pacxoonvix xXapakmepucmuKku usmepe | ooumoe
Mamepuanoe o0bopyooeanus, HUsA K0J1-60

UHCMPYMEHN 06 U CCbLIIKA HA
caiim npou3eooumens,
nOCIAgUWUKa



https://www.nix.ru/computer_hardware_news/hardware_news_viewer.html?id=188190

YTIIEKUCIIOTHBIN

1 | Pyuka ~ [[TapukoBas wiu reaueBas MTYK 1
\ CUHSS
2 | bnokHoT l AS5 (32 nucra) HITYK 1
3 | Memku nox - 120 — 180 nutpoB HITYK 10
Mycop
4 | XoMyTbl https://leroymerlin.ru/product/h | mryk 50
KabenbHbie omuty-kabelnye-2-5h200-mm-
2.5x200 cvet-belyy-100-sht-81927654/
10 | YnakoBouHas [[Iupuna 48 mm nuHa 50 TYK 1
KJICHKas JICHTa - METPOB
11 | HoxxHums! ) ' Jmuaa 100 mm TYK 2
12 | Kanuenspckuii < HITYK 1
HOX \
e
by | bBymara = A4, 500 nucros V. 2
Ma T
ra
9. | Pyuknu [[TapyKoBBIE WM T'EIIUEBLIE, . 2
MUHUMYM 4 11BETa
0. Bymara s Ha ycmotpenue oprannsaropa | ymctoB | 20
baumuapra
1. Mapxkepsb! 1 Ha ycMoTpenue opranusaropa | MITYK 4
¢aunuapra
I[BETHBIE
2. Qaitner A4 HITYK 100
3. CkopocmmBaren | Aqql = HITYK 10
b 1715 (aiinos w
A4 -
OBIIASI MTHOPACTPYKTYPA KOHKYPCHOM IIJIOMIAIKH (npu
HE00X0IMMOCTH)
Jlononnumenwvnoe 0b6opydosanue, cpedcmea uHOUGUOYATbHOU 3aU{UMbL
Ne | Haumenosanue Domo Texnuueckue Eo. Heoox
n/n Heo0Xx00uMo20 xXapaxkmepucmuKku usmepe | ooumoe
obopyoosanusn 0bopyooeanus, HUA K0J1-60
, cpeocmea UHCMPYMEHMO8 U CCHLIKA Ha
UHOUBUOYATIbH caiim npou3zeooumens,
0il 3augumol nocmasujuka
1 | Oruerymmurens = Ha ycMoTpenue opranusaropa | MITyK 2




2 | bak on 120 — 180 nmutpoB MTYK 2
o0pe3ku
(mycop)
18 | Bemanka MunumymMm Ha 10 enquHuI HITYK 1
rapaepooHast OJIeXK bl
19 | Cron 1400x700 MM TYK 4
20 | Cryn OducHerii IITYK 5
21 | Cron 880x880x760 IITYK 2
MepEeroBOPHBII
30 | Anreuka Ha ycMoTpenue opranusaropa | MITYK 1
MEepBOM MOMOIIH
KOMHATA YYACTHUKOB (npu He00X0a1uMOCTH)
O6opynoBanue, Medeib, PACXOIHbIe MATEPUAJIBI (IPU HEO0OX0IUMOCTH)
Ne | HammeHnoBaHue dorto Texuuueckue En. Heo0x
n/n He00X0AuMOr XapaKTePUCTHUKH u3Mepe | oaumMoe
0 o0opynoBaHmusi, HUSA KOJI-BO
000pY10BaHM | MHCTPYMEHTOB H CChLIKA HA
s WIH caiiT Npou3BOAUTEJIS,
HHCTPYMEHTA, MOCTABIIUKA
WM MebeJTu,
WIH
PacxoaHbIX
MaTepHaJIoB

JAOINOJIHUTEJIBHBIE TPEFOBAHUA K IVIOINAAKE/KOMMEHTAPUU

KoanuyecTBO TOUEK IJEKTPOINIUTAHUSA U HX XaPAKTCPUCTUKHU, KOTHIECTBO TOYEK
HHTEPHETA U Tpeﬁonaﬂnﬂ K HEMY, KOJIUYECTBO TOYECK BOAbLI U Tpeﬁonamm (l"Opﬂ‘-laﬂ,

X0JI0/THAs1)
Ne | HammeHoBaHue ®oro Texnnueckue En. Heo0x
n/n HEe00X0AMMOr XapaKTepPUCTUKHU usMepe | oaruMoe
0 o0opyaoBaHusl, HUA KO0JI-BO
000py10BaHM | MHCTPYMEHTOB H CChLIKA HA
A1 WJIH CalT MPOU3BOAUTEIS,
HHCTPYMEHTA, NMOCTABIIUKA
WM Medesu
1 ONEKTPUYECTBO 220 BousbT 6 po3eTok 1 KBT
Ha | moct s
y4acTHHUKA
2 DEeKTPUIECTBO 220 BOJIBT 2 PO3ETKH 2 KBT
JUISL OKCIIEPTOB
3 Wurepuer WIFI Munaumym 20 MOuT/c
4 PesepBHbIit 1 TIK, 2 xommyTaropa, 2 MTYK 1
KOMILJIEKT MapLIpyTH3aTopa U T. 1.




o0opymoBaHUs

y4acTHUKA
CrakaHsl [TnactukoBbie 200mt MTYK 100
OJTHOPa30BbIC
.
Kynep Kynep nis 6yrunupoBaHHOM MTYK 1
BOJIBI
Bopna ByrunupoBannas Boga Jist MITYK 2

KyJnepoB 19 nutpos

5 [Taty-xopn

UTP Se, paznuuHoil JyIMHbI (2, | WITYK 20
5, 10, 15 meTpoB)

4. MuHuMAaJIbHbIEe TPeOOBAHUA K OCHAILLIEHHI0O Pa0OYMX MeCT ¢ Y4eTOM BcCeX
OCHOBHBIX HO30JIOT Uil

HaumenoBanue | Iliomans, HIupuna npoxoaa Cneuunajau3upoBaHHoe

HO30JIOTUH M.KB. MexX1y padounMu o0opynoBaHme, KOJIHUIECTBO*
MecTaMH, M

PaGouee mecto | 4 0,75 Paaguoxiacc, ayJIMOTEXHUKA

YYaCTHHMKA C (akycTM4eckudl  yCWIMTENb U

HapylleHHeM KOJIOHKH )

cayxa

PaGouee mecto | 4 0,75 TekcToBOE ONMcaHne KOHKYPCHOTO

Y4acTHHKA C
HapyIIeHHeM
3peHust

3aaHusl TOJDKHO OBITh
IPEJOCTAaBIIEHO B JOCTYITHOM JIJIst
WHBAJIMOB 110 3pDSHUIO BUJIC: B
IUIOCKOTIEYaTHOM (C KPYIHBIM
pa3MepoM mpu@Ta, yIUTHIBAIOLIUM
COCTOSIHHE 3PUTEIBHOTO
aHaJIM3aTOpa yYacTHUKA C
OCTaTOYHBIM 3pEeHUEM), IIpUPTOM
Bpaiins uiam B 3JIEKTPOHHOM BUJE B
dopmate Microsoft Word st
MPOYTEHHSI C TIOMOIIBIO
CIIELIUAIILHON KOMITBIOTEPHOU
TEXHUKH U IPOTPaMMHOTO
obecnieuenus. Pabouee mecto
YYaCTHHKA C HAPYIICHUEM 3PCHUS
CJIeZlyeT OCHACTUTh NePCOHATBHBIM
KOMITBIOTEPOM C OOJIBIINM
MoHHTOpOM (19 - 24"), C
MIPOTPAMMO¥ SKPAHHOTO JOCTYTIA
JAWS, nporpamMmoii 3KpaHHOTO
yBenuuenuss MAGIC) u auciuieem,
UCIIOJIB3YIOLIUM cUucTeMy bpais
(penvedHO-TOUCUHOTO TIpUPTA).
Heo0xoauMo mpe1ocTaBuTh JIymy,




JaMIy-1yny (HacTOJbHYIO WIH
HaIOJIbHYIO).

Pabouee mecTo
YYACTHHKA C
HapyuIeHHeM
OA

0,75

[TepcoHanbHBIN KOMITBIOTED,
OCHACTUTh BEIHOCHBIMU
KOMITBIOTEPHBIMHM KHOIIKAMHU U
CIIELUAIILHOM KJIABUATYPOU;
MEPCOHAIIbHBIN KOMITBIOTED,
OCHACTUTh HOKHOM WJIM T'OJIOBHOM
MBIIIBIO U BUPTYAIbHON SKpPaHHOMN
KJIaBUaTYpOM, IIepCOHAIbHBIN
KOMIIBIOTEDP, OCHACTUTh
KOMITHIOTEPHBIM JIKOMUCTHUKOM HJIH
KOMITBIOTEPHBIM POJLIEPOM U
CIIELIMATIbHOM KIIABUATYPOU.
Tpanchopmupyemblie 21EMEHTHI
obopyoBaHus U MeOeb Ha
pabounx MecTax, crelnuaibHbie
MEXaHU3MBbI U YCTPONCTBA,
MO3BOJISIFOIINE U3MEHSATh BBICOTY U
HaKJIOH paboyeil MOBEpXHOCTH,
MOJIO’KEHUE CHICHbS pabodero
CTyJIa 110 BBICOTE U HAKJIOHY,
o0opynoBaHue, 00ecreunBaronee
BO3MOXKHOCTh IIOJbE3/a K
paboueMy MecTy U pa3BopoTa
Kpeca-KOJISICKU

Pabouee mecTo
Y4acTHHKA C
COMATHYECKHMMH
3200J1eBaHUSIMH

0,75

HCT

Pabouee mecTo
YYACTHHKA C

MEHTAJILHLIMHI
HAPYLIEHUSIMH

0,75

HET




5. Cxema 3aCTPOIiKU COPEBHOBATEJIbHOM MJIOIIAAKHI

5.1 lIkoabHUKH
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5.2 CtyneHntsl
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6. TpeOoBaHus1 OXpaHbI TPy U TEXHUKH 0€30I1ACHOCTH.

HMHcTpyKTaka no oxpaHe TpyAa VIl Y4aCTHHKOB.

1.06uwue mpebvosanusn oxpanvt mpyoa.

Jliig yuacTHUKOB 10 14 ner

1.1. K camocrosrensHoit padote ¢ [IK gomyckaroTcst ya9acTHHKH TIOCIIE TIPOXOKACHUS HMU
MHCTPYKTaXka Ha pabodeM mecTte, 00yueHus: 0e30MacHbIM METO1aM paboOT U MPOBEPKH 3HAHUH 110
OXpaHe TpyJAa, MPOIIEANINEe MEAUIIMHCKOE OCBMJIETEIILCTBOBAHNWE HA MpPEIMET YCTaHOBIIEHUS
IPOTHBONOKA3aHUN K pPabOTE ¢ KOMITBIOTEPOM.

1.2. IIpu pabore ¢ IIK pekomenmyeTcss opranmsaius mnepepbiBoB Ha 10 MuHyT depes
kaxaple 50 MUHYT paboTel. Bpemsi Ha mepepbIBbl yXe yYTEHO B OOILIEM BpPEMEHHU 3aJaHMs,
U JIONOJIHUTENILHOE BpeMsl yYaCTHUKAM HE MPEeO0CTaBIseTCS.

1.3. Ilpu pabore Ha I1IK MoryTt Bo3/eiicTBOBaTh ONacHbIE U BPEIHbIE IPOU3BOICTBEHHbBIE
(bakTopsI:

- ¢u3nueckre:  TOBBIIMIEHHBIM  YPOBEHb  3JEKTPOMAarHUTHOTO  W3Iy4YEHUS;
MOBBIIIEHHBI YPOBEHb CTAaTHUECKOTO SJIEKTPUYECTBA; IOBBIIIEHHAs SPKOCThH CBETOBOTO
M300pa)KeHUsl; TMOBBIIIEHHBIH YpOBEHb MYJIbCAIlMM CBETOBOTO MOTOKA; MOBBHIIIEHHOE 3HAUYEHUE
HanpsOKeHUs
B DJICKTPUYECKON 1€, 3aMbIKAHHME KOTOPOM MOKET MPOM3OWTH YEepe3 TeJIO YEJIOBEKa;
NOBBIIICHHBI WM TOHWKCHHBIH YpPOBEHb OCBEIEHHOCTH; IMOBBIIMICHHBIH YPOBEHb MPSIMOM
1 OTPaKEHHOM OJIECTKOCTH;



- Ncuxo(U3UOJI0OTHUECKHEe: HANPSDKEHNWE 3pEHUsS M BHUMAHHUS, WHTEIJICKTyalbHbIe
Y HYMOIIMOHAJIbHBIE HATPY3KH; JJINTEIbHbIE CTATUYECKHUE HATPY3KH; MOHOTOHHOCTh TPY/a.

1.4. 3anpemaercs HaxoauThes Bosie IIK B BepxHell ofexie, NpUHUMATh MUILY U KYPUTb,
ynoTpeOasTh BO BpeMsi pabOThI aIKOTOJIbHbIE HAIUTKH, a TAK)XKE ObITh B COCTOSIHUU JIKOTOJIHOTO,
HapKOTUYECKOTO WJIU JIPYIOro OINbsSHEHUS.

1.5. YyacTHUK COpE€BHOBaHMS JIOJKEH 3HATh MECTOPACIIOJIOKEHUE MEPBUYHBIX CPE/ICTB
MIO’KapOTYILLIEHUS U YMETh UMH I10JIb30BaThCSL.

1.6. O xaxaQOM HECHYACTHOM Ciydae MOCTPAJABIIMM WM OYEBUACL] HECYACTHOTO CIIydast
HEMEJIEHHO JJOJDKEH U3BECTUTDH OJIMKAMIIIEro SKCIIEepTa.

1.7. Y4acTHUK COpEBHOBAHUS JI0JKEH 3HATh MECTOHAXOXKICHUSI MEAULIMHCKON alTEeuKH,
MPaBUJIBHO II0JIb30BaThCS MEIMKAMEHTAaMHU; 3HaTh MHCTPYKLUMIO IO OKAa3aHWIO IE€pPBOMI
MEAMIMHCKOW TIOMOIIM TOCTPaJaBIIMM U YMETh OKa3aTh MEIMLUHCKYK mnoMmolub. I[lpu
HEOOXOJUMOCTH BBI3BaTh CKOPYIO MEAMIIMHCKYIO IMOMOIIb WM JOCTaBUTh B MEIUIMHCKOE
yUpeXKJIEHUE.

1.8. Ilpu pabore ¢ IIK ydyacTHUK COpeBHOBaHHS AOKHBI COOMIOATh MpaBUiia JTUYHOMN
TUTHECHBI.

1.9. PaboTa Ha KOHKYpPCHOI IUIOIIAKE pa3peliaeTcsi UCKIIOUUTENbHO B MPUCYTCTBUU
JKCIepTa. 3arpeniaeTcs IpUCYTCTBUE Ha KOHKYPCHOM IJIOLIAAKEe TOCTOPOHHHUX JIULL.

1.10. ITo BceM Bompocam, CBA3aHHBIM C pabOTON KOMIbIOTEpa? cleAyeT oOpaliarbes
K PYKOBOJMTEIIIO.

1.11. 3a  HEBbINOJHEHHWE JAHHOW  MHCTPYKLUMH  BHUHOBHBIE  IIPUBJIEKAIOTCA
K OTBETCTBEHHOCTH COIVIACHO IIpaBWJIaM BHYTPEHHETO pACHOpPSAJKA WJIA B3bICKAHUSM,
onpeneneHHbIM Koaekcom 3akoHOB 0 Tpyzae Poccuiickoit @enepanuu.

st yaactHukKOB OT 14 1o 17 ner.

1.1. K camocTosrensHoii pabote ¢ [1K gomyckaroTcst yaacTHUKH TIOCTIE TPOXOKIACHUSI UMU
WHCTPYKTaka Ha paboueM MecTe, oOydeHus 0e30macHBIM MeToJaM paboT M MPOBEPKH 3HAHUI
10 OXpaHe TPyZa, NPOLIEAIINE MEIULINHCKOE OCBUAETEIbCTBOBAHUE HA IIPEIMET YCTAHOBICHUS
IIPOTUBONOKA3aHUH K paboTe C KOMITBIOTEPOM.

1.2. TIpu pabote ¢ IIK pexomenayercs opraHu3anus nepepbiBoB Ha 10 MUHYT depe3
kaxzasle 50 MuHyT paboThl. Bpems Ha mepepbIBbl yK€ YYTEHO B OOILIEM BpEMEHH 3a/laHus,
Y JOTIOJHUTENBHOE BpEMS YUaCTHHUKAM HE MPEAO0CTABIISAETCA.

1.3. Ilpu pa6ote Ha IIK MoryT Bo3/eHCTBOBATh OMACHBIC M BPEIHBIC TPOU3BOICTBEHHBIC
(baxTophI:

- ¢bu3nuecKkre:  TMOBBIIMIEHHBI  YPOBEHb  DIEKTPOMArHUTHOTO  H3IIyYEHUS;
MOBBILICHHBIH YPOBEHb CTATUYECKOTO JJIEKTPUYECTBA; IMOBBILIEHHAS SPKOCTh CBETOBOTO
M300paXeHUs; TOBBIIICHHBIH YPOBEHBb MYJIbCAIIMM CBETOBOTO MOTOKA; MOBBIIIEHHOE 3HAYECHUE
HaIpsHKEHUS
B DJIGKTPUYECKOM ILIENH, 3aMbIKAHUE KOTOPOM MOXET IPOM30MTH YEepe3 TeEJO0 YEJIOBEKa;
MOBBIIIECHHBIA WJIM MOHM)XEHHBIA YPOBEHb OCBEIICHHOCTH; IOBBIIMICHHBI YPOBEHb MNPSMOU
U OTpaKeHHOH OnécKkocTH;

- MCcuX0(U3NOJIOTHYECKHE: HANPSDKEHUE 3PEHUS M BHUMAHUS, UHTEIICKTyalbHbIC
Y HMOIIMOHAJIbHBIE HATPY3KH; JJIUTEIbHBIE CTATUUECKUE HArpy3KH; MOHOTOHHOCTh TPYy/a.

1.4. 3anpemaercs HaxoauThes Bosie [IK B BepxHel oaexie, TpUHUMATh ULy U KYPHTb,
ymoTpeOIsaTh BO BpeMsi paOOThHI aIKOTOJLHBIE HAIUTKH, & TAK)KE OBITH B COCTOSTHUH JIKOTOJIBHOTO,
HapKOTUYECKOTO WJIU IPYTOro OMbsSHEHUS.

1.5. Y4acTHUK COPEBHOBAHMS JOJKEH 3HaThb MECTOPACIIONIOKEHHE MEPBUYHBIX CPENICTB
MOKApOTYILIEHUS U YMETh UMHU TOJIb30BATHCA.

1.6. O KaXXI0M HECUYACTHOM CJIy4dae MOCTPAJaBIINK WM OYEBUJICI] HECYACTHOIO CIlydast
HEMEJJIEHHO JIOJKEH M3BECTUTH OJMrKaiIlero skcmepra.

1.7. YyacTHHK COpeBHOBAaHMS JOJKEH 3HATh MECTOHAXOKICHHUSI MEIUIIMHCKON alTEeuKH,
NpaBUJILHO TOJIb30BAaThCS MEIMKAMEHTAaMHU; 3HAaTh MHCTPYKLHIO IO OKAa3aHUIO IEepBOM
MEIUIMHCKOM ITOMOIIM IOCTPAJaBIIMM M YMETh OKa3aTh MEIUUMHCKYIO Momomb. [Ipu



HEOOXO/MMOCTH BbI3BaTh CKOPYIO MEIUIMHCKYIO TOMOIIb WJIM JIOCTaBUTh B MEIUIIMHCKOE
YUpEeKICHUE.

1.8. ITpu padore ¢ I1IK y4acTHHK COpEeBHOBaHUS TOJKHBI COOJOIAThH MPaBWIIA JTUIHON
TUTHEHBI.

1.9. PaboTa Ha KOHKYPCHOH IUIOMIAJIKE pa3perraeTcs UCKIIOUYUTEIBHO B MPUCYTCTBUU
3KcHepTa. 3anperaeTcs NPUCyTCTBUE HA KOHKYPCHOM IJIOIIAKe IIOCTOPOHHUX JIUIL.

1.10. TTo Bcem Bompocam, CBsi3aHHBIM C pabOTOil KOMIbBIOTEpaA, CIEAyeT OOpaIiaThecs
K PYKOBOJIUTEIIIO.

1.11.  3a HeBBINOJIHEHHWE  JAaHHOW  WHCTPYKUUU  BHUHOBHBIE  IIPUBJIEKAIOTCS
K OTBETCTBEHHOCTHM COIJIaCHO IIpaBMJIaM BHYTPEHHETO paclops/ika WM B3bICKaHUSM,
onpeaeneHHbIM KosiekcoM 3akoHOB 0 Tpyne Poccuiickon @enepanuu.

Jns yaactHukoB ctapiie 18 jer

1.1. K camocrosrensHoii padote ¢ [IK gomyckaroTcsi yaacTHUKH OCIIE POXOKACHUS MU
MHCTPYKTaka Ha paboueM MecTe, oOyueHus 0e30MacHbIM MeTojlaM paboT U MPOBEPKH 3HAHUI
10 OXpaHe TPy/a, NPOLIEAININE MEIULIUHCKOE OCBUETEILCTBOBAHUE HA MPEAMET YCTAHOBIICHUS
MIPOTUBOMNOKA3aHUH K paboTe C KOMIIBIOTEPOM.

1.2. TIpu pabdote ¢ IIK pexomenayercs opranu3anus nepepbiBoB Ha 10 MUHYT uyepes
kaxzasle 50 MuHyT paboThl. Bpems Ha mepepbIBbI yK€ YYTEHO B OOIIeM BpEeMEHH 3a/laHusl,
Y JIONIOJIHUTENILHOE BPEMs YUaCTHUKAM HE MPEOCTaBIISAETCS.

1.3. Ilpu pabore Ha IIK MoryT Bo37€iicTBOBATh OMACHBIE M BPEIHbIE IPOU3BOICTBEHHbBIE
(dakTopsl:

- ¢usnveckre:  TOBBINIEHHBIH  YpPOBEHb  DJEKTPOMATHUTHOTO  W3IYyYCHHS;
MOBBIIICHHBIA YPOBEHb CTAaTUYECKOIO AJIEKTPUYECTBA; IOBBILIEHHAs SPKOCTh CBETOBOTO
M300pa)KeHUsI; MOBBIIIEHHBIH YpOBEHb MYJIbCAllMM CBETOBOI'O IOTOKA; MOBBIIIEHHOE 3HAYEHUE
HaIpsKEHUs
B OJIEKTPUYECKOM IeNH, 3aMbIKaHHE KOTOPOM MOXET MpPOM30MTH uepe3 Telo YeJIOBEKa;
MOBBILICHHBI WJIM TIOHWXEHHBIH YPOBEHb OCBEIICHHOCTH; IIOBBIIICHHBIM YpOBEHb MNPSMOM
U OTPa)KEHHOM OJIECTKOCTH;

- NCcUX0(U3HOJIOTHUECKHE: HANPSDKEHUE 3PEHUS M BHUMAaHUS; UHTEIUIEKTYyaJbHbIE
Y DMOLMOHAJIbHBIE HAIPY3KH; JUINTEIbHBIE CTATUUECKNE HATPY3KU; MOHOTOHHOCTB TPY/a.

1.4. 3anpemaercst HaxoauThes Bo3ine [1K B BepxHell ofexie, NpUHUMATh MUILY U KYpUTb,
yIOTPeOIIATh BO BpeMsl pa0OThI aJIKOTOJIbHbIE HAIUTKH, @ TAK)KE OBITh B COCTOSIHUH JIKOTOJIBHOTO,
HapKOTUYECKOTO WJIU JIPYTOro OMbsSHEHUS.

1.5. Y4acTHUK COPEBHOBAaHHS JIOJDKEH 3HATh MECTOPACIIOJIOKEHHUE NEPBUYHBIX CPEICTB
MOKapOTYLIEHUS U YMETh UMH I10JIb30BaThCS.

1.6. O Ka)xaOM HECYACTHOM Clly4ae MOCTPaAaBIIMKA MM OYEBHUJIEL HECYACTHOIO CIydas
HEMEIJIEHHO JIOJKEH U3BECTUTDH OJIMIKAMIIEero SKCIepTa.

1.7. Y4acTHUK COpPEBHOBAHUS IOJDKEH 3HATh MECTOHAXOXKICHHSI MEAUIIMHCKON alTEeuKH,
MPaBWJIBHO TIOJb30BaThCS MEAMKAMEHTAM{; 3HaThb MHCTPYKIMIO IO OKa3aHWIO TEepBOil
MEAMIMHCKOW TIOMOIIM TOCTPAJaBIIMM M YMETh OKa3aTh MEIUUMHCKYI0 momouls. [Ipu
HEOOXOJUMOCTH BBI3BaTh CKOPYIO MEAMIIMHCKYIO MOMOIIb WM JOCTaBUTh B MEIULMHCKOE
YUpEXKIECHUE.

1.8. Ilpu pa6ote ¢ TIK ygacTHUK COpeBHOBaHHS OJDKHBI COOJIIOAATH MpaBUjIa JTUIHOU
TUTHEHBI.

1.9. PaboTa Ha KOHKYpCHOW TUIOMIAJKE pa3periacTcsi MCKIIOYUTEIBHO B MPHUCYTCTBUH
JKCIEPTA. 3aMpeIaeTcsl IPUCYTCTBUE Ha KOHKYPCHOM IJIOMIAAKE TOCTOPOHHUX JIMLL.

1.10. ITo Bcem BompocaM, CBSI3aHHBIM C pabOTON KOMITBIOTEPA, CIEAyeT OOpamaThCs
K PYKOBOAMTEIIIO.

1.11. 3a HEBBINIOJIHEHNE TaHHOW MHCTPYKIMY BUHOBHBIE IIPUBJIEKAIOTCS

K OTBETCTBEHHOCTH COIJIACHO IIPAaBWJIaM BHYTPEHHETO PAacHOpsAIKa WJINM B3bICKAHUSM,
onpeneneHHbM KosekcoMm 3akoHOB 0 Tpyne Poccutickoit denepanuu.



2.Tpebosanusa oxpanvt mpyoa nepeo Ha4aIOM 6bINOTHEHUA KOHKYPCHO20 3A0AHUSA

2.1. Tlepen BKIIOYEHHEM HCIOJIB3YyeMOTr0 Ha paboueM MecTe OO0OpYIOBAaHHS yYaCTHUK
COpPEBHOBAHUS 0053aH:

2.1.1. OcMmoTpeTh W TPHUBECTH B TOPAIOK pabodee MecTo, yOpaTh Bce MOCTOPOHHHUE
MPEeIMEThI, KOTOPBIC MOTYT OTBJICKATh BHUMAHHE U 3aTPYIHATH paboTy.

2.1.2. IlpoBepuTh NMPaBUIBHOCTh YCTAHOBKHU CTOJA, CTYyJa, MOACTABKU TOJ HOTH, Yroil
HAKJIOHA JKpaHa MOHMTOpA, TMOJOXKEHHUsS KJIABUATYPHl B IIENSAX HCKIIOYEHHS HEYAOOHBIX 103
U JUINTENbHBIX HampsbkeHuil Tena. Ocobo oOpaTUTh BHUMaHHE Ha TO, YTO JUCIUICH IOJKEH
HaxO0JIUThCS HAa paccTosiHuU He MeHee S0 cM oT ria3 (ontumansHo 60-70 cm).

2.1.3. TIpoBepuTh MPaBUILHOCTH PACIIONIOKEHUS 000PYIOBAHHUS.

2.1.4. KaGenu >neKTPONUTAHUS, YIIMHUTENN, CETEBbIE (DHIBTPHI JOJDKHBI HAXOAUTHCS
C THUIbHOW CTOPOHBI paboYero Mecra.

2.1.5. Y6enuThcsi B OTCYTCTBHH 3aCBETOK, OTPAKCHUN U OJUKOB Ha SKpaHE MOHHUTOPA.

2.1.6. Y6emuthcs B TOM, uTo Ha ycrpoictBax IIK (cuctemHubiii OJ0K, MOHHTOD,
KJIaBHATypa) HE PAcIONIaraloTCsl COCY/IBI C KHUIKOCTSIMHU, CHITyYUMH MaTepuanamu (4aii, kode,
COK, BOJIa | TIp.).

2.1.7. BKIIIOUUTH 3JEKTPOIUTAHUE B [10CIIEOBATEILHOCTH, YCTAHOBIEHHON HHCTPYKIIUEH
M0 JKCIUTyaTallud Ha o00OpyAoBaHUE; YOETUThCS B MPABHIBHOM BBIMOJHEHHH MPOLETYPHI
3arpy3ku 000py10BaHUs, IPAaBUIbHBIX HACTPOMKAX.

2.2. Ilpu BbBISBICHUM HEMOJAJ0K COOOIIUTH 00 3TOM SKCIEPTy M A0 HX YCTpaHEHUs
K paboTe HE MPUCTYNATh.

3. Tpeoosanusa oxpanvl mpyoa 0 epems 6bINOJIHEHUA KOHKYPCHO20 3A0AHUS

3.1. B TedyeHnue Bcero BpeMEeHH pabOTHI CO CPEICTBAMH KOMITBIOTEPHON M OPTTEXHHKH
Y4aCTHUK COPEBHOBAHUS 0053aH:

CoJIepKaTh B MOPSAKE U YUCTOTE pabouee MecTo;

CIIETUTH 32 TEM, YTOOBI BEHTUJISIIIMOHHBIE OTBEPCTHS YCTPOUCTB HUUEM HE ObUIH 3aKPBITHI;

BBITIOJIHATH TPEOOBAHUS MHCTPYKIIMH 110 DKCIUTyaTallui 000PYI0BaHHUS;

co0o1aTh, YCTaHOBJICHHBIE pacnycaHueM, TPYJAOBBIM pacropsiiKoM
periaMeHTHUpOBaHHBIE TEpPEPbIBEI B paboOTe, BBHINOIHATH PEKOMEHJOBaHHbIE (DU3HUECKHE
yTpa>kHEHUsL.

3.2. CryneHTy 3ampeniaercs BO BpeMsi paboThI:

- OTKJIIOYATh U MOAKII0OYATh HHTep(pelicHbIe Kabenu nepudepuitHbIX YCTPOUCTB;

- KJIaCTh Ha YCTPOMCTBA CPEICTB KOMITBIOTEPHOW M OPITEXHUKH OyMaru, Markd H
poyre MOCTOPOHHHUE MPEMETHI;

- IIpUKacaThCs K 3aJHEH MaHelIn CUCTEMHOT0 0J10Ka (Tipolieccopa) MpH BKIOYEHHOM
NUTAHUY;

- OTKJII0YATh 3JIEKTPOMMTAHUE BO BPEMS BBIIIOJHEHUS IPOTPaMMBI, IIpoliecca;

- JIONyCKAaTh IMOMAaJaHue BJard, TPsi3d, CHIIYYHMX BEIIECTB Ha YCTPOMCTBa CpEICTB
KOMITHIOTEPHOHN B OPTTEXHHKH;

- MIPOU3BOJIUTH CAMOCTOSATEIBHO BCKPHITHE 1 PEMOHT 000pPY/IOBAHHUS;

- MIPOU3BO/INTH CaMOCTOSATENBHO BCKPBITHE M 3alPaBKy KapTPHIDKEH NPUHTEPOB
WIN KOTHMPOB;

- paboTaTh CO CHATHIMU KOXKYXaMH YCTPOHCTB KOMITBIOTEPHOM U OPTTEXHUKHU;

- pacriosiaratecs pu padboTe Ha paccTostHUM MeHee 50 cM 0T 3KpaHa MOHHUTOpA.

3.3. Ilpu pabote ¢ TekctamMH Ha Oymare, JHMCTHl HaJ0 pacmojaraTb Kak MOXHO OJrke
K DKpaHy, 9T00bI N30€KaTh YaCThIX JBM)KEHUI TOJIOBOI M TJIa3aMHU IIPH MTEPEBOJIE B3TIISIA.

3.4. PaGoune cTonbl cieayeT pa3MelaTh TakUM 00pa3oM, 4YTOObI BHIEOMCIIIICHHbIE
TEPMHHANBl OBUIM OpPUEHTUPOBAaHbI OOKOBOM CTOPOHOM K CBETOBBIM IpOEMaM, YTOOBI
€CTEeCTBEHHBIH CBET MaJjaJl IPEUMYIIECTBEHHO CJIEBA.

3.5. OcBenienure He JOKHO CO3/1aBaTh OJUKOB HA MOBEPXHOCTH dKpaHA.

3.6. IlponmomxwurenbHocTh paboTel Ha IIK 0e3 persiaMeHTHpPOBAaHHBIX MEPEPHIBOB
HE JIOJDKHa NpeBblaTh 1-ro dvaca. Bo Bpems periiaMeHTHPOBAHHOIO IEpephiBa C ILEJIbIO



CHUKEHUS HEPBHO-PMOIIMOHAIILHOTO HAMPSDKEHUS, YTOMIICGHUSI 3pUTEJIBHOTO —anmapara,
HEOOXOIUMO BBITIOJIHATH KOMIUIEKCHI (PU3NYECKUX YIIPAKHEHHH.

4. Tpebosanus oxpansl mpyoa é agapuiiHbIX CUNLYAUUAX

4.1. OG0 Bcex HEUCHPABHOCTAX B paboTe 00OpYAOBaHHA U aBAPUNHBIX CHUTYALMSIX
CO00111aTh HEMOCPEACTBEHHO IKCIEPTY.

4.2. Tlpu oOHapyxeHMH OOpbIBa MPOBOJOB IMUTAHUS WM HAPYIICHUS LEIOCTHOCTU
UX W30JISALMU, HEUCHPABHOCTU 3a3€MJICHHS U JPYIHX MOBPEXKICHHN 3JIEKTPO0OOpYyIOBaHUS,
MOSIBJICHUA 3alaxa rapy, MOCTOPOHHUX 3BYKOB B paboTe 000pyAOBaHUS U TECTOBBIX CHUTHAJIOB,
HEMEJUIEHHO MIPEKPATUTh PabOTy U OTKIIOYUTH MUTAHHE.

4.3. Tlpu mopakeHUHU TMOJH30BATENS AJIEKTPUYECKHUM TOKOM MPHHSITH MEphbl IO €ro
OCBOOOXKJICHHIO OT JICHCTBUS TOKA MyTeM OTKIIIOUCHHS SJIEKTPOIMUTAHUS M JI0 IPUOBITHS Bpaya
0Ka3aTh MOTEPIEBIIEMY MEPBYIO0 MEAUIIMHCKYIO TOMOIIIb.

4.4. B ciydae BO3ropaHus OOOpYIOBaHUS OTKIIOYHTH MHUTAHHUE, COOOIIMTH JKCIEPTY,
MO3BOHUTH B MOXAPHYIO OXpaHy, MOCJIE Yero MPUCTYNHUTh K TYIICHHUIO IMOKapa UMEIOUIUMUCS
CpEICTBaMHU.

5.Tpeoosanue oxpanvl mpyoa no okonuanuu paoom

5.1. Ilo oxkoH4yaHuu pabOTHl YYaCTHUK COPEBHOBAaHHUSA 00s3aH COOJIIO/IATh CIIEAYIOLLYIO
MOCIIE0BATEIHHOCTh OTKIIIOUEHUSI 000PYI0BaAHUS:

— MIPOM3BECTH 3aBeplIeHHE BcexX BhinonHseMbix Ha [1K 3anauy;

— OTKJIIOUUTh THUTAaHUWE B TOCIEAOBATEIbHOCTH, YCTAHOBJICHHON MHCTPYKLHEH
0 SKCIUTyaTalluu JaHHOTO 000pYyI0BaHUS.

— B n1060Mm citydae cienoBaTh yka3zaHUSM YKCIIEPTOB

5.2. Yopartsb co cTona pabouue MaTepualibl ¥ IPUBECTH B IOPSIOK pabodyee MecTo.

5.3. 060 Bcex 3aMEUEHHBIX HEMOJMAAKaX COOOIIUTH IKCIIEPTY.

HNHcTpykuus mo oxpaHe TpyAa Uil IKCIEPTOB

1.06ugue mpebosanusa oxpanvt mpyoa

1.1. K pabore B xkauectBe »kcnepra Kommerenuun «CeTreBoe U CUCTEMHOE
aJIMUHUCTPUPOBAHMUE» JOMYCKAIOTCS  ODKCIEPThl, MPOLISANINE CIEeHUalbHOEe O00ydyeHue
Y HE UMEIOIIKEe TPOTUBONOKA3aHUM 110 COCTOSIHUIO 310POBbSL.

1.2. Dkcnepr ¢ 0coObIMH TOJHOMOYMSMH, HAa KOTOPOTO BO3JIOXKEHA OO0S3aHHOCTh
3a MPOBEJCHHE MHCTPYKTa)Ka [0 OXpaHe TpyJa, JOJKEH UMETh JEUCTBYIOLINE yIOCTOBEPEHUE
«O mpoBepKe 3HaHUH TpeOOBaHMI OXpaHBI TPYAAY.

1.3. B mpouecce KOHTpOJS BBIOJHEHUS KOHKYPCHBIX 3aJaHUM M HaXO0XKJIECHUs
Ha KOHKYpPCHOH TUIomaake DKcrepT 00s3aH 4YeTKO COOII0AaTh:

— MHCTPYKIIMHU TI0 OXpaHe TPy/Aa U TEXHUKe 0€3011aCHOCTH;

- IpaBUja TMOXAPHON O€30MacHOCTH, 3HATh MECTa PACMOJOXKEHUS IEePBUYHBIX
CPEJICTB MOKapOTYIIEHHUS U IJIAHOB 3BAKYallHU.

- pacnucaHue U TpaduK TNPOBEACHHUS KOHKYPCHOIO 3aJlaHUs, YCTaHOBIJIEHHBIE
PEKUMBI TPYyJIa ¥ OTABIXA.

1.4. Tlpu pabGoTe Ha TEPCOHATHLHOM KOMIIBIOTEPE M KOMHPOBAIHLHO-MHOKUTEIHLHON
TEXHUKE Ha OKCIepTa MOTYT BO3JEHCTBOBATH CJENYyIOIIME BpeaHble W (WJIM) OIacHbIE
MIPOU3BOJICTBEHHBIE (DAKTOPHI:

— DJIEKTPUYECKUH TOK;

— CTaTMYEeCKOE JJIEKTPUYECTBO, OOpasyroleecss B pe3yjbTaTe TPEHHUs ABIXKYIIEHcs
Oymaru
¢ paboYyuMHU MEXaHU3MaMH, a TAK)Ke MTPH HEKaueCTBEHHOM 3a3€MJICHUH allapaToB;

— IIyM, 00YCJIOBJICHHBII KOHCTPYKIIMEH OPTTEXHUKHU;

— XMMHYECKHE BELIECTBA, BhIACIAIONINECS PU pabOTe OPIrTEXHUKH;

— 3pHUTeIbHOE NepeHanpsokenue npu padore ¢ IK.

1.5. IlpumeHsemble BO BpeMs BBIIOJIHEHUS KOHKYPCHOTO 3aJaHMs CpPEICTBa
WHAWBUIYAILHOMN 3aIHUTHI:

- Oepymn.



1.6. 3Haku 0e€30MacCHOCTH, UCIONb3yeMble Ha pPa0OYMX MecTaX YYaCTHHKOB,
111 0003HAUCHHNS IPUCYTCTBYIOIINX OMAaCHOCTEH:

- F 04 Oruerymurenb

1.7. Ilpu HecyacTHOM cily4ae MOCTPaJaBIINI MJIM OYEBHJICI] HECUACTHOTO Cilydas 00si3aH
HEMEJUIEHHO COOOLTUTH O cyuuBLIeMcs [ TaBHOMY DKCHepTy.

B momemiennn DKCnepTOB HAaXOIUTCS anTeyka MEpBOW MOMOUIM, YKOMIUIEKTOBaHHAs
U3JCNTUSAMI MEIUIMHCKOTO HAa3HAYCHUs, €€ HEOOXOIMMO MCIONB30BaTh JJIs OKa3aHUs IMEpBOM
MOMOIIH, CAMOTIOMOIIIY B CIIy4asiX MOJy4EHUS TPABMBI.

B ciaydyae BO3HHMKHOBEHHMsS HECYACTHOTO Ciiydas WM Ooyie3Hm Okcmepra, 00 3TOM
HEMEIJICHHO yBeaomiisieTcs [ 1aBHbI SKCepT.

1.8. DkcnepTsl, JONMYCTUBIINE HEBHIIOJHEHUE WM HApYUIEHHE MHCTPYKIMHU IO OXpaHE
TpyJa, MPUBJIEKAIOTCS K OTBETCTBEHHOCTH B COOTBETCTBUHM C PermamMeHTOM «AOUIMMITHKCY,
a pu HeOOXOAMMOCTH COTJIACHO JICHCTBYIOUIEMY 3aKOHOAATEIIbCTRY.

2.Tpebosanusn oxpanvt mpyoa nepeo Ha4aiom padomal.

[lepen HauanoM pabOThl DKCHEPTHI JOJIKHBI BBIIOIHUTD CIEIYIOIIEE:

2.1. B gens C-1, Dxcnept ¢ 0cOOBIMU MOJIHOMOYHUSIMHU, OTBETCTBEHHBIH 32 OXpaHy TpyAa,
00s3aH mpoBecTH MOAPOOHBIM MHCTpyKTax mo «lIporpamMMe MHCTpyKTaka MO OXpaHe TpyJa
U TEXHUKE 0€30MaCHOCTU», O3HAKOMUTH SKCIIEPTOB M YYACTHUKOB C MHCTPYKIHEH MO TEXHUKE
0€30MacHOCTH, ¢ IUIaHaMU 3BaKyallMH MPU BOSHUKHOBEHUHU I10Kapa, C MECTAMU PACIIONOKEHUS
CaHUTAPHO-OBITOBBIX  IMOMEIICHWH, MEIUIUHCKUMU  KaOWHEeTaMu, MUTHEBOM  BOJBI,
IIPOKOHTPOJIMPOBATh MOATOTOBKY pabOYMX MECT yYaCTHHUKOB B COOTBETCTBUHU C TeXHHYECKUM
OMKMCAaHUEM KOMIETECHIINU.

[IpoBepuTh cnenuanbHYIO OAEKIY, 00yBb M Jp. CPEACTBAa MHAUBUAYAIbHON 3alllUTHI.
Opnetb HEOOXOUMBIE CPEICTBA 3AIUTHI AJISl BHITOJIHEHUS TIOJTOTOBKU U KOHTPOJIS MOJATOTOBKU
YY4aCTHUKAMHU padOYHX MECT, HHCTPYMEHTa U 000pYyOBaHUSI.

2.2. ExenHeBHO, Iepel HAYajJOM BBIMOJIHEHHsS KOHKYPCHOTO 3aJaHHs y4aCTHUKaMU
KOHKypca, DKCHEpT C OCOOBIMHU IOJIHOMOYHMSIMHU TPOBOJUT HHCTPYKTaXX IO OXpaHe Tpyna,
DKCHepThl KOHTPOIUPYIOT MPOLIECC MOATOTOBKH pabo4Yero Mecta YYacTHUKaMH, H MPUHUMAIOT
ydacTue B MOJrOTOBKE paboyuX MECT yYaCTHUKOB B BO3pacTe Mojoxe 18 ner.

2.3. ExenHeBHO, mepen HadajaoM padOT HAa KOHKYPCHOW IUIOMIAJKE U B MOMEIIECHUU
HKCIEPTOB HEOOXOUMO:

- OCMOTpeTh paboune MecTa SKCIEPTOB U YUACTHUKOB;

-IIPUBECTHU B OPATOK pabodyee MeCTo IKCIIEPTa;

-IIPOBEPUTH MPABIIILHOCTD MOAKIIOUYEHUS 000PYA0BaHUS B DJIEKTPOCETD;

- 01eTh HEOOXO0IMMBIE CPE/ICTBA UHANBHUAYAJIbHOMN 3aIUTHI;

- OCMOTPETh MHCTPYMEHT M 000PYJOBaHHE YUaCTHUKOB B BO3pacTe 10 18 jer, yuacTHUKH
cTapuie 18 neT ocMaTpuUBalOT CaMOCTOSITENbHO HHCTPYMEHT U 000py/I0BaHUE.

2.5. [ToaroToBUTH HEOOXOIUMBIE /ATl pAOOTHI MATEPUAIIBI, TPUCTIOCOOTICHHUS, ¥ PA3JI0KHUTh
WX Ha CBOM MECTa, yOpaTh ¢ pabovero cTojia BCe JUIITHEE.

2.6. DkcrmepTy 3ampeniaeTcs NpUcTynaTh K paboTe mpu oOHapyKEHWU HEUCHPABHOCTH
o0opynoBanus. O 3aMEUYEHHBIX HEIOCTaTKaX W HEUCIPABHOCTAX HEMEJIEHHO COOOIIUTh
TexHuueckoMy DKCIEepTy U 10 YCTPAHEHUS HEMONA0K K padoTe He MPUCTYIATh.

3. Tpedosanusa oxpansl mpyoa 60 épems padomsol.

3.1. N3o0paxenne Ha SKpaHaX BUICOMOHUTOPOB JOKHO OBITH CTaOWIBHBIM, SICHBIM
U TpEeeNIbHO YeTKUM, He MMEeTh MEpLaHUui CUMBOJOB U ()OHA, HA dKpaHax HE JOJHKHO OBITh
OJIMKOB U OTPaKEHUU CBETHIILHUKOB, OKOH U OKPYKAIOIIUX MPEIMETOB.

3.2. CymmapHOe BpeMsi HETOCPEACTBEHHON pabOThl C MEPCOHATBHBIM KOMITBIOTEPOM
U JIpYTOil OPITEXHUKON B T€UEHHE KOHKYPCHOTO JTHS JIOJKHO OBITh He OoJjiee 6 4acoB.

[IpoaomKUTENEHOCTh HEMIPEPHIBHOM pabOThl C MEPCOHATBHBIM KOMIIBIOTEPOM U APYroi
OPITEXHUKON 0e3 PeriIaMeHTHPOBAHHOTO TepephiBa HE JOJKHA MPEBHINIATh 2-X dacoB. Yepes
KKl yac paboThI CleyeT AellaTh PEerIaMeHTHPOBAHHBIN MepepblB MPOJOIHKUTEILHOCTHIO 1
5 MuH.

3.3. Bo u30exanue mopaxeHust TOKOM 3arperniaeTcs:




- MpHUKAcaThCsl K 3aJHEl MaHeTu MEepCOHAIBHOTO KOMIBIOTEpa M JIPYTOil OprTeXHUKH,
MOHMTOPA MPH BKIIOYEHHOM MUTAHUU;

- JIONyCKaTh TOMNaJaHUs BJIArd Ha MOBEPXHOCTh MOHHUTOpPA, pabouyio MOBEPXHOCTb
KJIaBUATYpPBl, AUCKOBOJIOB, IPUHTEPOB U JPYTUX YCTPOUCTB;

- IPOU3BOIUTH CAMOCTOSITETILHO BCKPBITHE U PEMOHT 000PY/IOBaHHS;

- IepeKiIrYaTh pa3zbeMbl HHTep(delcHbIX Kabenel nepudepuiiHbIX YCTPOHCTB
[pY BKIIFOYEHHOM ITUTAHUY;

- 3arpOMO’K/IaTh BEPXHUE MaHeNIU YCTPOHCTB OyMaraMu v OCTOPOHHUMHU MPEAMETaMU;

- JIONMyCKaTh TOMAaJaHWe BJIard Ha TOBEPXHOCTh CHUCTEMHOro OJoka (mporieccopa),
MOHHTOPA, pabOUyI0 TOBEPXHOCTh KIaBHATYPbI, IUCKOBOAOB, IPUHTEPOB U AP. YCTPOMHCTB;

3.4. Ilpy BHINIOJHEHMH MOAYJIEH KOHKYPCHOTO 3aJaHHUsS y4YaCTHUKAMHU, OKCHEPTY
HEO0OXO0IUMO OBbITh BHUMATEIbHBIM, HE OTBJIEKATbCS MOCTOPOHHUMH pa3roBOpaMH U JI€JIaMH
0e3 He0OXOAUMOCTH, HE OTBJIEKATh IPYTUX DKCIIEPTOB U YUACTHUKOB.

3.5. Dkcnepty BO BpeMs pabOThI ¢ OPTTEXHUKOM:

- oOpamath BHUMaHHE Ha CHMBOJIBI, BBHICBEUMBAIOLIMECS Ha MaHETHd OO0OpYIOBaHUS,
HE UTHOPUPOBATH UX;

- HEe CHMMAaTh KPBIIIKHA W TaHENH, )KECTKO 3aKPEIUICHHBIE Ha YCTpoWcTBe. B HEKOTOPHIX
KOMIIOHEHTaX YCTPOMCTB HCIONb3YETCS BBICOKOE HANpSXKEHUE WM JIa3epHOE H3IIyueHUe,
YTO MOXKET PUBECTH K MOPAKEHUIO JIEKTPUIECKIM TOKOM HITH BBI3BATH CIICTIOTY;

- HE IPOU3BOIUTH BKIIOYCHHE/BBIKIIIOUECHHUE aIapaToB MOKPBHIMU PYKaMU;

- HE CTaBUTh Ha YCTPOMCTBO EMKOCTH C BOAOH, HE KJIACTh METAJUIMUECKUE ITPEIMETHI;

- HE DJKCIUTyaTUpOBaTh ammapaT, €CId OH TMeperpencs, cTajl JIbIMUTHCS, MOSBHIICS
IIOCTOPOHHUH 3aIlax WM 3BYK;

- HE DKCIUTYyaTUPOBaTh ammapar, €CJl ero YpOHUIH UIH KOPITYC ObLIT MOBPEXK/ICH;

- BBIHIMATh 3aCTPSBIINE JINCTHI MOXKHO TOJIBKO TIOCJIE OTKIIFOYEHUS YCTPOMCTBA U3 CETH;

-3ampenaeTcs nepeMeniaTh annapaTsl BKIIOYEHHBIMH B CETh;

- Bce paboThl MO 3aMeHe KapTpuaked, OymMaru MOXHO IMPOU3BOJIUTH TOJBKO MOCIE
OTKJIFOUEHUS amnmapara OT CEeTH;

- 3aIlpellaeTcsl ONUPAThCs Ha CTEKJIO OpUTMHANOAEpKATeNs, KJIaCTh Ha HET0 Kakue-1nbo
BEII[M IOMUMO OpPUTHHAIIA;

- 3anpeniaerca padoTaTh Ha anmnapare ¢ TPECHYBIIUM CTEKJIOM;

- 00s13aTeIbHO MBITh PYKH TEIUIOW BOJIOW C MBUIOM MOCHE KaXJI0W YHCTKU KapTpUDKEH,
y3JI0B U T.1.;

- IpPOCHINAHHBI TOHEp, HOCHUTENIb HEMEJUIEHHO cOOpaTh MbUIECOCOM WJIM BIAXKHOM
BETOIBIO.

3.6. BritoueHne M BBIKIIIOYEHHE MEPCOHATIBHOIO KOMIIBIOTEPA U OPITEXHUKH JOJDKHO
IPOBOJIUTHCS B COOTBETCTBUH C TPEOOBAHUSAMH WHCTPYKIIUH TI0 DKCILTyaTaIlHH.

3.7. 3anpentaercs:

- YCTaHABJIMBATh HEM3BECTHBIC CHCTEMBI TAPOJIUPOBAHHS U CAMOCTOSTEIFHO TIPOBOIUTH
nepeopMaTUpPOBAHUE JTUCKA;

- IMETh TpH ceOe JTF0OBIe CPEICTBA CBS3H;

- TONB30BaThcad JIO00M JOKyMEHTalMel KpoMe NpeayCMOTPEHHOW KOHKYPCHBIM
3aJJaHUEM.

3.8. IIpu HeucmpaBHOCTH OOOPYAOBAaHUS — MPEKPaTUTh paboTy M COOOIIUTH 00 ATOM
TexHUYecKOMY 3KCHEPTY, a B €ro OTCYTCTBHE 3aMECTUTEINIO TJIaBHOTO DKCIEpTa.

3.9. Ilpu HaXOJEHUU Ha KOHKYPCHOM IJIomIa ke JKCIepTy:

- 0JIeTh HEOOXOIMMBIE CPEJICTBA WHANBHIyaTbHON 3aIUTHI;

- TepelBUTaTbCs MO0 KOHKYPCHOM IUIOIIAJIKe HE CIiella, He Jenas Pe3KuX JIBUKEHUH,
CMOTPpS TTOJT HOTH;

4. Tpeoosanus oxpansl mpyoa é agapuiiHbIX CUMYAUUAX .

4.1. Tlpm oOHapyXEHHWU HEUCIPABHOCTH B padOTE IJIEKTPUYECKUX YCTPOWCTB,
HAXOJISIIUXCS MO HANPsbKEHHEM (TTOBBIIICHHOM MX HarpeBe, MOSsIBIICHUS UCKPEHMSI, 3a1iaxa rapH,
3aJpIMJICHUS U T.1.), DKCHEPTY ClEAyeT HEMEJIEHHO OTKIIOYUTh MCTOYHUK 3JIEKTPOIUTAHUS



U TPHUHATH MEPHl K YCTPAaHEHHIO HEHCIPABHOCTEH, a TaKKe COOOIIUTh O CIIyYHBIIEMCS
TexHuueckomy OxcnepTy. BbImonHeHHME KOHKYpPCHOTO 3aJlaHMsi HPOAOJIKATh TOJNBKO IOCIe
yCTpaHEHUS BO3HUKIIEH HEUCIIPAaBHOCTH.

4.2. B ciydae BO3HMKHOBEHHS 3PUTEIBHOTO JUCKOM(pOpTa U APYrHMX HEOIaronpHUsTHBIX
CyOBEKTHUBHBIX OIIYIIEHHH, CIIEAyeT OTPaHUYUTh BpeMsi pabOoThI C IEPCOHAIBHBIM KOMITBIOTEPOM
U JIpyroil OprTeXHUKOW, IMPOBECTH KOPPEKLUUIO JUIMTEIbHOCTH IIEPEPhIBOB JJIs  OT/AbIXa
WIM TIPOBECTH CMEHY [EeATEJIbHOCTH Ha JPYrylo, HE CBS3aHHYIO C HCIOJIb30BAaHUEM
IEPCOHAIBHOIO KOMITIBIOTEPA M IPYTOM OPITEXHUKH.

4.3. Ilpu mopa’keHUM D3IEKTPUUYECKUM TOKOM HEMEUIEHHO OTKJIIOYHUTH 3JIEKTPOCETD,
OKa3aTh IEPBYI MOMOIIbL (CaMOIIOMOINb) MOCTpajaBUIeMy, cooOmuTh [aBHOMY Okcmepry,
py HEOOXOIUMOCTH 0OpPATUTHCS K Bpady.

4.4. Ilpyu BO3HMKHOBEHHMM IOKapa HEOOXOJMMO HEMEIJIEHHO OIOBECTHTh [aBHOro
skcnepTa. IIpu mocienyromeM pa3BUTHH COOBITHI CIIEAYyeT PYKOBOACTBOBATHCS YKa3aHHSIMU
['maBHOro »sKkcmepra WIM JOJDKHOCTHOIO JIMIA, 3aMeHsrouiero ero. llpunoxuts ycunus
JUISL ICKJIFOUEHUS COCTOSIHUS CTpaxa U MaHUKH.

IIpu oOHapyXeHUU ouyara BO3rOpaHUs HA KOHKYPCHOHM IUIOINAAKE HEOOXOIUMO JHOOBIM
BO3MOXHBIM CIIOCOOOM TIIOCTAapaThCsl 3aracuTh IUTaMs B "3apojsimie” ¢ 00s3aTeNbHBIM
coOJII0JIEHHEM Mep JIMYHOM 0€30IacHOCTH.

[Ipu Bo3ropanuu 0J1€/1bl NONBITATHCSI COPOCUTH €€. Eciu 3To crienarsb He yaeTcsl, yrnacTh
Ha I0JI M, NEepeKaThIBasCh, COMTH IUIaMsi; HEOOXOJMMO HAKPBITH TOPALIYI0 OACKAY KYCKOM
IUIOTHOM TKaHH, OOJHMTHCS BOJOH, 3amperiaeTcst 6exarb — Oer TOJIBKO YCHIIUT WHTCHCUBHOCTH
TOPEHUS.

B 3aropeBmiemcsi moMeUIEHHM HE CIEAYET AO0XKHUAATHCA, IOKa NPUOIU3ZUTCSA IUIaMs.
OcHOBHas OIIaCHOCTb MOXKapa Jyisd yejnoBeka — AbIM. [Ipy HacTyIuIeHuU NPU3HAKOB YAYIIbS J€Ub
HAa M0JI U KaK MOYKHO OBICTpEE MOJI3TH B CTOPOHY BAKYal[MOHHOT'O BBIXO/1A.

4.6. ITpu oGHapy>KEHUH B3pHIBOOIIACHOTO MJIU [TOI03PUTENIBHOTO IIPEMETa HE OIXOAUTh
ONM3KO K HEMYy, MNpEeAylNpeinTb O BO3MOXKHOM ONAcCHOCTM HaXOAAIIUXCS TOOJIN30CTH
OTBETCTBEHHBIX JIMII.

[Ipu npoucuiecTBruU B3pbIBa HEOOXOIUMO CIIOKOMHO YTOUHUTH 0OCTaHOBKY U JIEHCTBOBATH
[0 YKa3aHUIO JIOJDKHOCTHBIX JIMII, IPU HEOOXOAMMOCTH 3BaKyallMH, YBaKyHpOBATh YYaCTHHUKOB
U IPYTUX SKCIIEPTOB, U KOHKYPCHOM IIJIOLIA/IKH, B3ATh T€ ¢ COO0I JOKYMEHTHI U PEAMETHI IEPBOM
HEOO0XO/IMMOCTH, TPH MEPEIBUKEHUN COOJII0JIaTh OCTOPOKHOCTb, HE TPOraTh MOBPEXKACHHBIE
KOHCTPYKIUH, OTOJMBIIKECS 3JEKTPUYECKHE IpPOBOjAA. B paspylieHHOM WM HOBPEXAECHHOM
MIOMEIIEHUH HE CJIEAYET MOJIb30BaThCsS OTKPHITHIM OTHEM (CIIMUYKAaMU, 3KUTATKaAMH U T.I1.).

5.Tpebosanue oxpanvl mpyoa no OKOHYAHUU 6bINOJIHEHUA KOHKYPCHO20 3A0AHUS.

ITocne okoHYaHHS KOHKYPCHOT'O JTHS DKCIEPT 00s13aH:

5.1. OTKJIIOUUTH AJIEKTPUUECKHE MPUOOPHI, 000pPYTOBAaHNE, UHCTPYMEHT M YCTPOMHCTBA
OT UCTOYHUKA NTUTAHUS.

5.2. TlpuBectn B moOpsaok pabodee MecTo DKCHepra W MPOBEPUTH paboune MecTa
YYaCTHHUKOB.

5.3. Coobmute TeXHUYECKOMY OKCIEPTY O BBISBICHHBIX BO BpPEMS BBIIIOJHEHUS
KOHKYPCHBIX 3aJaHM{ HeToJIaZikaX M HEHCIPABHOCTAX OOOpYAOBaHMS, W APYrux (akTopax,
BIIUSIONINX HA O€30MaCHOCTh TPYy/a.





